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Abstract—Off-blockchain payment channels can significantly
improve blockchain scalability by enabling a large number of
micro-payments between two blockchain nodes, without commit-
ting every single payment to the blockchain. Multiple payment
channels form a payment network, so that two nodes without
direct channel connection can still make payments. A critical
challenge in payment network construction is to decide how
many funds should be deposited into payment channels as initial
balances, which seriously influences the performance of payment
networks, but has been seldom studied by existing work. In this
paper, we address this challenge by designing PnP, a balance
planning service for payment networks. Given estimated payment
demands among nodes, PnP can decide channel balances to
satisfy these demands with a high probability. It does not rely on
any trusted third-parties, and can provide strong protection from
malicious attacks with low overhead. It obtains these benefits with
two novel designs, the cryptographic sortition and the chance-
constrained balance planning algorithm. Experimental results on
a testbed of 30 nodes show that PnP can enable 30% more
payments than other designs.

Index Terms—blockchain, payment network, balance planning,
chance constraint

I. INTRODUCTION

With the inception of Bitcoin [1], blockchain has shown
great promise in implementing decentralized cryptocurrencies
without trusted third parties. Later, Ethereum [2] has been de-
signed to significantly extend the blockchain functions by im-
plementing smart contracts, which are essentially autonomous
computer programs executed by all blockchain nodes.

Blockchain uses a serious of sophisticated designs to
achieve decentralization and consistency, but sacrifices the
scalability because of the consensus protocol involving all
nodes. Currently, Bitcoin can handle only 7 transactions per
second, and Ethereum increases the performance to about 15
transactions per second. Some recent work [3]–[5] has pro-
posed novel consensus mechanisms that can support thousands
of transactions per second, but it is still far from satisfying
the performance requirement of large-scale applications. For
example, Trillo [6] has reported that Visa handled about 47,000
transactions per second during 2013 holidays, which cannot be
supported by any existing blockchains.

Instead of struggling with consensus mechanism design,
payment channels [7], [8] have been proposed to address the
scalability challenge by creating a private channel between
two blockchain nodes. Payment channels can be implemented
using smart contracts. Specifically, two nodes create a special
channel contract that locks a certain amount of funds as initial

balances. After that, they can make transactions over the
channel and maintain their channel balances by themselves.
Since transactions over the channel are not committed to the
blockchain, the scalability of blockchain can be significantly
improved.

Multiple payment channels among nodes form a payment
network, so that two nodes without direct payment channel
can still make off-blockchain transactions in a multi-hop
manner. Payment networks have been supported by many
blockchain systems. For example, Lightning Network [7] has
been designed for Bitcoin, and Ethereum also has its own
payment network implementation called Raiden Network [8].

To establish a payment channel, a critical problem is to
decide how many funds should be deposited into the channel
as initial balances. With fewer funds, the channel needs to be
frequently reconstructed, leading to more blockchain accesses.
On the other hand, locking funds more than payment demands
on the channel is unnecessary. The problem becomes more
challenging when we consider a payment network with multi-
hop transactions. Although many research efforts [9]–[11]
have been made on payment channels and payment networks,
they ignore this issue by holding an unrealistic assumption that
there are always sufficient funds in payment channels. Khalil
et al. [12] have started to pay attention to this challenge by
designing REVIVE, which enables nodes to rebalance funds
among their payment channels. However, merely rebalancing
is not always a good solution because the amount of payments
among nodes are usually asymmetric in practice. Furthermore,
REVIVE adopts a centralized design that needs a trusted
third-party to run the rebalancing algorithm, which would be
vulnerable to malicious attacks.

In this paper, we study the balance planning problem of
payment networks, i.e., deciding initial balances of payment
channels, given the estimated payment demands among nodes.
We design PnP, a balance planning service that can be easily
integrated into existing payment networks. PnP can exploit
the knowledge of payment demands, even with estimation
errors, to minimize the total channel deposits. It does not rely
on trusted third-parties and can resist attacks from malicious
nodes. Moreover, it has low communication and computation
overhead. PnP reaps these benefits by addressing two main
challenges.

First, it is difficult to accurately estimate the payment
demands among nodes. An intuitive idea is to predict future
payment demands according to historical transaction records



and accordingly design algorithms to decide initial channel
balances. However, the amount of payments that actually
happen in practice would be more or less than the prediction.
Once the balance of a channel is exhausted, all transactions
associated with this channel fail. Of course, we can improve
the prediction method to get more accurate estimation of
payment demands, unfortunately, which cannot fundamentally
solve this problem. In this paper, we deal with the uncertainty
of payment demands by expressing the balance planning
problem as a chance-constrained optimization problem. We
then design an algorithm to solve this problem, which can
theoretically guarantee that payment demands can be satisfied
with a high probability.

The second challenge stems from the untrustiness of open
distributed systems like blockchain, i.e., malicious nodes may
exist in the payment network and they attempt to compro-
mise the balance planning service. Many existing work on
payment networks assumes the existence of trusted third-
parties. However, this assumption is too strong, and sometimes
impossible in practice. PnP allows a portion of Byzantine
adversaries who can behave arbitrarily and manipulate balance
planning results. To protect the system, PnP randomly selects
a group of nodes as a decision committee to generate correct
balance planning results. Without any trusted third-parties,
PnP guarantees safety by addressing two critical issues: who
should be selected into the decision committee and how the
decision committee achieves agreement on correct planning
results. We propose a cryptographic sortition mechanism for
committee member elections. Each node in the committee
independently runs our proposed balance planning algorithm
and then achieves agreement via the Byzantine protocol.

We integrate PnP with the Lightning Network Daemon (lnd)
[13], a complete implementation of the Lightning Network [7]
nodes, and use it to create a virtual payment network as the
testbed for performance evaluation. Since PnP is the first work
for balance planning, we compare it with several variants with
different design choices. The main contributions of this paper
are summarized as follows.

• We design PnP for balance planning of payment net-
works. To the best of our knowledge, PnP is the first
work targeting on solving the balance planning problem.

• To protect PnP service from attacks, we use cryptographic
sortition to select a decision committee responsible for
running the planning algorithm. It has low communica-
tion overhead because of no interaction among nodes.

• We formulate the problem of minimizing the total funds
deposited into payment channels, while satisfying the
payment demands among nodes. We use chance con-
straints to describe the uncertainty of payment demands
and solve the corresponding problem using approxima-
tion techniques.

• We evaluate PnP on a testbed of 30 nodes. Experimental
results show that PnP can satisfy payment demands with
a high probability while completing at most 30% more
payments than other designs.

The rest of this paper is organized as follow. Some pre-
liminaries about payment networks and the motivation of PnP
are presented in Section II, followed by the system model in
Section III. In Section IV, we present the PnP design for pay-
ment networks with unidirectional and bidirectional channels.
We present experimental results in Section V. Related work is
given in Section VI. Section VII finally concludes this paper.

II. PRELIMINARIES AND MOTIVATION

In this section, we present some necessary preliminaries
about payment channels and payment networks, followed by
some observations that motivate this paper.

A. Payment channels

Payment channels can be implemented by smart contracts.
When two nodes agree to open a payment channel, they
create a smart contract that locks some cryptocurrency coins
as channel balances. Once the channel is established, they
can make transactions over the channel and maintain channel
balances by themselves, without committing these transactions
to the blockchain. The payment channel can be unidirectional
or bidirectional. An example of unidirectional channels is
shown in Fig. 1(a). Alice creates a unidirectional channel,
represented by α, to Bob, and their balances on the channel are
denoted by αA and αB , respectively. Alice deposits 3 coins
from her blockchain account (with 10 coins) into this channel
as her initial balance, i.e., αA = 3, which is committed to
the blockchain. After that, Alice can make payments, without
touching the blockchain, to Bob if her channel balance αA

is sufficient. Since α is a unidirectional channel, it does not
allow Bob to pay Alice over this channel.

The bidirectional channel allows two-way payments. As
shown in Fig. 1(b), both Alice and Bob can deposit some coins
into the channel, which are recorded by the blockchain when
they open the channel. Then, they can make transactions in any
direction and maintain their channel balances accordingly. An
interesting observation of the bidirectional channel is that it is
possible to let a node pay more than its initial deposit. In the
example in Fig. 1(b), Alice pays Bob 3.5 coins in total, but
her initial deposit is only 3 coins. That is because the payment
from Bob to Alice can charge Alice’s balance. Therefore, the
bidirectional channel has stronger payment capability.

Either Alice or Bob can close the channel, usually because
their balances are insufficient for more transactions or they do
not agree on channel balances. Their final channel balances
are committed to the blockchain.

B. Payment networks

It is usually impossible for a node to establish a payment
channel with every other node due to the high overhead of
maintaining a large number of smart contracts. To enable
transactions between two nodes without direct channel con-
nection, the concept of payment network consisting of multiple
payment channels has been proposed. An example of payment
networks with unidirectional channels is shown in Fig. 2. If
node A would like to pay node C, it can ask node B to forward



(a) A unidirectional payment channel

(b) A bidirectional payment channel

Fig. 1. Payment channels.

this payment, which forms a payment path (A, B, C). A critical
challenge here is to guarantee that the node B forwards correct
amount of coins, without stealing the money. The Hash Time-
Lock Contract (HTLC) [7] has been proposed to address this
challenge. The basic idea of HTLC is to let both A and B lock
the same amount of coins on the channels along the path. The
HTLC uses cryptographic techniques to guarantee that node
B can get the coins locked on the channel (A,B) only when it
successfully makes the payment to C.

In practice, intermediate nodes along a payment path do not
forward payments for free, but charge some forwarding fees
that could be a fixed amount of coins or be proportional to
the amount of forwarded payments, which depends on their
charging policies. Due to the existence of forwarding fees,
each node needs to prepare coins more than its actual payment
demand. In the example shown in Fig. 2, node A intends to pay
5 coins to C. Since node B charges 1 coins as forwarding fees,
node A needs to pay 6 coins to B. There are usually multiple
paths between two nodes and the ones with less forwarding
fees are always preferred.

C. Motivation

In larger payment networks with many payment demands, it
is challenging to decide how many coins should be deposited
into these payment channels, and which paths should be
selected for multi-hop transactions. We use an example in Fig.
2 to elaborate on these challenges that motivate our work.
This example contains 4 nodes, each of which has a budget of
10 coins that can be used for creating unidirectional payment
channels.

1) Balance planning: In an intuitive scheme, we suppose
that each node knows his payment receivers, but is unaware of
payment amount. This assumption has been widely adopted by
existing work [9]–[12]. As shown in Fig. 2(a), each node uses
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Fig. 2. A motivation example of 4-node payment network. The payment
demands are as follows: A → B : 1, A → C : 5, A → D : 2, B → A : 3,
B → C : 1, D → C : 2. Node B charges 1 as forwarding fee, and D charges
0.5.

all its budget to create payment channels. Note that node A can
ask either B or D to forward its payments to node C. We apply
the rebalancing scheme advocated by [12], which deposits an
identical amount of coins among channels belonging to the
same node. In this example, node A deposits 5 coins into
channels (A, B) and (A, D), respectively. However, such a
kind of budget allocation cannot satisfy A’s payment demands
no matter which path it chooses. For example, if A chooses
the path (A, B, C), the total payment over the channel (A,
B) is 6, exceeding its payment capability. On the other hand,
if A asks D to forward payments, the total payment over
channel the (A, D) is 7. Meanwhile, node B wastes its budget
because its payments over (B, A) and (B, C) are 3 coins and
1 coin, respectively. An alternative scheme is shown in Fig.
2(b). Suppose that node B forwards the payment from A to C,
and charges 1 coin as forwarding fees. All payment demands
can be satisfied and the total channel deposits are 20 coins.

2) Payment path selection: In the example shown in Fig.
2(b), the payments from A to C can go through two paths
(A, B, C) and (A, D, C), which incurs different forwarding
fees. The node B charges 1 coins, but node C charges 0.5.
Compared with Fig. 2(b), the total channel deposits can
be reduced to 19.5 if the path (A, D, C) is selected, as
shown in Fig. 2(c). This example indicates that payment path
selection plays a critical role in reducing the cost of multi-hop
payment. Intuitively, the nodes charging less forwarding fees
are always preferred, but they usually have limited budgets
for payment channel construction and thus cannot afford too
many forwarded transactions. Therefore, it is still challenging
to decide payment paths for each demand, given the constraints
of forwarding fees and node budgets.

3) Uncertainty of payment demands: In the above example,
we assume that all payment demands are accurately estimated.
However, such an accurate estimation is unlikely to happen in
practice. Even though some payment patterns can be found,
the actual amount of payment may fluctuate. For example, if
the actual payment from node D to C is 3 coins, more than
the expected demands of 2 coins, the channel (D, C) would be
exhausted before satisfying all payment demands in Fig. 2(c).

III. SYSTEM MODEL

A. Network model

We consider a payment network that is modeled as a graph
G(N,E), where N denotes the set of nodes and E is the set of



payment channel candidates. The possible neighbors of node i
are maintained in set N(i) = {j|(i, j) ∈ E}. Each node i ∈ N
holds a budget of Bi, which can be used to create payment
channels to its neighbors. These channels can be unidirectional
or bidirectional ones, whose differences in balance planning
will be studied in Sections IV-C and IV-D, respectively. Each
node i ∈ N charges forwarding fees proportional to the
amount of forwarded coins. We let ϕi denote the charging
proportion.

The expected amount of payments from node u to node v is
denoted by duv . Note that the actual payment may randomly
fluctuate around duv . We consider only one-to-one payment
demands. The one-to-many or many-to-one payment demands
can also be accommodated in our model by dividing them into
multiple one-to-one demands. All node pairs with payment
demands are maintained in set D. For each pair of nodes
(u, v) ∈ D, there exist multiple payment paths, which are
included in set Puv . We define payment outage as events that
transactions fail due to channel exhaustion along all paths in
Puv before satisfying duv .

Each node i ∈ N holds a pair of public key pki and private
key ski. Nodes can exchange messages with each other via
an underlying peer-to-peer network. All messages are signed
by private keys and are propagated through a gossip protocol
[14], which guarantees that messages can be delivered within
a known fixed time, but their arriving order is unnecessarily
preserved.

B. Threat model

In the payment network G, there are malicious nodes
who can behave arbitrarily, e.g., sending wrong messages or
manipulating planning results, but they hold a limited amount
of budgets that account for less than one-third of total budgets
of all nodes. They can launch the Sybil attack by forging
multiple identities. Since messages are signed by private keys
of their senders, malicious nodes cannot compromise message
exchanges among nodes. The remaining nodes in the network
are honest and faithfully follow the instructions of PnP.

C. Goals

Given a payment network G, we study the balance planning
problem to decide how many coins should be deposited into
channel balances, so that the payment demands in D can be
satisfied with a high probability. We focus on achieving the
following goals.

Economy goal. An easy way to satisfy payment demands
is to deposit all budgets into channel balances, especially
when payment demands cannot accurately be estimated, as
we assume in this paper. However, it incurs unnecessary waste
when there are fewer transactions. Since coins deposited into
payment channels come from blockchain accounts, the nodes
locking too many coins into payment channels may be short
for funds to run other smart contracts or transactions on the
blockchain. Therefore, it is imperative to minimize the total
amount of channel balances, while theoretically guaranteeing
outage probability.

Safety goal. The main attack launched by malicious nodes
is to manipulate balance planning results to increase outage
probability. If the attack successes, many transactions over
the payment network would fail before satisfying payment
demands. Moreover, nodes need to frequently access the
blockchain to reconstruct payment channels, which further
burdens the blockchain. PnP needs to protect the system
from this attack by guaranteeing correct balance planning
results. Another kind of attacks is to deviate from balance
planning results by depositing more or less coins or making
excessive transactions to quickly exhaust payment channels.
Fortunately, it is easy to detect such attacks and therefore to
eliminate associated malicious nodes, because these activities
are recorded by the blockchain or the payment network.

Efficiency goal. PnP is designed for the payment network
without centralized control or trusted third-parties. In such a
distributed environment, nodes need to exchange messages to
conduct balance planning in a safe way. Therefore, PnP should
incur less message exchanges and impose low computational
burden on nodes.

PnP aims to achieve the above three goals simultaneously
with a series of new designs, which will be presented in the
next section.

IV. SYSTEM DESIGN

In this section, we study the balance planning for payment
networks with unidirectional or bidirectional channels. We first
give an overview about system design, and then elaborate on
key techniques of decision committee selection and balance
planning algorithms for both kinds of channels.

A. Overview

The balance planning is conducted in epochs. At the begin-
ning of each epoch, nodes estimate their expected payments
to corresponding payees. The length of each epoch depends
on the tradeoff between the estimation accuracy of payment
demands and the overhead of blockchain accesses. Longer
epochs can reduce the frequency of blockchain accesses, but
need more coins locked into channels as more transactions
need to be handled. Moreover, the error of payment estimation
becomes bigger, which makes the design of the balance
planning algorithm harder. On the other hand, with shorter
epochs, it would be easy to estimate payment demands with
small errors, but payment channels with less deposits could be
quickly exhausted, leading to frequent blockchain operations.

The payment network is essentially a distributed system
with malicious nodes. It would be unsafe to rely on a cen-
tralized control or a trusted third-party to run the balance
planning algorithm, because they could be compromised by
malicious nodes. At the beginning of each epoch, PnP uses
the cryptographic sortition to randomly select a set of nodes,
which is called the decision committee, responsible for running
the balance planning algorithm. The cryptographic sortition
can work in a distributed environment and require no inter-
action among nodes. As the first line shown in Procedure
1, the function Sortition(·) takes the private key as well as



Procedure 1 Procedure of each node i ∈ N in epoch r

1: (hashi, πi, si) = Sortition(ski, r, seedr);
2: if si = True then
3: Send the message ⟨hashi, πi, si⟩ to all nodes in N/{i};
4: Nc ← i;
5: end if
6: Listen and receive sortition messages from other nodes;
7: for each received message ⟨hashj , πj , sj⟩ do
8: if VerifySortition(pkj , hashj , πj , r, seedr) = True

then
9: Nc ← j;

10: end if
11: end for
12: Send message ⟨Bi, {di0, di1, di2, ...}, N(i)⟩ to all nodes

in Nc;
13: if si = True then
14: Listen and receive messages of payment demands;
15: Solve the balance planning problem of uniBP linear or

biBP linear;
16: Run the PBFT [16] protocol to achieve agreement on

solving results;
17: Send balance planning results to nodes in N/{i};
18: else
19: Listen and receive balance planning results;
20: end if

other information, whose details will be given later, as input
and returns a Boolean value si that indicates whether node
i is selected as a decision committee member. Meanwhile, it
also returns a hash value hashi and a proof πi, which can be
used to verify the correctness of sortition results. Although a
similar sortition method has been proposed by [15], it targets
on voting for block proposal and cannot be directly applied in
our scenario.

The nodes who are selected as decision committee members
disseminate their sortition results using the gossip protocol.
Meanwhile, every node listens to communication channels
and receives sortition results. For each received sortition
message, node i verifies its correctness using the function
VerifySortition(·) and maintains a decision committee by
including any node j with sj = True, as shown in lines
7-11. Once the decision committee is setup, all nodes send
their budgets, payment demands and neighbor information
to the committee. The members of the decision committee
solve the balance planning problem independently. It should
be noted that malicious nodes may be selected into the decision
committee, and they can arbitrarily manipulate balance g
results. Therefore, PnP runs the PBFT [16] protocol among
decision committee members, so that they can achieve an
agreement on the correct planning results. After that, the
planning results are sent to the corresponding nodes in the
network.

Procedure 2 Sortition(ski, r, seedr)
1: ⟨hashi, πi⟩ = VRFski

(r, seedr);
2: δi =

wiw∑
j∈N w2

j
;

3: if hashi

2hashlen ≤ δi then
4: return ⟨True, hashi, πi⟩;
5: else
6: return ⟨False, hashi, πi⟩;
7: end if

Procedure 3 VerifySortition(pki, hashi, πi, r, , seedr)

1: if VerifyVRFpki
(hashi, πi, r, seedr) = True then

2: δi =
wiw∑
j∈N w2

j
;

3: if hashi

2hashlen ≤ δi then return True;
4: else return False; end if
5: else return False; end if

B. Selection of Decision Committee

The selection of decision committee is critical for balance
planning. A good design should be able to defend against Sybil
attacks by minimizing the probability of selecting malicious
nodes as committee members. In addition, it should require
no centralized control and has low complexity with minimum
message exchanges among nodes.

To achieve the above design goals, we propose the cryp-
tographic sortition to select a subset of nodes as the decision
committee according to their payment contributions in history.
Specifically, we let W denote the total amount of channel
deposits of all nodes during the last τ rounds, and the portion
contributed by node i is wi, which is also called the sortition
weight. We aim to select a decision committee whose total
weight is about w and w ≤ W . The cryptographic sortition
can guarantee that the probability of choosing node i into the
decision committee is proportional to wi, so that malicious
nodes with limited budgets have low probability of being
selected into the decision committee. The information of
sortition weights {wi|i ∈ N} can be obtained from the
blockchain. When nodes open or close payment channels, their
channel balances are included in channel contracts stored by
the blockchain, which can be seen by all nodes.

The pseudo codes of sortition function are shown in Proce-
dure 2. A verifiable random function VRFski(r, seedr) [17] is
invoked first, where r is the epoch ID and seedr is a random
seed associated with r. The seedr is generated by the decision
committee in the epoch r − 1 using the similar techniques in
[4], [5]. The VRF function returns a hash value hashi and a
proof πi, which uniquely depend on the private key ski, r and
seedr. The hash value hashi contains hashlen bits. Then,
we check whether hash

2hashlen is no greater than the threshold
δi, which indicates the probability of selecting node i into
to the decision committee. The value of δi can be calculated
according to {wi|i ∈ N} readily available on the blockchain as
follows. As an admission control, we constrain the total weight
of decision committee members as w ≤ W . Therefore, we



have
∑

i∈N δiwi = w. Meanwhile, the value of δi should be
proportional to wi, i.e., δi

δj
= wi

wj
. Based on above constraints,

each node can easily calculate the values of δi = wiw∑
j∈N w2

j

independently, without message exchanges.
As shown in Procedure 3, to verify sortition results, we

use VerifyVRFpki
(·) [17] to check the correctness of hashi

according to public key pki, πi, r and seedr. If hashi is
correct, we continue to check wether hashi

2hashlen is no greater
than δi that can be calculated according to {wi|i ∈ N}.
The function returns True if passing both condition checks.
Otherwise, False is returned.

C. Balance planning for unidirectional channels

To achieve the economy goal of network planning, we
need to design an algorithm to minimize the amount of coins
deposited into payment channels. We use bij to denote the
initial balance of the unidirectional channel (i, j) ∈ E, and
fp
uv(i, j) to denote the payment from node u to v over the

channel (i, j) along the path p ∈ Puv . The balance planning
problem can be formulated as follows.

uniBP chance: min
∑

(i,j)∈E

bij∑
j∈N(i)

bij ≤ Bi,∀i ∈ N ; (1)

(1− ϕj)f
p
uv(i, j) = fp

uv(j, k),∀(i, j) ∈ p, (j, k) ∈ p,

p ∈ Puv, (u, v) ∈ D; (2)∑
(u,v)∈D

∑
p∈Puv

f l
uv(i, j) ≤ bij ,∀(i, j) ∈ E. (3)

Pr
{ ∑

p∈Puv

∑
(u,j)∈p

fp
uv(u, j) ≥ duv

}
≥ 1− ϵ,

∀(u, v) ∈ D. (4)

Each node i ∈ N has a limited budget Bi for channel
construction, which is constrained by (1). Due to the forward-
ing fees charged by each intermediate node i along a path
p ∈ Puv , the payment of its previous-hop channel (i, j) should
be more than the next-hop channel (j, k), which is represented
by constraint (2). The constraint (3) indicates that the total
payments over each channel (i, j) ∈ E cannot exceed its initial
balance bij . Finally, the total payment over all possible paths
should be no less than the demand duv , which can be expressed
by ∑

p∈Puv

∑
(u,j)∈p

fp
uv(u, j) ≥ duv,∀(u, v) ∈ D. (5)

However, it is hard to accurately estimate the payment demand
duv between each pair of nodes in practice. To circumvent this
difficulty, we model the payment demand duv as a random
variable, and express the constraint in a chance-constrained
form (4), which allows a small outage probability ϵ.

The main difficulty in solving the problem uniBP chance
is to address the chance constraint (4). In the following,
we apply the Bernstein approximation [18] to transfer (4)

into a linear constraint, while guaranteeing the feasibility
of corresponding solutions. Suppose that the distribution of
duv is bounded within [dmin

uv , dmax
uv ], which can be obtained

by analyzing the transaction records in history. By defining
αuv = 1

2 (d
max
uv − dmin

uv ) and βuv = 1
2 (d

max
uv + dmin

uv ), duv can
be normalized within [−1, 1] as follows:

ξuv =
duv − βuv

αuv
∈ [−1, 1]. (6)

The chance constraint (4) can be equivalently written as

Pr
{
βuv −

∑
p∈Puv

∑
(u,j)∈p

fp
uv(u, j) + αuvξuv ≤ 0

}
≥

1− ϵ,∀(u, v) ∈ D. (7)

According to Bernstein approximation [18], the above con-
straint can be approximated by:

inf
ρ>0

[
βuv −

∑
p∈Puv

∑
(u,j)∈p

fp
uv(u, j) + ρ log

1

ϵ

+ρΩ(ρ−1αuv)
]
≤ 0,∀(u, v) ∈ D, (8)

where Ω(ρ−1αuv) can be expressed as

Ω(ρ−1αuv) = logE[exp(ρ−1αuvξuv)]. (9)

Theorem 1: For a given ϵ, suppose that there exists a solution
such that (8) holds. Then, this solution satisfies (4).

The proof can be completed by following [18]. We omit
details due to space limit. Moreover, another useful conclusion
offered by [18] is that the upper bound of Ω(w) is given by

Ω(w) ≤ max{µ−w, µ+w}+ σ2w2

2
, (10)

where −1 ≤ µ− ≤ µ+ ≤ 1 and σ ≥ 0 are constants that
depend on the given probability distribution.

By applying (10), the constraint (8) can be approximated
by

inf
ρ>0

[
βuv −

∑
p∈Puv

∑
(u,j)∈p

fp
uv(u, j) + ρ log

1

ϵ
+ µ+αuv

+
(σαuv)

2

2ρ

]
≤ 0,∀(u, v) ∈ D. (11)

The inf(·) in above constraint can be removed by substi-
tuting ρ = σαuv√

2 log ϵ−1
, so that (11) can be equivalently written

as

βuv −
∑

p∈Puv

∑
(u,j)∈p

fp
uv(u, j) + µ+αuv

+
√

2 log ϵ−1σαuv ≤ 0,∀(u, v) ∈ D. (12)

Finally, we obtain a linear programming formulation as
follows.

uniBP linear: min
∑

(i,j)∈E

bij

(1)− (3), and (12).
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Fig. 3. Examples of payments over bidirectional channels.

Since BP linear contains real variables and linear constraints,
it can be efficiently solved by well-developed algorithms, e.g.,
simplex algorithms or interior-point algorithms [19].

D. Balance Planning for Bidirectional Channels

Bidirectional payment channels have stronger payment ca-
pability by allowing two-way payments. Since a node can
make payments more than its initial deposit, the constraint
(4) cannot be applied for bidirectional channels. We use an
example in Fig. 3 to motivate the formulation of bidirectional
channels. We first assume that Alice and Bob have payment
demands of 2 coins to each other, i.e., dAB = 2 and dBA = 2.
It is unnecessary to let them deposit 2 coins as initial balances.
As shown in Fig. 3(a), their payment demands can be satisfied
with initial balances of αA = 1 and αB = 1. If the payment
demand from Alice to Bob grows to 4 coins, Alice needs to
deposit 2 coins, as shown in Fig. 3(b). By carefully examining
the payment process in the above examples, we find that the
Alice’s initial balance αA should be no less than the amount
of incoming payments minus that of outgoing payments. Bob
has no such a constraint because it makes less payment to
Alice. The above facts can be expressed by:

max
{
0,

∑
(u,v)∈D

∑
p∈Puv

fp
uv(i, j)−∑

(u,v)∈D

∑
p∈Puv

fp
uv(j, i)

}
≤ bij ,∀(i, j) ∈ E. (13)

According to (13), Bob’s initial balance can be 0 in the
example shown in Fig. 3(b). However, this setting would stuck
all Bob’s payments until he receives some coins from Alice. In
our model, we impose no requirement on the payment delay
and it is fine to finish all payments before the end of the epoch.
However, we still let each node deposits some coins bmin

ij as
initial channel balance to reduce payment delay in practice.
The value of bmin

ij can be estimated according to the payment
history and the requirement of payment delay, but it cannot
provide strong delay guarantee in theory. The balance planning
problem for payment networks with bidirectional channels can
be described by:

biBP chance: min
∑

(i,j)∈E

bij∑
(u,v)∈D

∑
p∈Puv

fp
uv(i, j)−

∑
(u,v)∈D

∑
p∈Puv

fp
uv(j, i) ≤ bij ,

∀(i, j) ∈ E; (14)
bij ≥ bmin

ij ,∀(i, j) ∈ E; (15)
(1), (2), and (4).

The above problem can be transferred as a linear version
biBP linear using the similar techniques developed in Section
IV-C.

E. Complexity Analysis

We first study the number of message exchanges incurred
by PnP. The number of nodes in the network is denoted by
n = |N |, and m nodes are expected to be chosen as the de-
cision committee. Since sortition process needs no interaction
among nodes, only the dissemination of sortition results incurs
O(mn) messages. In addition, O(mn) messages are needed
for reporting payment demands by nodes. The PBFT protocol
incurs O(m2) message exchanges among decision committee
members. Finally, counting O(mn) messages for disseminat-
ing planning results, the communication complexity of PnP
is O(mn + m2). Fast polynomial-time algorithms exist for
verifiable random functions and linear programming problems
uniBP linear and biBP linear. Considering blockchain nodes
are usually equipped with strong computational capability, PnP
imposes minor computational overhead on them.

V. PERFORMANCE EVALUATION

A. Experiment settings

We implement PnP as a pluggable service that can interact
with the Lightning Network Daemon (lnd) [13], a complete
implementation of a Lightning Network node, over RPC
interfaces. PnP contains two main modules, i.e., the sortition
and the planning solver. In the sortition module, we use
Curve 25529 to implement signatures and VRFs. The hash
values are generated according to SHA-256. We create a
testbed of 30 nodes to evaluate the performance of PnP.
The potential payment channels among nodes are randomly
generated according to the Watts-Strogatz small-world model
[20], which has been widely adopted to describe real-world
connections. In our settings, each node holds a random budget
among [1000, 1500] coins and can create channels to at most
6 neighbors. Forwarding fees are charged proportional to the
amount of forwarded payments, and the ratios are randomly
distributed within [0.01, 0.1]. We also set w = W/3, i.e., the
sortition weights held by decision committee is about one third
of total weights of all nodes. The payment outage probability
is set to 0.05. All experiments run 50 epochs. Since PnP is
the first work for balance planning, we compare it with several
variants using different design choices as follows.

PNP greedy: For each demand, we first choose the shortest
path with the minimum forwarding fee from the candidate path
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set and open channels along this path. If the residual budget of
this path is insufficient to satisfy this demand, we then choose
the next shortest path, until all candidate paths are used.

PNP exp: The decision committee solves balance planning
problems based on the expectation of payment demands, by
replacing the constraint (4) with (5).

PNP rebalance: We combine the rebalancing idea of RE-
VIVE [12] with PnP by letting nodes periodically rebalance
their channels. Due to the overhead of rebalancing, we con-
strain rebalancing operations within 3 times in each epoch.

B. Experiment results

1) Sortition results: We first evaluate the sortition function
by checking the probability of being decision committee
members. As illustrated in Fig. 4, black bars indicate nodes’
sortition weights averaged over 50 epochs and the others
represent the times of being decision committee members.
The results show that the chances of being chosen roughly
coincide with the proportion of sortition weights. The nodes
contributing more channel deposits have more opportunities
to be decision committee members. Since malicious nodes
hold limited budgets, they have lower probabilities of joining
the committee and therefore manipulating planning results. In
Fig. 5, we show the value of w and the total weights hold
by the decision committee in each epoch. Although a slight
deviation exists, the average error is only 17%. We randomly
mark several nodes as malicious ones, and they always account
for less than one-third of the decision committee population, as
shown in Fig. 6, so that the PBFT protocol can well guarantee
the correctness of planning results.

2) Balance planning results: We show the number of
satisfied payment demands under different demand estimate
errors in Fig. 7. The estimation error has little effect, less than
3%, on PnP, but PnP exp strongly depends on the estimation
accuracy. The number of satisfied demands under PnP exp
increases from 27.8 to 36.6 when the average error reduces
from 30 to 10.

The number of satisfied demands under different schemes
is shown in Fig. 8. The results are averaged over 50 epochs
and each epoch has 50 demands whose estimation error is
about 20. PnP completes about 95% of payment demands,
which is coincident with the outage setting, while PnP greedy
performs worst, with less than 30 demands satisfied. We set
the minimum amount of coins included in transactions to
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0.2. If the channel balance is less than 0.2, we say this
channel is exhausted. Fig. 9 show the number of exhausted
channels. We observe that PnP creates about 82 channels
on average, but exhausts only about 4 channels. Due to re-
balancing, PnP rebalance has about 13.3 channels exhausted,
outperforming PnP greedy and PnP exp.

We then study the influence of payment demands on initial
channel deposits and completed payments. As shown in Fig.
10(a), the amount of budgets deposited into channels increases
as the number of demands grows from 20 to 60. Note that PnP
and PnP rebalance use the same amount of budgets because
PnP rebalance also uses the results of chance-constrained
optimization, but periodically rebalancing channels. Although
PnP and PnP rebalance consume more budgets, they have
stronger payment capability in practice. The evidences can
be found in Fig. 10(b) that shows the amount of completed
payments under different number of demands.

We then randomly remove some nodes from the network
and show the influence of network size in Fig. 11. As the
growth of network size, the total budgets deposited into the
network increase. That is because the paths between two ran-
dom nodes become longer in larger networks. All nodes along
a path need to deposit their channels to forward payment,
leading to the growth of channel deposits. On the other hand,
there is slight decreasing of successful payments as the growth
of network size because the probability of channel exhaustion
increases in longer paths. Although PnP uses more budgets,
it enables more successful payments thanks to the chance-
constrained optimization.

Finally, we study the performance of PnP with unidirec-
tional channels and bidirectional channels. As shown in Fig.
12, PnP with bidirectional channels needs less budget, but
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with strong payment capability. Moreover, the gap becomes
larger when more payment demands are generated. That is
reasonable because bidirectional channels show advantages in
handling payments with reverse direction, which exist with
higher probability under more payment demands.

VI. RELATED WORK

1) Blockchain: Bitcoin [1] is the first successful cryptocur-
rency based on blockchain, which is a distributed transaction
ledger maintained by a number of participants connected over
a peer-to-peer network. To keep a consistent view of the ledger,
participants run a protocol called Nakasato consensus based
on a proof-of-work (PoW) process. Inspired by the success
of Bitcoin, various cryptocurrencies with different features
have been invented [21]–[23]. For example, Ethereum [24]
has extended blockchain to support smart contracts, and Zcash
[25] protects user privacy by enabling confidential transactions
using zero-knowledge proof. However, almost all popular
blockchain-based cryptocurrencies face a common challenge
of poor scalability, which stems from the consensus protocol
that involves all blockchain nodes. A straightforward idea is
to improve the performance of consensus protocols, which
has been paid a great attention by both academia and indus-
try. Algorand [15] uses an enhanced Byzantine Agreement
protocol to reach consensus among users. OmniLedger [4]
divides blockchain nodes into several shards and optimizes
performance via parallel intra-shard transaction processing.
RapidChain [5] is also a sharding-based consensus protocol
that achieves complete sharding of communication, computa-
tion and storage.
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Fig. 12. Comparison of unidirectional and bidirectional channels

2) Payment channels and payment networks: The most
famous payment network is the Lightning Network [7] that has
been designed for Bitcoin. The bidirectional payment channels
have been studied by [26]. Raiden Network [8] has been
proposed as an off-blockchain scaling solution for Ethereum
blockchain. Sprites [9] has enhanced the performance of
payment channel by reducing the worst-case cost that each
hop along the route may incur. Flare [27] has been designed as
a hybrid routing algorithm for payment routing in Lightning
Network. Yu et al. [28] have proposed a distributed routing
mechanism called CoinExpress. The concept of general state
channel has been proposed by [29] to allow the execution
of arbitrary complex smart contracts on payment networks.
Dziembowski et al. [10] have proposed the virtual payment
channels that apply the channel technique recursively, so that
two nodes without direct channel connection can still enjoy the
benefits of payment channels, without building new channels.
Molavolta et al. [11] have shown the privacy challenge of
existing Lightning Network and have proposed a protocol
called Fulgor to enhance the privacy guarantee. Moreover, they
have addressed the concurrency issue of payment networks.
REVIVE [12] allows a set of nodes in the payment network
to securely rebalance their channels, but requiring a trusted
third-party to run the rebalancing algorithm.

VII. CONCLUSION

This paper presents PnP, a balance planning service for pay-
ment networks. Given inaccurate estimated payment demands,
PnP can minimize the total funds deposited into payment
channels while guaranteeing small outage probability. Mean-
while, PnP requires no trusted third-party and can resist attacks
by designing an efficient cryptographic sortition algorithm to
select a decision committee responsible for running balance
planning algorithms. We implement PnP on Lighting Network
Daemon and experimental results on a testbed of 30 nodes
show that PnP outperforms other designs.
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