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O 1: Part of the Mandelbrot Set, which has low Kolmogorov complexity; 00O 0000000
OO0O000O00DOO0oobOOooDoOoooooooon



010 1: Imtroduction; U0 U0

ooooo oooo

1.1 Sets and Probability; 00 0O O O [

1.1.1 Membership

ooooooo

1.1.1.1 Empty Set; O 00O

e ¢ (Greek letter phi [fi], perhaps since it looks like a slashed zero); 00 DO O00000O0O0O
OO00C00OO0000ooooooOe0oooong

o {}

Example:

Black = {}

1.1.1.2 Singleton: Set with only one element; 00 0: JO00OOOOO

Example: {living Japanese emperors} 0. {00000000}

Example:
Red = {red}

1.1.1.3 Venn Diagrams; [J [ [0

1.1.2 Structure

ooooo

1.1.2.1 Sets; 00O

Set: order irrelevant, duplicates removed. Ex- O000O0000O0O0OOOOOOOOOOOOO
ample: colors for additive source (like computer 0000000000000 O00O0O0OO0OOOO
monitor): ooood

Yellow = {red,green}
Cyan = {green, blue}
Magenta = {red,blue}
White = {red, green, blue}
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0 1.1: Communication Model: source—sink (receiver); 00000000000 00000 —0O

O 0O. Source encoding minimizes representation (compression), and channel encoding increases
robustness (enabling error detection/correction). 00 0000000000000 OO0O (OO)O
O00000000oooooo (CoooUo/oopoooogo)o
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0 1.2: History and Organization of Information Theory; OO OO OOOOOO



O 1.3: Venn Diagram: Probability Space; 00 O00O. AUB=(A—-B)+ (ANB)+(B—-A).

White; B

primaries

0 1.4: Venn Diagram: Colors— {red, green, blue}, Cyan, Magenta, Yellow, White; 0 0 0O : 0 —

oooo oooo ooa

ooa
{0,0,0}0000 0O 0000 O



blue € White

blue € Cyan
blue ¢ Yellow

Yellow ¢ Cyan (since Red ¢ Cyan, since red ¢ Cyan)

ooo oo

1.1.2.2 Elements; 0 U [

ooo
1.1.2.3 Subsets; 0O00O0O: ADB=BCA

Yellow C White

White O Yellow

ooooog

1.1.2.4 Proper Subsets; DO O0O0O: BC A

B is a proper subset A iff (ifand only if) BC A, AO BCAOB#A0B#¢00000000

B # A, and B # ¢.

Yellow
Yellow
Yellow
Yellow
White
White
White
White

1.1.2.5 Infinite Sets; 00 00O

Sets may be finite or infinite. Examples of
infinite sets include the prime numbers P =
{2,3,5,7,...}; natural or counting numbers,
also known as the positive integers, N =
{0,1,2,...}; integers Z = {...,—1,0,1,...};
rationals Q = {§,a,b € Z}; reals R; and com-

plex numbers C = {a + bi}. These can be ar-

ranged into a containment hierarchy:

prime; 00

B

natural; 000 integer; OO

bt

NN YN N IN

N

Oo0ooboooBOOoOobOoOobOoOoo

White
White
White

o
White

White
White
White

gbodoooooooooooooooon
00000 P = {2,3,5,7,...}; 000 N =
0,1,2,...5;, 00 2=1{...,-1,0,1,...}; 0O
00 Q={%abec Z}; 00 R; 000C =
{e+k} 0000000000 OOOOCCOOO
guououoodoooo

rational; 000

Q

real; 00

R

complex; 000

C

(1.1)



Equation Solution Class of Numbers

2 =14 r =2 natural numbers (unsigned)
20 +4=0 r=-2 integers (signed)

dor =2 x = % rationals

x? =2 r =42 reals

> +2=0 T =421 imaginary

22 —4r+6=0 z=2++2i complex

O 1.1: Classes of Algebraic Solutions

1.1.3 Operations

ooo

O
1.1.3.1 Set Subtraction; 00 0: A — B (non-commutative; 0000 0)

Subtrahend only removed if present in original O0OO0O00O000O00O0OO0OO0O0OOOOOO0O

set; there is no negative-valued membership. O000000o0oboooogo
A—-—B = {xmh "reAdand x ¢ B} (1.2a)
= ANB (1.2b)
# B-—A (1.2¢)

Cyan — Yellow = {blue,green} — {red, green}
= {blue}
# Yellow — Cyan

Yellow — Cyan = {red}

AUB=(A—B)U(ANB)U(B - A) (1.3)

as shown in Figure 1.3. 0 1.30

O J—
1.1.3.2 Set Complement; OO0 0: A=Q-A

A = {zjlx g A} (1.4)
Red = {red}
= Q— {red}

= {red, green, blue} — {red}
= {green, blue} = Cyan



] “cup”
1.1.3.3 Set Union; 00 0: A U B (commutative;

Like addition, but without duplicates.

ooo

00)

goobooodgooo

AUB = {z|lr€ Aorzxc B} 1.5a)
= BUA (1.5Db)
Yellow U Cyan = {red, green} U {green, blue}
= {red, green,blue}  (not “{red, green, green, blue}”)
White
= Cyan U Yellow
1.1.3.4 Set Intersection; DDDD 0: AT'B (commutative; 0 0)
ANB = {z|lr€ Aand z € B} 1.6a)
= BNA (1.6b)
Yellow N Cyan = {red, green} N {green, blue}
= {green}
= Cyan N Yellow
1.1.3.5 DeMorgan’s Laws; D0 OO0 O O0OO
See Figure 1.5. 015
Set notation: ooooooogo:
AUB = ANB 1.7a)
ANB = AUB (1.7b)
Logic notation: ooooooooooo:
ANOR B = NOT A AND NOT B 1.8a)
ANAND B = NOT A OR NOT B (1.8b)
Java boolean notation: JawvalOOOOOOOOODOOO:
A|B) == A& !B (1.9a)
(A& B) == A|!B (1.9b)

C and Mathematica logical expression notation

(as ‘& and ‘|* are bitwise operators):

(Al B)
I(A && B)

CO0O0O Mathematica OO OO QOQOQOOOOO

00000 @&OO0|D00000ODO0OO O

oooooo):
== 1A && !B
== lA||'B

(1.10a)
(1.10b)



O 1.5: DeMorgan’s Law: the intersection of the two circular regions is the complement of the
union of the complementary areas (vertically and horizontally striped regions); 00 O0000O0O
0000000000000 0000000000000000000 (00000000000
0)—-AB=ANB=AUB

ooa 0

1.1.4 Cardinality; O 0O

The cardinality of a set is the number of ele- O0O0OO0OO0O0OOO0OOODOOOOOOOO
ments in it. gooooo

Note that for infinite sets, intuition about OOOOOOO0O0OOOOOOOODOOOO0O
cardinality is unreliable. For instance (from 0000000000000 (1.1)00

equ. (1.1)),
Pl <IN <IZ] < QI <RI <C] (1.11)

but the number of rational numbers can beput OO0O0O000O00O0O0O0OO0O0OOOOOOOO
into one-to-one correspondence with (has the OO0 EDEDE gobooobooboabdbdod
same cardinality as) the integers, using diag- 0000000 (O 1.2):

onalization (as illustrated by Table 1.2)!

|1Z] = |Q]|. (1.12)

1.1.4.1 Power Set (Set of Subsets); 0000 (J0DO0O0O0OO0)000O0OOOOO

The cardinality of a power set equals OOOO0OOO0OOO0OOODOOOOOOOOOO
o(number of elements in original set) 00000000

24] = 3(2%) = 284 (1.13)

0 oo

Here, “4(A)” means the cardinality, the number 00O #(A): A DO 00O

of elements in the set.



[l Ll B

0 1.2: Diagonal ennumeration of rational numbers; OO0 O OO O0O0O0O0OOO

A = Hay,ag,...,a,}

2% = {BIBC A} (1.14a)
4|
= [{0,1} x {0,1} x {0,1} x ...]| (1.14b)
— {0,131 (1.14c)
Example: three-bit color oo 3-000d
n=3
oWhite _ ofred, green, blue}
2n=23=8

= {{}, {red}, {green}, {blue}, {red, green}, {red, blue}, {green, blue}, {red, green, blue} }
= {¢,{red}, {green}, {blue}, {red, green}, {red, blue}, {green, blue}, {red, green, blue}}

14| Al

24 =>" ('A‘) Z 4Co (1.15)

n=0

jgWhite| _ { I | VMR Gty | Wiksbh oy g

ooa oooo

1.2 Trlals,DDDDDDDDD

A trial is an experiment with an outcome. goobooooooo

Example: throw a die O.:0000o0o00
Example: check today’s weather Oo0ooOoooooooo



oooo ooo

1.2.1 Stochastic Process; 0000

A stochastic process is one that yieldsarandom O000000000O0OOCOOOCOOOOOOO
output. ogoooon

Example: count of thrown die O.00000000000000

oooo

1.2.2 Event; 00

An event is a classification of a trial outcome. O00o00o0ooooooooooouoooog
gooogo

gooo ooooo

Example: a face of a die {1,2,3,4,5,6}. (The OOOO0O0O0OO0OO OO0 OO ={1,2,3,4,5,6}0
location and orientation of the die are irrele- (000000000000 O0OOOO0OOO0O
vant; only the value of the top face matters.) O00oooo)

All these rolls have the same value, and areclas- 000000000 0O0OOCOOOOOOOOO
sified as the same event: Oo0o0oooooooooooon

@@@

fair rainy snowy oo o

(u]
Example: weather is one of {ff, W, o) ooooo X% %)00000000

oooo oooo

1.3 Probability and Probability Space; U0 0 0O 0O O[O

goooo

1.3.1 Intervals; [ [

Intervals may be continuous or discrete, and O0O0O0O0O00000O0OO0OOO0OOOO0OO
open or closed on either end. Oo0ooOoooon

Example: azimuth (real, continuous) O:000 ( ,00)

[0,360°) or [0,27 radians)

ooo0o; 00000 ooooo

Example: population (integer, discrete) 000 ( OO0 000)
[0,00)

Example: throw of die (integer, discrete) 00000000 (00ooon)
[1,6]

10



Letter H Uppercase | Conventional Interpretation H Lowercase ‘ Conventional Interpretation ‘H

alpha A !

beta B 15}

gamma r 7y

delta A )

epsilon E €, € small threshold
zeta Z ¢

eta H n

theta © 6 () azimuth

iota I L

kappa K K

lambda A A (wavelength,) eigenvalue
mu M W micro-

nu N v

xi = 19

pi I1 product 7 (w) circumference:diameter
rho p p (0) (density, range)
sigma X sum o (<) standard deviation
tau T T period

upsilon T v

phi o (Physics) o, ¢ (phase, elevation)
chi X X

psi Y (Psychology) 0 (roll)

omega Q (ohms,) universal set w (angular velocity,) event

O 1.3: Greek Letters; 000000

1.3.2 Probability Space; [0 O [ [

O,PO O (QP)

ooo

0)

Omega gooo O

O
(2: universal set (set of all possible states of system); 00 OO ( 00

P: function mapping power set to real numbers in the interval [0,1]; 000000000000
OO0oO0oDOoooooood

2% — [0, 1]
Universal and existential quantifiers: Oo0oooooooo:
vV “for all” (upside-down ‘A’) vV “orall” 0O0DODOOODOODOOOOOO
3 “there exists” (backwards ‘E’) 3 “there exists” 000000 (DOOOOOO

0oo)

For all states A, these 3 properties are satisfied: VA € 2° 000000 P(A) €[0,1]0000
goboooboogogd:

11



O 1.6: Conditional Probability; O 00O OO

~ Probability Space; O O O O ~
P1 P(¢) = 0; Experiment = something happens
P2 P(Q) = 1; P(something happening) is unity

P3 VA = {wl,wg,...,wM} C Q,

M

P(4) =Y P(w).

n=1

where P(w,) = P({w,
L (wn) = P({wn}) )

Supplement: above expresses that anevent can 00000000000 (0DO0O0O0O0)000OO
be composed of (partitionable into) discrete 0000000000000 0O0OOOCOO
sub-events.

Example: even and odd rolls of a die: O:0000o0o0o0oono:
{0, &, &} vs. {3, &, &}

For all M states composed of exclusive sub- VA =UA, (000 A,NA, =¢ (n#m))
states A, 00

For example, the chance of an odd roll is p((J) + p(&d) + p(&).

oooo oooo ooo

1.4 Random Variables: Distribution; O OO0 : OO

1.4.1 Random Variables; [0 [ [ [

A function defined on universal set €2 QO0000Oooogoo

12



Example: sum of two dice O.:2000000000

X : X ((m,n) m+n
Q = {(m,n)lm,n € [1,6]}

N~—
|

gooo ooo

1.4.2 Probability Distribution; U [0 [ [

If certainty is 100%, then probability = "1 . 00000000000D00000000000
pn€00,1]:0<p, <1 Vn

pn = P(X =uw,) (1.16)

oo =1 (1.17)

1.4.2.1 Example: coin; 0: 000

front (“heads”) 1 o 1

back (“tails”) | O

Example: fair coin

Y
VRS
SN——
I
Y
Nol= —
= $—
SN——

(#)-(3 )

Note that the distribution, shown in Figure 1.7, 000000 (O 1.7) 0010000
has unity area.

o= )
o= (=)
o= [
o= (=)
o= (@)

These two distributions happen to be uniform OO0O0O0O0O0OO0O0OOOOOOOOOOOO
(flat, equiprobable), but such uniformity does 0000000000000
not hold in general.

13



1 2 3 4 5 6

O 1.7: Distribution of throw of a single die; 0 000000000 OOO

+0 3 @ 68 &
G2 3 4 5 6 7

[
O3 4 56 7 8

[
@4 5 6 78 9

[
B 6 7 8 9 10

[
6 7 8 9 1011

[
B7 8 9 1011 12

0 1.4: Sum of throw of two dice; OO0 OO OODOOOOONO

oooooooo oooo oo

1.4.2.3 Example of random variable: sum of two dice throws; O O
Xi((m,n)) = m
Xz ((m;n)) = n
X3((m,n)) = m+n

o= Ot
[N |

gl o

w 2 3 4 10 11 12
pl] -\ 1L L 1 101 1
36 18 12 12 18 36

As seen in Table 1.4 and Figure 1.8, the distri- 0 1400 180 0000000000O0OCOO
bution is no longer equiprobable (flat), but the O0OO0000000O0COO0O0OOOOOOOOO
area under the curve is still unity. Snake eyes 0O 0000000 (GG) 060000 (6%
(GIJ) and boxcars (E38) have less liklihood than 0000000000 (8, &, &6, ...)00
“lucky seven”s (G, (%), (JEI, ...). Thedistri- 00000000000 O0OOOOOOOOOO
bution of the sum of random variables is the OOUOOO0O0OO0OD0OO0ODOOO0ODOOODOOO
convolution of their respective distributions.

&lew 00
©l= O

14
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O 1.8: Distribution of sum of two dice; DO OO0 OO0OOOOOODOONO

oooo oooo

1.5 Mean (Average) & Variance; 00000

Given probability space P on © (real number) 0000 (Q,P)000000QO0O0 (EDEDE )
and random variable X ooood X
oooo . oooo Ooooo oooo
1.5.1 Mean; 00, Expectation; [0 J [, Expected value; X 0 [0
Note: ‘2" means “is defined as.” 0:2 0000000000
EX] 2 ) X(w)Pw) (1.18a)
weN
= anpn Tn = X(wWn), pn= P(wn) (1.18b)
Expectation is a linear function: goob10d0d:
E[X+Y] = E[X]+ E[Y] (1.19a)
E[cX] = cE[X] (1.19Db)
ElaX +b = aF[X]+0b (1.19¢)

Expectation of the roll of a die = FE[X]

1 1 1 1 1 1
S s PR . IR v I . I - DN D

6+ 6+ 6+ 6+ 6+ 6
21

6
Note: Just because the “expected” value of a O: 000000000 3.50000 3% gdd
throw of a die is 3.5 doesn’t mean we wouldnt O0000O0O0O00OO0OO0OOOOOOOOOO
be surprised to see, as in Figure 1.9, a die with 00000000000 1.9010
3% dots!

15



0 1.9: Expectation of a single die throw!; 0000000000000 OOOOO

O 1.10: Probability density function of normal (Gaussian) distribution: Two distributions with
unequal variances. The area under both curves is the same. 00 (000)0000000000O
00000000 2000000000000000000000 ("1 = 100%.) A normal or
Gaussian distribution has the form e~ (%)%,

gooo

1.5.2 Variance; 00

Variance is the expected value of spread or DO OOOOOOOOOOOOODOOOOOO
“smear,” variation from expected value. It can O 00000000000 OCOOOOODOOO0O

be thought of as Oo0o0o0oooooon
e the “randomness of a random variable,” e JOOOOOODDODO
e “the ‘error’ of a signal,” or e JOOOODOODOO
e “the energy in the noise.” e JOOOUOODDDOO
VIX] 2 E[(X ~ B[X]) (1.20)

Variance is the dispersion, the mean square OOUOOO0O0O0O0OD0OO0OOO0ODOOODOOO
about the mean value.

For a variable that has constant value (¢), the ¢O0O0000000OO00O0O0O

variance vanishes:

Vle] = El(c— E[d)*]



Example: number of heads in one coin flip:

U:10000000b0004d

Q
T | >
p(x) : : (1 =100%)
x = 4(1) 1 0 1
zp() 3 0 E[X]=3
(e —B)’ple) |0 -5)5=¢  (0-9 =3 |VIX]=0*=]
Example: number of heads in two coin flips: O:200000000000
Q
D D 6D D >
o) i i i i )
x =1(1) 2 1 1 0 4
2p(a) : ! ! 0 BlX] =1
(o Bla?pla) [ 278 —§ &P - S -8 G iV -

Another example: single (6-faced, fair) die

gbb:000dg1oboodggd:

throw:
Q
x ) I S >
pla) A S p(e) = 1)
xp(z) %2 %2 %2 %2 %2 12 E[X]=> xp x):?)%:%
(x — Blz])’p(x) | %> == == & = 20| VX]=02=12x2
1.5.2.1 Standard Deviation; Dﬁuﬁuﬁmﬁm

Another way of expressing V[X] is “o%y”, the
square of the standard deviation o, which has
the same units as the original random variable.
For instance, if the basic unit (dimensions of a
random variable, like population height) is me-
ters (m), then o2 will be in m? and o will be in
m.

For example, as might be represented by Fig-
ure 1.10, the average income of the U.S.A. and
Japan is about the same, but the standard de-
viation for the U.S. is larger, since the gap be-
tween rich and poor is bigger.

17
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NI
N

-1+

0 1.11: RMS: root mean square: original unit sinusoid, its square, and its cummulative RMS; [J
0000000000 DOO0000O0oDOOo0OoOoon rMs

o is essentially the same as the root meansquare c OO 00 0000 ACODOOOODODOOO
of the AC component of a signal (with zero OO0 O0O000OO0O0OOOOOCOODOO
mean), or RMS. For example, as seen in Fig- 00 1.1100000000000000O00O0OO
ure 1.11, the RMS of a unit sinusoid is about OOOO 0.7000

0.7:
1 2
RMS of unit sinusoid = gy / sin?(0) do (1.21a)
T Jo
2 1

— \/i/ 1 cos(20) g (1.21D)
27 Jo 2
1 60— Lsin(20)2r

= _ﬂ (1.21c)
2T 2 0
1

= - 1.21d
X (1.21d)

~ 7 (1.21e)

So current from an ordinary Japanese power O OO0 0O0O0O0OOOOODOOOOO 100V
outlet, nominally at “100V,” actually has a 000000000000 0OO0OO0OOO0ODOOO
peak-to-peak excursion (extent, or range) of O OO0 +£143V0O 00O

about £143 V.

The energy or power of a information signal, in analogy to one measured in voltage or current
amplitude, is the sum of the square of the respective values. The RMS represents the DC amplitude

that would be needed to produce the same energy or power as the original signal.

18



amperes

voltage = current [A] x impedance O[hfl“]s Ohm’s Law

joules

atts  energy |J
power FWT = 70[d]
time TST
power = voltage X current Joule’s Law
— voltage? /impedance

= current? x impedance

A constant coefficient (multiplier) emerges O00OO0OO0O (00)000OO0OOO:
squared:

V[eX] = E[(cX — E[cX])?]
= E[(cX - cB[X])?]
= E[*(X - B[X])’]
= CE[(X - E[X])’]
= AV[X]

For example, the variance regarding height in OO0OO0O0O0O0O0O0O0OODOOOOOOOOOO
centimeters of a population would be 10,000 OOO0OOOOOO 100000000000000O
times that of the height in meters, but thestan- 000000000000 ODOOOOODOOO
dard deviation regarding height in centimeters [0 1000 0 OO

would be 100 times that of height in meters.

1.5.2.2 Combining Variances; U0 OO 00000

ooa

e Example; 0O 0O ™
Prove this equality: ooooboooo
ACT “DC”
~ = ——
V[X] = E[X?] - (E[X])?
~—— =
o2 RMS?2
N J
Proof (since expectation operator is linear and OO0 (0000000000000 OOCOOO
expectation of expectation is same [constant]): OO O0000)O
A 2
VIX] = El(X - E[X])7]
E[(X - EX])(X - E[X])]

= K

If a signal is centered (has zero mean), then its standard deviation is the same as its RMS.

19



Te/°C

100

212

Te/°F

O 1.12: Temperature Conversion from Fahrenheit to Centigrade (Celsius); 000000000

goo

Constant displacement doesn’t affect variance:

As plotted in Figure 1.12, the conversion be-

V[aX +b) =
olaX +b =

goobooooobobooad:

a*V[X]
|aloX]

(1.25a)
(1.25b)

gli200bbodboboboobooodgoo

tween temperature in degrees Fahrenheit and O00O0O0O0O00O0O0O0OOODOO0O

degrees Centigrade is

5

(1.26)

Example of variance in temperature scales from OO0O00O0O00O0O0OO0OOOOOOOO:

five samples:

25°C 100°C 0°C  0°C  0°C >
p() : 5 5 3 5 (X px) =1)
xp(z) = = 5 10 = 20 32 = 0 E[Tc) =Y xp(x) = 25
(z — Ela])?p(z) | B0 =0 W82 — 1125 3020 — 375 V[Te] = 0% = 1500
T7°F 212°F 32°F 32°F 32°F
p() : 5 5 5 3 (X px) =1)
xp(z) 7= 215.4 22 = 42.4 3% = 19.2 E[Tr] = > ap(x) = 77.
(z — BEla])?p(z) | "5 =0 @ —3645 36270 = 1215 V|[T¥] = 02 = 4860

Confirm:

VITe] =

1500 =

00:

V5 (Tr — 32)]

(=)*V[T¥]
25

- 4860
81 v

20




0 1.13: Independent vs. Correlated Datasets

Extra note: Variance of linear combination of 0000000000 OO0DOOODOO
independent variables:

V[aX +bY] = a®V[X] + b*V[Y]. (1.27)
In general, for random variables that are not OOO0OO0O0O0O0O0O0OO0OO0OOOOOOOO

independent, the expectation of a product does 00000000000 OODOOODOOODOO
not equal the product of the respective expec- OOOODOOOO

tations:
E[XY] # E[X|E[Y]. (1.28)
For example, in Figure 1.13,
| X Y XY |

0 1 0
1 1 1

El[j=avg. 1 1 1=1
0 0 0
1 1 1

El[]=avg. 1 3 1+#3

In multiplicative composition, the whole is O0OOOD0OO0O0O0O0O0OO0O0OOO0OODODOOOO
greater than the sum of the parts. Similarlyy OOOOOOOOOOOOOOOOOOODOO
the variance in the sum of random variables is OO00OO0O00O0O0O0OO0O0O0OO

greater than the sum of the respective variances.

VIX +Y] = VI[X] + V[Y] + 2 Covariance[ X, Y] (1.29)
Proof:
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O 1.14: Height vs. Weight for a Population Sample; OO0 0000000000000 O OO

VIX+Y]2E[((X+Y)—EX+Y])?

(X+Y - EX+Y)(X+Y - E[X +Y])]

X2+ Y242XY —2(X +Y)E[X + Y]+ E*[X + Y]]

X+ E[Y?] 4+ E2XY] - 2E[X + Y]|E[X + Y] + (E[X] + E[Y])?

XY+ EYY + E2XY] - 2(E[X] + E[Y])? + (E[X] + E[Y])?
|+ E[

[
Bl
Bl
Bl
Bl
E[X? Y3 +2E[XY] — (E*[X] + E*[Y] + 2E[X]E[Y))
= (B[X? — E*[X]) + (E[Y?] — E?[Y]) + 2E[XY] — 2E[X]E[Y]
[(X]+ V[Y]+2(E[XY] — E[X]|E[Y])

I
<A

ooooooo gooo

1.5.2.3 Covariance; 00O and Correlation; O [

11>

Covariance[ X, Y] E[(X — E[X))(Y — E[Y])] (1.30a)

— E[XY]- E[X]E]Y] (1.30D)

Since coin flips are independent of each other, OO O0O00O000ODOOOO0OOOODOODOOOO
covariance of a pair of flips vanishes, and the OOO0OO0O0OO0O0OOOOOO0O¢§1.5.200
variance of two coin flips, as calculated near the 00000000000 DOOOODOOOOOO
end of §1.5.2, is twice that for a single flip. O00DO00Oooooooo2200000
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O 1.15: Correlation: Several sets of (x, y) points, with the correlation coefficient of x and y for

each set. Note that the correlation reflects the noisiness and direction of a linear relationship (top

row), but not the slope of that relationship (middle), nor many aspects of nonlinear relationships

(bottom).

(Note: The figure in the center has a slope of 0, but in that case the correlation

coefficient is undefined because the variance of Y is zero.); D0 : (x,y) D0 O0O00O0000O0O
gooooooobbbbbxbyotooooooooooooooooooooooobobo
gobobboogoobobbuooodobobbdoooobbobooooobbbuoooobon
O00000d00ooooooo0UoUooooooooOoOoOoU0UOUOooDooO(Do:DoOooo
00000000000 YOOOOoOOOOODOOoOoOooooooooon)

Correlation is extracted from covariance, and
measures the normalized alignment of vari-
ables. For example, as shown in Figure 1.14, the
weight and height of individuals is better cor-
related (nearer unity) than phone number and
month of birth (which is close to zero). If al-
cohol impairs bowling skill, then bowling score
would be negatively correlated with amount of
beer drunk while playing.

Covariance[ X, Y]

goooguoobbobbiooooooobobbobn
gboboogodoboboobb ob14000noo
OO0 (@O 1)ooooooooooooooo
o000 ((@oOooooobooooooood
gbobbooooouooobbboooan
goboboooobobboooobbobooon
goboooodg

Correlation[X, Y] 2 (1.31a)
VIXIV[Y]

_ B(X — EIX)(Y — EIY]) o

I i (T = T) (Y — 7) (1.31¢)

0.0y

—1 < correlation < 1

1.6

oooooao oooo

Conditional Probability; O 0O 00O O O



Conditional probability: the probability of a OOOO0OO0O BOOOOODOODODODOODODOOO
variable conditioned by another. A’s probabil- OO00O000O0O00OO0O0O
ity when B is assumed (or B’s value is known).

P(ANB) = P(A, B) (1.32)
— P(AB) (1.33)
Py(A) = P(A|B) 2 % (1.34)

Note: ‘|" hereis read “given,” and means “know- 0O: 000|0 OO0O0O0O...... OoOoooDoo
ing” or “assuming,” and is not an “or bar.” O0000oO0ooO0oO0oO0o0ooooooog (OrR)O
O0|0ooooo

Generally,
P(ANB) < P(A|B) (1.35)

with equality only when the variables are inde-
pendent.

Example: On any given day, the chance of snow 000000000 2 ~ %(D 0240000

5
(say 24 days per year, all in winter) is 24+ ~ 0000000)0000 (000 1/4)0000
=, but cha;&g%of snc;zv in ;Vinter (one of four O OO0O 241//355 = % ~;0000
seasons) is T = a1

0< P(AIB) <1

P(B) = P(ANB) + P(B — A) > P(AN B)

Q. When does P(A|B) = 17
A. Only when B = A, i.e., when A D B. For example, P(cold|snow) = 1.

Q

Bayesian analysis is used in spam filters. 000000000 ooooooobobobo

gooo

Bayes’ Theorem; O O 0O 0O OO

P(B)P(A|B)
P(A)

P(B|A) = (1.36)

Bayes’ Theorem relates joint and conditional entropy.
In general, A and B are not independent. OO0O00AOBOOODOOODOOO
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P(ANB) =
£

Example: the chance of snow in January does

not equal the chance of snow (Zt) times the

chance of January ().

Q. Does P(A|B) = P(B|A)?

P(A and B)
P(A)P(B)

(1.37)
(1.38)

. 00boo0oooddooooooogoon

0(Z)00000000 (&)00000

P(A and B) (1.39a)
P(A, B) (1.39b)
P(A)P(BJ|A) (1.39¢)
P(B)P(A|B) (1.39d)

A. Conditional probability is not generally symmetric:

P(ANB) 2 P(ANB)

P(B)

That is, P(A|B) = P(B|A) only when P(A) =

P(A)
P(B).

Q

arlTIl

SUIINIIICT

Example:

O:

For single dice roll, define A = {z|z odd} = {8, &}, B = {first third} = {{J, I}.

pp) — PANDB)

P(odd, first third)

PHE})

P(B)
1/6
5/6

ple) — PANB)

P(first third)

P(odd, first third)

- PHBOY

_ _ PEEY)

P(A)
1/6
3/6
= P(B[A)

X

Wl

P(odd) T PE,E.8))

but, for A = {z|z odd} = {(J,,6}, B = {first half} = {(J, (3,3}

25



P(A|B) = P(oddfirst half) = = (;ilgéifitaﬁ?m _ PJ(D {(é@é@é}})

P(B|A) = P(first halfjodd) — L(edd-first halh) - PGB}

Plodd) P({55.8)
P(A|B) = P(B|A)

2 2

ﬁ = ﬁ O by coincidence; O 0O 0O O

3/6 3/6

e Example; DDDD ™
(Q,P),Be2Y P(B)>000000
(€, P(. [B))
And it will be random space. Oo0ooOoooon

oooo

Proof of properties of conditional probability O OO0OO0OO0OOOOOODOOO:
space (in §1.3.2):

P1
_PNB)_ P
POIB) =5 = By "
2 b POOB)P(B)
OB ="pE) =B -
b3 P(ANB)
P(AIB) = ~5rpr

The numerator’s meaning can be evaluated as O0000 ANBOO0DOODODODOOOOOO

ANB = (Uyeafw}) N B = Upea({w} N B)
{witnB)N({w2} N B) = ¢

Therefore, the equation on the random variable O0O00O0O0O0O0OO0OOO0OODO POOO 300
function obtains O0Ooo0oDoooo

P(AnB) =) P({w}NB)

weA

Therefore, we obtain the random space property OO0O0OP(.|B) 0000000000000
P3 regarding P( . |B) 00 30000
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P(AN B)
P(B)
S es P} N B)
P(B)
_ - PUwnB)
- 2 hp

P(A|B) =

= > P({w}B)

weA

gooo gooo oooo oo

1.7 Independence of Random Variables; 0 OO0 O OO

oo
Sequence of random variable values oooooad
X1, X0, X5,...,X;, ...

1.7.1 Independence; [0 [

If trials X7, Xs, ...are independent, o000 X,X.,... 000000

P(Xi =210 Xy =ax9) = P(X; =21)P(Xy = 19). (1.40)

For example, the chance of snow on a Sunday OO0O0O0O0O00O0OO0O0OOOOOO %D
is % the unconditional chance of snow.

P(X;=z|X,) 000000000

P(X; = 21| X5)(w)

P(X) =21|Xs =w)
PXi=NX;=w)
P(X; =w)
P(X;=21)P(Xs =w)
P(X5 =w)

= P(X; =)

Therefore (for independent variables X; and OO000000000 X100 X20000O0O0O0O
Xs) 0oQ

P(X1 = 171|X2) = P(X1 = 171)
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goo oo

1.7.2 Memorylessness; 0000

A random variable is memoryless if it doesn’t
depend on past events.

first; 00O second; OO0

~ =

~ =~
Xl ) X2

P(X,, = z,|

Therefore, independence = memoryless.

If a fair coin is tossed 8 x, and is heads each
time (P = (3)® = 55 = 55 ~ 0.00391 ~ 0.4%),
the chance of its being heads again on the 9"
throw is still % Such memorylessness can be
contrasted to other games with memory, like
Bingo, trump, etc., in which the appearance of
a number or card in a round prevents its recur-

rence.

ooooo

1.7.3 Stationarity; 0 U

where ¢ is a constant.

Counter-example: When a human plays a game
against a computer at a fixed level, the player’s
chances of winning improve as her skill in-

creases.

oooo

r— Example;

If X and Y are independent,

00 (variance of sum equals sum of variance) [0 93, p. 11: Eq. (1.8)] =\

VIX+Y]=V[X]+ V[Y]

gboboboooobobbbouoooobobboo
gobooobooodon

previous; 0 0O 0O
~ =

X (1.41)

gboobudl =0d0b ogobooooboo
goo

000000000000008000000
000000000 ((P=(2)P =4 =4~
0.00391 ~ 0.4%) 000000000 9000
0000000000 {0000000000
000000D000000000000000
000000000000000000000

gobobbooooobooboooaon

cOO0O

gbboogbobbbuoooobbbooon
goboboboooooooooboboboooan
gbobobouooogboboooooboboo

X, yuoooooooo

Proof:

Let

m]
m]
]
]
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That is, given ood

EX]=a = Y zP(X=
EY]=b = Y yP(Y =

we will show that the covariance, the crosss O0OUOOX O YOOOOOOOOOOOOO
product, vanishes (since X and Y are indepen- 0O OO
dent):

E[(X — a)(Y - b)] =0.

This co-variance vanishes if the variables arein- 000000000 0O0OC0OO0OOCOCOCOOOOO
dependent.

E[(X —a)(Y =b)] = ) (z—a)ly—-b)P(X =zNY =y)

x?y

= Y- a)ly—HP(X =2)P(Y =y)

x?y

Therefore (variance of sum with cross-product 000000000000 0O0OOOOOO)
vanishing),

VIX+Y] = E[(X+Y)-E[X +Y])?
E[(X —a+Y —b)?
[(
[(

S

X —a)’+ (Y = b)?+2(X —a)(Y —b)]
X —a))] + E[(Y —b)*] + 2E[(X = =

|
S

So we conclude from the independence of X and OO O0OO00O0O0OOCOOO0O
Y

VIX+Y]=V[X]+V[Y]
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O 1.16: Visualization of Chebyshev Inequality; 00O 000000000

1.8 Law of Large Numbers; 00000

1.8.1 Chebyshev Inequality; D 000000000

For random variable X of arbitrary (not neces- OO0 (DOOOOOOOOO)0O0O0O0OOOO
sarily normal) distribution, with finite variance X OOOOOOOO0ODO oxxOOOOOOODOO

oxx and zero mean,

oooo

O
Chebyshev Inequality; 00000000
E[X?

€2

P(IX] > o) <

(Note: ‘€’ here means an arbitrarily small con- 0000000000000 00O0OCOOOO
stant, and has nothing to do with element rela- OO0 0OO0O0O00O0OOODOOO0O

tional operator ‘€.”)

E[X?| =) +’P(X =)
x
beyond or without; O within; O

= ,Z 2?P(X = x)\—i— Z 7?P(X = x)

|z|>€ |z|<e

> Z ?P(X = 7)

|z|>e

> Z EP(X = 1x)

|z|>e

:e2ZP(X:x)

|z[>e
=P(|X| > e)
E[X?

€2

P(X] =€) < (1.42)

If e = k oxx,k > 1, where oxx = /V[X] OO0e=koxx,k>10000000 oxy =
(since E[X?] = 0%y for centered variable X), VIX](DODODDOO X000 E[X?] =0%y)0
then oo
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€

P(|X‘ <kgxx)

No more than i = 25% of the values are more
than 2 standard deviations from the mean; no

more than % ~ 11% are more than 3 “sigma”s

(0s); no more than

5; etc. This is looser than the Empirical Rule

= 4% are more than

for normal distributions: 68% of samples within
+ 1 standard deviation; 95% within 20; 99.7%
within 3; etc.

> 1-—(IMXX>2 (1.43)
1
= 1-5 (1.44)

00000 1 =2%0000000000 20
00000;000 1 ~11%00030000;
D00 &£ =4%0005,0000000000
000000000000 000000000
+lo00000006%00000;2,000
00 95%: 3¢ 00000 99.7%0 00

1.8.2 Average of Sequence; [ [0 DE]D 000

X;: Sequence of random variable values

Mean (average or expected value), since expec-

tation is a linear operator.

1
E[E(Xl + X9+ ...

1.8.3

Three properties of Bernoulli trials:

Binary: Result is either success or failure.

Stationary: Probability of success (failure) is
same in every trial.

Independent: Each outcome has no effect on
later trials.

+X,)] =

oo
X; 000000

goobooood

gbobobobouoooouooobbboooaon
gooo

1 n
E;E[Xi]
1

= —nha=a
n

oooo

(Jakob) Bernoulli Trials; 0000000000000

gbobobooooobood:
gb: 0o0boggoboboboooogn

: 00000000 (D0oooooooo
O

gooo

: 0b0bobogobobobbooogoobooo
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Ooo oo gooo

1.8.4 Law of Large Numbers; [0 0 0 0 0

How does frequency of success in a long se- 00000000 0O0OOODOOOOOOOOO
quence of trials approach probability of success O0O00OO0O00OO0O0O

for a single trial?

The “Law of Large Numbers,” a.k.a. the “Cen- 00000000000 0OOOO0OOOOOnN
tral Limit Theorem,” states that the sum (and 000000000000 n0000000O0O
average) of n random variables tend towards a OO0 00000000000 0OOOCOOOO
normal (Gaussian) distribution as n becomes 00000000000

large, independent of the distributions of the

original random variables.

Law of Large Numbers; 0 0O 0O 0O 0O

0.2

PUCS (Kol < 21—

: ne?
i=1

where a = E[X;] and 0% = V[X]]

goooo

O
Proof (of Law of Large Numbers), using Cheby- 00000000 OO0DOoooog:
shev inequality:

The r*"-order moment is

E[X"|=> X"(w)P(w) (1.45)

we

so r = 1 obtains mean E[X] whereas r =2o0b- r=10000 E[X]0O00000 r=20 X0O
tains mean square of X. The r'*-order moment O0O0O0O00O000cO0000r000000O0

about a point c¢ is defined by Oo0ooOooooooo
E[(X —¢)]=) (X(w) - ) P(w) (1.46)
weN
. F 2F
d

ld. |4, .2

JAN JAN
(a) IDe\D/gr; oo (b) see-saw; 0 00 O or balance

O 1.17: (1%*-order) Mechanical Moment Arms Create Torque; (00 )0 0000000000 (O
O0000000oooooooooo)oooooo

A very useful and familiar case is the central OOO0O0O0O0O0O0O0OOODOOODOOOOOO
moment of a variable, i.e. about its mean value. 0000000000 OODOOOOOOO0OO
For example, variance is the 2"-order central 000000000 20000000
moment:
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okx = VIX] =) (X(w) — E[X(w)])*Pw). (1.47)

0O oooo

Applying the Chebyshev Inequality OOOOO0OOO (eqn. (1.42)): DOOODO
(eqn. (1.42)) and letting the random vari- 000000000000 O0O0O0OOOOCOO
able be the average of a mean-centered

sequence,

EH% (X — a)|2]

9
62

P Y (Xi—a) 2 6) < (1.43)

which transforms (since constant % emerges U0O0O0O0O0O00O0ODOOOO
squared):

E

s - | - e [

This last term is the expectation of the square 00000000000 DOOODOODODOODOO
of the sum of the central moments, oooad

>
i=1

and because of independence of separate trials 0000000000000 OCOODOOOOO0O
from a sequence (as shown in the last section, OOO000 (§1.7) 0000000000000
§1.7), the variance of a sum is the sum of the 000000000

variance:

n 2

> (Xi—a)

i=1

A

1% E : (1.49)

Vv

iXi] = En: V[X;] = noxx. (1.50)

Therefore, oooad

> (Xi—a)

=1

1 &

So, one obtains (via eqn. (1.48)) 000000000 (000 1.48)0

V
™
~
IA
|
Si=
]
e
|
S
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Changing the direction of the inequality obtains

P( <o) -

This condition has the form of a (Q}aussian or
—(z—p)
e 202

oV2r )

S (Xi—a)

normal distribution, p(z) = like that

in Figure 1.10.

The chance that the average difference from the
mean is within a given threshold approaches
unity as the number of samples increases.

Example: given 10 (n) fair games of Janken,
one expects to win half, i.e.; 5. One might also
sometimes lose all the games, or win eight, etc.
Eight is three (¢) games off from the expected
value. If one plays 1000 games, the expected
number (a) of wins is 500, but it would be sur-
prising to actually win exactly 500, or even 503.
The denominator scales the fraction.

goboboooooon

1—P<%§]&—a)2% (1.51a)
_%; (1.51b)

gbobobooooobboobobobbouoooon

—(z—p)?
e 202

oV 2

O00p(x) =

(0 1.10)0

gobobooooobbbuooooooooo
gboboboooobbboooobbobooan
good

0:000000 100 (n)000000000OO
gbobogoboggugoso.bobuoaon
goooboobbbogsboboobobobbbboo
gooogsgooboogoboooouogoog s
O()0000D0O0ODOOglo00000oono
gbobobooogbobobbebs00000DO0
goooboboboobooseotbbbns3000
gobobooooobobobbooooobooo
gobooo

oooo 000 oooo

1.8.5 Weak Law of Large Numbers; 000 O 00

For tolerance €¢; and probability es,

“for all”

A 617€2>07

1
a,—€1SE(Xl—f-XQ—f-...—f—Xn)SCL—f—Gl

with probability no less than 1 — es.

1
'—(X1+X2+..
n

From results of last subsection (eqn. (1.51b)),

Choose n (large enough) such that

0000000 00000

“there exists”

N such that Vn > N

(1.52)
000000 1-6 000000
A4 X)) —a| < g (1.53)
0000000
0.2
<a)>1-Z 1.54
a)z1-2 (159

gboboboogobobuoooobbbuoooon
gb0On0gn
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So, take this many samples to get the tolerance
specified:

N=

where “[-]” (read “ceiling”) means the smallest

integer no less than the operand.

For example, for a fair die, if tolerance ¢; = 1

5, then N = %1 = 6.
If we roll the die at least six times, chances are
better than half that the average will be within
one of the expected value, i.e., between 2.5 and
4.5.

and probability e =

goobobooooboo

]

gboboboooooboobobobobbuoooon
goboboooooboog.

626%

000000000000000000000
000 e =1000 =300 N=[23]=6
000O0000000000060000000
0000000000000 (250045)00
00000000 1/20000000

ooo

1.9 Markov Process; [0 00O O

P(Xn = l’n‘Xl,Xz, ce

Markov process trials are not independent, but
have state-dependent transition probabilities.

First-order Markov process; DO OO OO OO

7Xn71> = P(Xn = xn‘anl)

(1.55)

gbbobooogbbboooobobbod
gooobod

P(X) =2, Xe = 2,) = amn (1.56)

Symbol Meaning Example

E Energy E =mc?

€ epsilon forx <e...

€ element of 0 € {Integers}

e Euler’s number, base of natural logarithm Ine=1

E expectation (average, mean) EX] =+ SV

= existential qualifier: “there exists” Vedx+1

O 1.5: Easily confused symbols that resemble ‘E’ach other
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p Ve
———13——

yu &\_/1/3

0 1.18: First-order Markov Process Model; O 0O 0O 0O 0O O EDE O000. Example: Each day’s
weather depends in part on the previous day’s. O: 00 UOODO0OOOOOOOOOO
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1200 2: Source Coding; U 00O OO O

ooooo oo ooo

2.1 Information Source Model and Encoding; [0 0 O [ [

Model of Information Source
O0000000o0oOo0o0oogd

2.1.1

Statistical modeling of information source S

and Source Encoding Problem; [

goobooogooo

e information expressed as finite set of symbols (alphabet); 00 000000000000

e information source is original stream of symbols; OO0 OO OO0O0O0OOOOO

e use information source’s characters; OO0 00O OO000O00OODOO

Digital (not analog) information, with symbols
drawn from finite alphabet

ai,ag, ...

S: memoryless, stationary, discrete information

source

goobooogooboobod

y AM

S:oboooooooogoo

P(X,=a)=c

where ¢ is a constant.

Probability doesn’t depend on n (the trial) or
time

Examples: coin, die, roulette wheel.
Counter-examples: lottery (depends on num-
ber of other bettors), cards (depends on previ-

ous hands), bingo (depends on previously drawn

balls).

P2

cOOO
gbobobbodddn0bbbOoooooboon

gobobbouoooobbooooooon
gbboodbbuoooobbbobouogaon
gobbboobbodooouooboooda

gbobobooogbbobotd

Qpr
Pm

)

Pi = P(Xn :Gi)

Purpose

4

;0

oooo

gobbobuoooobbobooodobooooon
gooboooad

ggoooo
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‘H Domain H Analog Digital ‘H

numbers real integer
continuous discrete
property
smooth quantized, granular
physics classical (Newton, Einstein) | quantum (Planck, Bohr, Heisenberg)
resolution infinite finite
audio or VHS cassettes internet media
vinyl records disk drives
examples CDs, DVDs, & BD (Blu-Ray) discs
DNA
jumping || broad (long) jump; 0O 00O high jump; OO 0O O
clock = e | 3 LI
metaphor slope; 0O OO ladder; O O

0 2.1: Analog and Digital

The shortest mean encoding is the entropy. The 00000000000 DOOOOOOOOO
goal of source coding is to make an encodingas OO0O0O000000OO00OO0OOOOOODOOO
short as possible, by removing redundancy in 00000000000 ODOOOOOOOOO
the message, to economize time (for transmis-

sion) and/or space (for storage).

2.2 (Information) Source Coding; 00000

2.2.1 Bits (binary digits) and Binary States; 00O 0O OO0O

A bit is the smallest unit of information pro- OOO0O0O00O00O0O0OO0OO0OOOOOOOOOO
cessed by a digital computer ooooooooon

Digital computers use binary states. These op- OUOUOOOOOO0OOOO 2000000000
posing states can have any names, including 0000000000000 OOOOOOOO
those in Table 2.2. The names are arbitrary, OOUOOOOO0OOOOOOO

but serve to distinguish the two states.

A byte (a.k.a. an octet) is 8bits. 4bitsisa 00000000000 COOOOOOOOOO
nibble (or nybble). Modern desktop computers 00000000000 PCOOOOOOOO
have 64-bit, or 8-byte, words. doooooooooa

2.2.2 Binary Information Source Coding; 0000 0O O 0

Code words consist only of Os and 1s. Oo0o0bOoooooooooaa

Contrast unsigned ternary (0..2), octal (0..7), OO0OOOternary 300 (0..2)0octal 800
hexadecimal (0..F). (0..7)0 hexadecimal 16 0 O (0..F)O
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—~ -
1 T
O O
negative positive
0 1
X O
disable enable
false (F) true (1)
inhibit assert
low (LO) high (HI)
no; U 0O yes; 0000000
off on
reset set
clear load
not SO
contradictory affirmative
"taint; O [ 'tis; O O

0 2.2: Binary (2-state) Name Pairs; 000000000000

ooo O

2.2.3 Code, Coding, Code Word; 0000000000

In information theory, the interpretation O0O0OO0000O0O0OODOOOOOOOOOO
(meaning) doesn’t matter, just the number (and 0000000000000 0OO

frequency) of the source symbols.

Example of a code (like a dictionary): Oooboocooboooooog:
N O 00
S 0O 01
E 0O 10
w O 11

ooao

2.2.4 Code Length; 00O O

oooo 0O00 OO0

2.2.5 Mean Code Length; 000 0O [

oooo
Expected value of the code length. (See the OOO0O0O0OOOMMIO23000
bottom row of Table 2.3.)

gooo

2.2.6 Decoding; 0 [

Interpreting an encoding, for example by look- 0000000000 OODOOOOOOOO0O
ing up a code word in a dictionary (code book). 0000000000000 O0O

39



ooo oo

oooo O oo

2.2.7 Uniquely Decodability; DO OO OO0OO

For each code word, there is a unique interpre-
tation (non-singular).

gboboboooobobbbouooooooboo
goobooood

2.2.8 (Examples of) Various Coding Techniques; 0000000

oooooo

2.2.8.1 Variable-length Code; 0 OO OO

Code length is different across code words, like

CQ*CS (Table 23)

Examples of fixed-length codes: Ascir (1-byte),
EUC, JIS, s-JI1S, Unicode (all 2-byte), mobile
phone numbers.

Example of variable length codes: Japanese

land phone numbers.

2.2.8.2 Comma Code; DO O OO

Has separator between code words (except pos-
sibly for longest).

oooo

2.2.8.3 Instantaneous Code; O 00O

When expressed as a code tree, the code words
are at the leaves.

For example of non-instantaneous code, con-
sider keita: (“thumb-typing”) number — kana

on a numberpad:

2
22
222

To enter “000 07, one can simply press
“9977797, but to enter “0 O [O0]7, one can’t
simply enter “22222” since that is ambiguous;
one must wait for modal time-out between “22”
and “222” or use an arrow key to explicitly move
to the next letter.

oo o
2.2.8.4 Singular Code; O 0 00O

Different codes are assigned the same word.

O0000000O0ooooo (O 23)

JoodoobibascnddOdddMdeve, Jis,
s-Jis Unicode0 20 00 M OO0OOOODO
O00000o0o0obobobooooon

gooboooood

gboboboooooboobbbbouoogaon
goo

gbobobooooobbobbbbbuooaon
gobooobooodon

U
U
U

00000000000 00000000000
022777900000000MO0 [0]0000
0000002222200 00000000000
O000000MM220002220000000
N00000000000000000000
oooo000oooon

gbobobouooogboboooooboboo
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0 2.3: Examples of Codes; 0000000 (OO 1: 00O C1—Cs [0 93, p. 17, 00O 2: 00O 4,
Cs [0 93, p.29))

symbol; | probability; code; O O
00 00 c, Cy O3 Cp C5 Cq C7 Gy
A 0.4 00 1 1 1 0 0 1 1
B 0.3 01 01 01 00 1 0 10 10
C 0.2 10 001 001 010 10 10 100 100
D 0.1 11 0001 000 011 01 01 1000 000
mean code length;
00000 2. 2. 19 19 13 13 2. 19

2.2.9 (Information) Source Coding; 00 0O

01!

02:

03!

fixed length, but fragile (recovery impossible if letters drop out); 000000000000
gooooooooooooooon

comma code— robust (recovery possible if letters drop out); 00000 DOO00OO0OO0O0OO
ooooooogao
oooooo
variable-length code; 00 OO0 (DOOODO)
tighter comma code (assuming maximum length); 000000000000 00000O00O
ooo

Uses ‘1’ as comma (not needed if length reaches 3 bits); 00O D0O00000O0O0O0OOO
Oo0ooOoOooooooo

C3, Cy: also (variable-length) instantaneous codes, decodable without look-ahead; O 0 O O O O

05!

CG:

07!

08:

gooo

oo 0 oo oooo

0o o o
not singular, but decoding impossible; 00 ooo
010= 010o0r010

oo

ooo
singular code (so decoding impossible immediately); O 0 0O O

0= 0orl
Cy backwards; Co 0 O . Uniquely decodable, but not instantaneous (since some words are
prefixes of others), so need “look ahead.”; 0000000000000 OOOOOOOOO

goboodgbbooobboobboobboobbuobuooobobboobboobobo
gooo

C5 backwards; C3 0 O . Note that while C; needed only a single bit look-ahead, Cg requires
an arbitrary length buffer. Consider, for instance, a received bit stream consisting of a one

————
followed by n zeros: 10000000000. If n mod 3 = 0, the decoding is AD*; if n mod 3 = 1,
the decoding is AC™; but if n mod 3 = 2, the decoding is AB*. Since the string of zeros can
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be of any length, the decoder (of this uniquely decodable but not instantensous code) needs
an infitinte look-ahead.

oooo

2.3 Instantaneous Codes; [0 [ [

2.3.1 Instantaneous Codes (Expressed by Code Trees); 0000 (OO

ooooo

Ooo0ooono)

oo o

Graph Definition oooooo

2.3.1.1 Tree; O

Usually drawn inverted (upside-down), with OOO0O rootD0000O0O0O0OOOO
root at top.

oooo

2.3.1.2 Node, Vertex (plural: nodes, vertices); O
V =A{v,v9,...,0s} (2.1)

oo
2.3.1.3 Edge, Branch; [

€n = (Unlavng)
v €V, i=1,2

E = ey eq,...,65}
G = [V,E]

Example:

V ={a,b,c}
E={(a,b),(a,c)}
G = [{a,b, ¢}, {(a,b), (a,)}]

a
PR
b C

2.3.1.4 Path; 0O

oo oo o

A path traverses (goes through) the nodesalong 0O OO0O000OOO
the edges.
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gooo

2.3.1.5 Connected Graph; 00O 0OOO

oo
A connected graph has a path through all the 0000000000 OOO0O0O
nodes.

ooa

2.3.1.6 Loop; OO

O
A loop is a path with the same beginning and [0
O

O oooo oooo

ED ggoodoboogbobo

ending point.

oooo

2.3.2 Representation as Coding Tree; 0 OO OO0 O OO

ooo
coding tree; 0 0O 0O O

oooo
binary tree; 00 0 O In human families, two parents can spawn any number of children, but

in binary trees, each (single) parent has 0, 1, or 2 children.

O
root; [
O
leaf; O
ooo oo
level, length of branch; 00O, 0000
gooo ooo
instantaneous codes; 0o
All code words are assigned to leaves O00D0000o0ooooooon
Cla 027 C3a C(4
0 oooo
non-instantaneous codes; 0 HEN
Some code words are at non-leaf nodes. 0000 oooooooooood
C5a 067 C7a 08

ooo

ooooo
decoding tree; 0 O O
Decoding is possible using a decoding tree 0000000000000 OOOO [O 93,

[0 93, p.23). p.23]0
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Relation Notation | Explanation Example
sufficiency A=B if A then B (B or not A) snow = cold (but cold # snow)
A is sufficient (suffices) for B snow suffices for cold
contrapositive —B = —A | if not B then not A (=A || =—B) | if not cold, then no snow
necessity A<B if B then A (A or not B) cold < snow
A is necessary for B cold is necessary for snow
equivalence, A=B if A then B and if B then A even = not odd
mutual implication | ~ ALBE " TUHEYA then B (and vice versa)

“suffices for”

O 2.4: Implication; A «——— B. For example, if snow implies cold, then cold is necessary

“is necessary for”

for snow, and snow is sufficient for cold. 0O MOOOOOOOOOOOODOOOOOOOOO
0000000000 bOOo000ooD@moboooooobooOoo0ooooooon

0 25 X+Y,Y = X (necessity)

X\Y]0 1
0 [0
1|11

0 26: (XY, X #Y): XOR— exclu-
sive or (inequality, symmetric difference),

same as CNOT (controlled not, used in

quantum computing)

X\Y |0 1
0 |01
110

0O 2.7: 1MpLIES (sufficiency):

Y (Y + X)
X\Y[0 1
0 [11
1 (01

X =

0 28 X = Y: EQUIV, XNOR (equal-
ity, coincidence, mutual implication, iff [if

and only if], necessity and sufficiency)

X\Y]0 1
0 [0
1 |01

) w0

O 2.9: Dyadic binary functions; OO0 OO O0O00OO0O0O
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gooo oo o ooo O ooo
Case of complete binary tree (I, level; N: ooo (L,:00,N:-0)000
leaves)
o7 oty o= (2.2)

For Figure 2.1, 16 274 =1 <1 /.

gooo

Complete binary tree: completely balanced bi- O00OO0OO0O0OO0OO0OO0OO0OOO0ODOOOOO
nary tree, possibly with some number of leaves 0000 OO

at lowest level deleted.

O 2.2: Complete Binary Subtree; 00 2000000

. - 4 _ 2 12 _
For Figure 22,222 +1227' =24+ 2=1<1 /.
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u]

o
U

u]

N

O O ooa
Kraft Inequality; 00000000 (Theorem2.5.1; 00O 2.5.1) ™

Satisfying the Kraft Inequality is necessary O0o0o0dboooooD ,oooooooo
and sufficient condition for the existence of Oo000ooooooooooooogooo
an instantaneous code with code words of

lengths [;.
Kraft Sum K2 Y 27h =27 o7 4 o7lr <
oo ooono
Collection of integer lengths satisfying Kraft 0000 I,l,...,l, 0000000000
Inequality oo

{ (iff: if and only if [sufficient and necessary])

ooo
An instantaneous code of those lengths can Oo0ooOooood
be constructed.

In physical spaces (time, energy, volume), bigger is usually more costly...

Long messages are cheap in code space; it’'s 000000000000 OOOOOODOOO
the short ones that eat up the code-space real- OO0OOOOOOOMO

estate.

Note that not every (uniquely decodable) code OOOO00O0O0OO0OOCOOOOO0OOODODOO
that satisfys the Kraft Inequality is instanta- O O00O0O0O00000O0O0O0DOODODOOODOOO
neous. A particular code’s lengths might satisfy 000000000000 OOCOOOOOOO
the Kraft Inequality but the code might stillnot 000000000000 OOOOOOOO
be instantaneous. However, an instantaneous

code of the given lengths can be found. For

example,
root
‘H symbol ‘ code ‘ length ‘ (1)lensth ‘H A0/1
A 0 1 3 B
B [0l ] 2 i
I > il

satisfies the Kraft inequality but is not instan- 00000000000 OOOOOOOOOO

taneous: goo
00 — AA
01 — B
However, another code of the given code lengths
root
‘H symbol ‘ code ‘ length ‘ (4)lensth H‘ AO/ N 1
A 0 1 : B
B 11 2 :
I > i 1
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1$ instantaneous. Oodooogooono

ooo oooo

2.5 Code Space; OO 00O

Divide the area of a rectangle (as in Figure2.4) 00 1 0000000000000 O0OO

(0D2400)
0 1 0 11
10
0 110 111 0 1101 1111
1100 1110
100 101 1001 1011
1000 1010

O 2.3: Partitioning Rectangle; 0 0O 0O 0O O

List the (integral) lengths in order. 0000 L,l,...,[,, 00000000000
ooon

L<lL<...<ly

0000 1: A0ODOO0OO AL 00000000000 2x00000000000000000
n=10000

oooo 2: l,,=1,00000000000000000000004L,,, >0 000000
000 AL, 00000 AL, 00000000000

oo0dno 3: n+1=MUOOOOOOOODOODOOOODOOOOO0OOn=n+1000000

20000
The harmonic series Y 32 s =1+3+5+... 0000 Y2+ =1+3+3+...0000
diverges (goes to infinity), but the geometric 0000000000 Y7,27% = Y (5)F =
series Yo, 27 F =Y (M) =141 +14 0 14l4l4 00000000000

converges (approaches a constant, in this case

unity).
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0 1 0 11
North 10
America
Japan
0 110 111 0 1101 1111
1100 1110
100 101 1001 1011
Tokyo
1000 1010
Aizu

O 2.4: Variable Length Phone Number Prefixes

oo oo o gooo

2.6 Uniquely Decodable; 10000000000

C7, Cs: non-instantaneous codes (reverses of Cy, C3); 00 000 [O 93, p.29]

A code is non-instantaneous if it hascodewords OO0 O0O0OO0O0O0O0OO0OO0OOOOOOOOO
with codes assigned to words not at the leaves O0OU0O0OO0O0O0O0O0O0OOODOO0O
of its tree.

Problem; 5 O

Make C7,Cg code trees, calculate average C,,Cs0000000DO0DOO0ODDOOn
code length, and confirm the Kraft-McMillan O00DOOodoobOoooooooooooo
Inequality. ([0 93, p.39: 2.6]) 00 ([0 93, p.39: 2.6])

Uniquely decodable codes, even if non- 0000000000 OOOODOOOOOOO

instantaneous, satisfy the Kraft Inequality. O000O000ooooooooooo
[m} goooooooooo
S2. 9nd extension of information source S2. 000 oonQ
52 _ aia, aias ... QpQpg
pipr pPip2 ... PMPM
S™: n™ extension of an information source St nO0000000
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0 2.11: Second Extension of C; C; 0000000000 OO S?2000
H‘ Symbol Stream Probability Encoding H Symbol Stream Probability Encoding ‘H

AA 4 x A4 11 CA 2x 4 1001
AB 4 x .3 110 CB 2% .3 10010
AC 4 x .2 1100 CcC 2 X .2 100100
AD 4 x .1 11000 CD 2 x .1 1001000
BA 3 x 4 101 DA A x 4 10001
BB 3 X .3 1010 DB dx .3 100010
BC 3 X .2 10100 DC A x .2 1000100
BD 3 x.1 101000 DD A x .1 10001000

Sn:<a1a1...a1 aiaq...a1Gy ... aMaM...aM>

pipr...-pr pipr---PiP2 .- PMPM---PM

For example, octal (0, 1, 2, 3, 4, 5, 6, 7) is 0(0,1,2,3,4,5,6,7)02°0016
represented as the third extension of binary, 23, ,2,3,4,5,6,7,8,9, ﬁ), 131, 102, f?),
and hexadecimal (0, 1, 2, 3,4, 5,6, 7, 8,9, ﬁ), 14, 15)0 24

11, 12, 13, 14, 15) is the fourth extension, 2°.

goooo
~ Characteristic 1; 0 O O ™
00 0 oooo o oo oo oo o
If a code is uniquely decodable, its n'" exten- E O DDD DDDDDDD O DD DDDDD 00000000 n
sion is also non-singular. That is, unique de- goodooooobobbbbbbooo

codability (which instantaneous decodability 000000 oOOoooboooboooooa
implies) means that no two concatenations Ooooooooooooooboobooooo
can be the same, even for different exten- doooooooobooooad

sions.

\ y

2.6.1 DMcMillan Inequality; OO OO0 OO0 OO

00 o oo

Given a uniquely decodable binary code S of OOO0OOOOOOOOOOODO DDD DDDE ood
lengths 1,,: I,lo,... Iy, let [,)’s maximum O0O0O0 [y,1,,...,0,, 00070, 00000 k0O
value be k. Then, Oo0n0 DEDD 00
for all
1<l, <k (V m=1,...,M) (2.3)

Consider the n'™ extension of the Kraft sum: 0000000 nO0OoOoOoOOoOooOooOoo

M

M M
@22y = 3 Yy o (et (2.4)

i1=112=1 in=1

20



As a confirmatory example, returning totheex- 0000000000024 00000000
ample towards the end of §2.4, for M=2 words, O0O0O0O0O0OM=2, 00000016 =1,lp=2
of length [} = 1,5 = 2 (so maximum word (k=20000)0~=22000)000
length k = 2), and n = 2 (2°¢ extension),

2 2
(2—1 +2—2)2 2 Z 22—(li1+li2)

i1=11i2=1
AA AB BA BB

—— —— —
_ (2—(l1+11)+2—(l1+12))+(2—(12+l1)+2—(l2+l2))

ALy o g g-r0) | g-ern | g
2 4
1 1.1 1
(5‘1‘1)(54‘1) = 2724—2734—273—1-274
1+1+1+i — 1+1+1+i (_3)\/
4 8 8 16 4 8 8 16 ° 16

The length [ of the n'" extension is less than O0O0000n0000001I0 kn0O0O0O00OO0
or equal to kn, n times the source code word’s OOOO0O000O0OO0AKOOOOOOOKOO
maximum length & (not to be confused withthe 0000000000000 O0OO)O»n0O0O
Kraft sum ‘K’). That is, ooooogo

n<l<kn
o) kn
@22 = 2 = g2
=0 l=n

where s; is the number of code words of length O 000 s, 00000 [ODOOOOOOOO
l. 00

Using the example above, where lengths of the 0000000000000 0O00OO {2,3,34}
284 extension are {2,3,3,4}, oood

4

@27 +27%) = ) a2
=2
= 1.-272492.2341.274

S™ is uniquely decodable (and therefore non- S"00000000000000OOOOOOO
singular), so the total number of words of each OOOO0OOOO0O0O0O0O0O0O0000O0OOO2
length must be no greater than the number of 0000000000 OODOOODOO

nodes of the binary coding tree at that level:

Therefore, oood

ol



(270 po7 g o7hun

o7l p ol 4 o7lu

Since exponential functions grow faster than lin-

ear functions (as seen in Figures2.5 and 2.6),

lim (kn)Y" =1

n—oo

13-

kn
lo—1
< E 2'2
l=n
kn—n+1

1 +1+---+l1k

l=n

kn—n+1

kn

< (kn)"
goooodoooooooooooooon
(0 2.5, 0 2.6)

IN

(2.5)

0 2.5: (4n)w, (2n)w, nx,

If K were > 1, an extension would explode be-
yond linear bounds, and since that boundary is
not trespassed, K must therefore be < 1.

decodable
., [ also satisfy the Kraft Inequality

Uniquely code

I, 12, ..

lengths

27 27 4

McMillan Inequality; 000000000 (1965)

1
n

I3

000 nO0000000D00000 — 1(n—
co) JOO0OODOODDOODOOOOOODOO

KOol1loogooooooooobooobooobo
goboboooboobbooobobbbouoooon
DoOOoK<10000000000

N

000000000000 O0000
L,l,,...,l,, 000000000000

427 <

J

Attention: We showed earlier that the Kraft
Inequality is satisfied for instantaneous codes.
The inequality also applies to uniquely decod-
able codes through the McMillan Inequality.

o2

gbobooobbbuooobbbuoogoon
gobobooooobbbouoooobobooo
gboboboooobbboooobbobooan
goboboogoboboboooobbobooaon
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Logarithmic: y ~ log x

Constant: y ~ ¢

"Linearithmic" (ak.a. pseudolinear): y ~ x log x

Loglog of Power: logy ~ c log x

Power: y ~ x°, 0<c<1 and I<c

1.00

0.10 0.20 0.50

1.0 1.2 1.4

Log of Exponential: log y ~ x log ¢

Exponential: y ~ ¢*, 0<c<1 and 1<c

i
6x107 | 1
1
1
5%107 F !
1
4x107 1
1
3x107 | 1
1
1
7L 1
2x10 !
’l
1107 /
4
- _—', .
6 8 10

0 2.6: Generic Functions; [0 0
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2.7 Mean Code Length and Entropy; DO OO OOOOO
OO0

S: Memoryless stationary discrete information S: 0OOOOOO0OOO0O

source

C': Uniquely decodable code C:0000DbOopobooo
g a; as apr
b1 P2 Pm
L: mean code length L: 00000
L = plll —f-pglg + ... —f-leM (26&)
M
= — an log, ¢y, (2.6b)
n=1
where
—1 Ly
Gn = 2 ”:(5)" n=12...M (2.7)
From the Kraft-McMillan Inequality, O000O000o0ooooooon
atet...+au=l (2.8)
we can prove this inequality: doooooooooooooono
M
L>— pulog,pn. (2.9)
n=1

2.7.1 Logarithms; [J[J

Recall the Taylor series for a function f(z) that «O000000000000000O0O f(x)O0O
is infinitely differentiable in the neighborhood O0OOOO0OO0OO0OOOOOOOO

of a number a:

"(a "a (3)a
flx) = f(a)—l—fl(!)(x—a)—i—fQ(!)(x—a)2+f3!()(x—a)3+... (2.10a)
% ) (g
= an!( )= a (2.10b)
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This can be applied (as a Maclauren Series, in
the neighborhood of 0) to the exponential func-

tion (since the derivative of e” is also e* and 00000000 OOO

e =1):

0 0

= eo+e—(x—0)+—(x—o)2+

2 1.3
= 1—|—$—|—§+§—|—...
=2 o

n=0

2¢ 322 _
1+—+§+... (2.12b)
(2.120)
= 1] 1 Ly
¢ = Jim (1+7)
. 1
= lm(1+n)
= 24+
1+
257
44 5
6
T+
(1+n)%
20
150
100
51
0 2 4 s 10

0 2.7 e (= limye (1 4+ 1)) = lim, 0 (1 4+ n)

o6

3=

6

1

11
1+1+-+2+—+...

24

00000000000 =10000
gogootuuouudouuooooooooo

(2.11a)

(2.11D)

(2.11c)

(2.13a)
(2.13b)

(2.14a)

(2.14D)

(2.14c¢)



~1.4 43 A —
0 2.8 lgye(q), 1, logpe(s): IOge() = In(z) = [{(1)dt; 108;{2610} = logz™' =

—log z; fll/x(%)dt = —fl/z )dt = — [[(3)dt;log(3) = —log(2)
system | base units notation example
binary 2 bit Ib,1g, or It | H(X)=—->,pilgp
natural e nat In Inz = [ 1dt
common | 10 | ban, hartley (Hart), dit (decimal digit) log level [dB] = 10 log;, I—IO

0 2.13: Logarithmic Bases; 0 0O 0O O

Table 2.13 shows conventions used when the [0 21300000000000000O0OO0O 2
logarithmic base isn’t implicit. But since digital OOOOOO0OOOOOOOOO0OOOOOO
computers use two-state logic, unless otherwise OOO0OO0O0OO0O0O 200000000000
stated, we will usually use binary logarithms, OO0O0O0O0O0O0O0O0O0O0O0OODOO2.80000
written just “log,” with an implicit base 2. O00D000000oobOoOoooo20004ada
OO00D0D0D0DoDO0doooooooooooon
O0"log” 000ODODOO200000

Lemma; OO

Forx >0, Inz <z —1. x>00000logr<z—-1(000000e€)O
gdd

oooo
Natural log is convex, so always below astraight O0OOO0OO0O0OO0O0OO O OOOOOODOO
line tangent to it (except at the point x=1where 00000000000 OOO00O0O0O x=10
they touch). oooo)

Since the second derivative is negative, the curve bends away from its tangent:

d

1
dx(ln xr) = . (2.15a)
d? d (1 1
1 = — (2 )= —gp2=_—_ 2.15b
dx2( ne) dx (x) v x? ( )
Slope of log, x at © = 1: x=10000 log,.z2 0O0OO
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O 2.9: log, = In (dashed) and x — 1 (solid)

dlog. )| _ 1 (2.16a)
dl‘ r=1 T r=1 .
=1 (2.16Db)

Gibbs’ Theorem: The shortest mean length of OOOOO0O0OO0OO0OOOOOOODOOOOO

a code is bounded by the entropy. ooooood
M
L>-) palog,pn (2.17)
n=1
Proof: Letting 0oo:
T = dn >0
Pn
and applying above Lemma ooooogo
A
Inzx=log,x <z —1 (2.18)
yields OO0oOooOooooooog
log, n < I
Pn DPn

o8



But the logarithmic base can be converted (by 000000000000 0O0OO

the chain rule for logarithms):

dn an
log,, o (logy p—)/ log, e

n n

e is greater than 2, and log,e ~ 1.4, which is e0 2000000log,e~ 1400000000
positive, so,

log, In < (q—n —1)log, e
Pn P
In
Pn log, . < (gn — pn)logye

OO00D0D0D0D0O00OOoooood
Summing over n = 1..M, where M is still the M OOUOODOOOOOOOO MOOOOO

number of code words, ooo
M ¢ M
an log, p—n < Z(qn — pn) logy € (2.19)
n=1 n n=1
But (by eqn. (2.6b)) the average code lengthis OO0 @M eqn.(2.6b)00 0000000000
goooon
L= anln = - an log, ¢, (2.20)
where (following Eqn. 2.7)
an = 2_ln
and
> pa=1 (2.21)

so, by eqn. (2.20),

n

an 10g2 ;])_n =—-L-— an 10g2pn

by eqn. (2.19)

n

< (Z(Qn - pn)> log, €

Youbn=1 (eqn. (2.21))

= (an —1)log, e

uniquely decodable = " ¢, <1 (McMillan Inequality)

<0

29



Therefore, since the code satisfys the Kraft- 0000000 00CO0O0OO0ODOOO
McMillan inequality,

M
L>-Y palog,p,

n=1

s Entropy; 000000 ~
The entropy of an information source is de- 000 SO0000000DO0bO0OO0DoOooo
fined as oo

M
A
H(S) = =) pnlogspn (2.22)
n=1
N J
- Theorem; 0O O ~

ooo

An arbitrary memoryless stationary discrete O0Oo0oobobooooooo soooog
information source S that is uniquely decod- OO000O0bOo0ooooboobobooboobogoon
able satisfys the following inequality: OO0 LO000oooooooooooo

L > H(S) (2.23)

That is, L can’t be shorter than H(S): the 0000000000 Looooooo H(S)
mean code length is no shorter than the en- oooooooon

tropy.
\

2.7.2 Remarks; [

1. Since 0 < p, < 1, 1.0<p,<1000000O

0< H(S)
HNERERE

2. H(S) is at a maximum when p, = 1/M. 2. H(S)OOOOOOOOOp,=1/M (00O
Therefore, 0)oooooooooo

0 < H(S) < log, M

3. When H(S) = 0, there is exactly onensuch 3. H(S)DOOOODOOOOOOOOOnOO
that p, = 1, with all other values of p,, = 0. gododp,=100000000000 p,=0
gogd

Thinking of a number line, it is possible tode- 00000000 O0OOOOOOOOOO [, O
termine [,, which the following inequality de- OOOOOOO0OOOOOOOOOO

termines uniquely.
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3 positive integer [,, such that

O S _10g2pn S

~
~

5, log, 3 —1.6 (for
comparison, recall that log, e ~ 1.4), so

For example, for p,

J,: 0000

l, < —logypn +1 (2.24)

lL,=[161=2<16+1=26

—1,

Exponentiating and summing over n

< log, pn,

gbobbbddn0ooobbooog

227171 < an =1

Therefore (by Theorem2.5.1), the Kraft In-
equality is satisfied, and there exists an instan-
taneous code with code lengths [,,. Its average
code length can be bounded using inequality
eqn. (2.24) above.

Dnlr

So, to summarize these inequalities,

gbbO oobobobo bboboboboobbbbbbdad
251000000 L, 00000000000
gbobobooobobuooobbobuoooon
goooood

—Dn 10g2 Pn + Pn
> (=pn 1085 pn + pn)

n

H(S) +1

goboboooobobobooooooo

/
There exists an instantaneous code which

satisfies this inequality regarding the mean
code length L:

~
SOO000000DOO0O LOoOOobOobooo

0D00000000000000 (0000
0)0

H(S)<L<H(S)+1

2.8 Source Coding Theorem; [ 0 000 O[O

S™: n*® extension of information source S

g

ajay ...ay

Pip1-.-D1

ajaq .

pbip1-

StnO000D00O0OO

.. a1Q9

- P1P2

aprQpr - .- Apr
PmMPM ---PM

)
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Block coding is a method that concatenates
codes together.

According to previous analysis, there exist in-
stantaneous codes that satisfy this inequality:

0000000 (block coding): 00 OO0O0OO
gbobobooogooo

oooobdo s*oboooooboob L, 00
gobobbooooobboboooooooon

L,<H(S")+1

L: mean code length for one symbol

L=

The entropy of an extension equals the order
of the extension times the entropy of the first-

order code.
H(S™)

Proof: Assuming S is memoryless (its events
are independent), the product can be expressed

L: 0000000 bOO0b0DbO

L,/n

goboboogoboboboooobbobooaon
gboboboogoobobood

= nH(S) (2.25)

O0: SO00DO000DbOO0bOOoooobgooo
gbooobog

as
P(X = aj,a4,...a;,) = pla;,)play,) . ..pla;,) (2.26)

=— Z P(X =aja;,---a;,)]log P(X = a;ai, -+ a;,)
so by independence of events (Eqns. 2.26)

= _ZZ Zp a’ll aZQ ’ p(aln>log (p(all)p(a12>p(aln>>

i1=112=1 in=1

log of products is sum of logs

=- Z Zp ai, )p(a,) - pla;,) logp(as,) — -+ — Z Zp a;,)p(az,) - -pla;,) log p(as,)

since respective probabilities sum to unity

"_Zp(ai

in=1

- = Zp(azi) logp(ail) -

i1=1

=nH(S)

11=1 in=1

) logp(as,)

The length per symbol is the length of the extension divided by the order of the extension:

H

Ly

n
H(S™) +1

n

() + -

n
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- Theorem 2.8.1; 0 0O 2.8.1 ~N

There exists a binary information source O00000DOO00O0O0O sboooooo
code C' which is uniquely decodable for a OO0ob0obOoooooobo coooooo
memoryless, stationary, discrete information 0000000 LO0000ooooooo

source S. Its mean code length satisfies oo

H(S)<L<H(S)+¢e (Ve >0)

Review; [0

all codes
non-uniquely decodable
singular
non-uniquely decodable but non-singular
uniquely decodable
uniquely decodable but non-instantaneous
instantaneous (a.k.a. prefix)
comma

0 2.14: Containment Hierarchy of Codes

00
0D0000000000000
00
0D00000000000000000000
000000000
000000000000000
0o (oo)
000

0 215 00000

63



2.9 Practice Exercizes; [ [

2.9.1 Questions

1. Show the code trees of Cy,Cy, C3,Cy, Cs, Cs, C7 and Cy, as presented on [0 93, p.17] and
[0 93, p.29]. Classify each C; as one of the types listed below:
Ch, C, Cs,Cy, Cs, Cs ([0 93, p.17)), C, Cs ([0 93, p.20)) 000000000000 ¢ O
goooooodoodgo

a) comma code; DO OO0

(a)

(b) instantaneous (a.k.a. prefix) code; 00 0O 0O

(¢) non-instantaneous but uniquely decodable; 00 0000000000000 OOO
)

(d) non-singular but non-uniquely decodable; 0000000000000 DOOOOOO
0ood

(e) singular code; 0 0 O O

2. Show the containment hierarchy of instantaneous, uniquely decodable, singular and comma
codes. Show in which part each C; is contained. 0000, 000000O0OOOO0O,O00
OO0,00000b0b0oboo0oobobob ¢, 00boboboboobooboo
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2.9.2 Answers; 0

1. If a symbol is lost, the parser can’t recover the code word boundaries.

2. (Illustrated by following code trees)

O OoOw »

0 2.10: Code Trees; O 0O O

3. (Summarized by following Venn diagram)
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all codes; &5

/ uniquely decodable; \
— RIS TTRE

uniquely decodable but non-instantaneous;
W RF RF 5 C 7% { —EHVICH 5 Al g

C, Cg

instantangous (a.lg.a. prefix);
Iy (B28H)

Cl comma;
avw

C
4 Cr, Cjg

non-uniquely decodable;
— B S AR LR TR

non-uniquely decodable but non-singular code;
AT 5 T4 —EICES R AT ThY

Cg

singular codes; 7
Ce

N—

0 2.11: Code Containment (Taxonomy); 000000 (O00O)
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4. Check the Kraft-McMillan Inequality for C7: C; 000

K=214+922493491

Compare to infinite geometric series oood

Ko, = 27 42724 427" 4 ...

12
1-1/2
=1

OooooOo
K< Ky
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130 3: Various Kinds of Source
Codings; UL OO OOOOOMO

3.1 Huffman Codes; OO O OOO, 1962

reduction of information source O00ooOooooouooo

reduced information source; 0 0 0O 0O 0O

Pick the two smallest probability code words, O0o0o0oboooboooooooboooo
and coalesce them into a single code. O0000000oooooboooon
(00ODO0O0oooooooon)

Sy: reduced information source of S (number of S,: SOO0OO0O0O0 (OO0 M —1)
codes M — 1)

S — S,
ay—1,an — dy
Phr—1 = Pm-1+DPu
g :<a1 as ... ap-_2 a’Ml>
' pr P2 - Pu—2 Py

Huffman Coding Algorithm; 0000000000 OO0O ~

(
Step 1: Each point becomes a node; 00 — 00

Step 2: Combine the two smallest probability points to a new node, making a binary subtree;
0000 pO000000OO0O0OOOOOOOOOOODODO (D)

Step 3: Repeat step 2 to each point of S, until the number of codes becomes 1; S, O 0O O
000 step200000 OO00O0 1000000

y

Through this process, Huffman code is instan- 000000000000 D0O0O0DOOODOO0O

taneous.
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3.2 Compact Code; OO OOOO

e A compact code is a code which has the

shortest mean code length among binary in-

stantaneous codes.

e optimal tree; 0 0O 0

e compact code tree; DO OO DO OOO

OO00O0oOoD: SO0ooobOobOoboo
gboboobouooogobooood

[A Huffman code is a compact code.

gogbobobuoogoboboboooon

Proof:

Se=S(MOOODO), S (M—10), Sy(M—

SOISDleSQD

T;: code tree of S;

00:
20),...,8 (10)

coo D Sy—2 D Sy

T: 500000000

3.3 Markov Information Source (Process); 0000000

An m™-order Markov model “remembers” m
previous states. Modeling a coding process, the
probability of a symbol occurring in a message
depends on finite number of proceeding sym-
bols.

A first-order, or single-memory, Markov model
models its transitions as p(a;|a;), the condi-
tional probability of a; with previous state a;.
For simple example: “Tomorrow’s weather will
probably be like today’s.” Such a system S

comprises states A and transitions 7.

mUO0O00O000000000O00000O000000
gboboboboooooboobbbbouoooon
gooboooon

(00)0000 000:

p(ajla;): 0000000 ;000 ¢; 0000
0000000MO000000000000
00000000000000S000AQO
0TOOOOO

By using the structure of the informatoin source, we can reduce the size of its encoding. For

instance, in English text, knowing that the previous letter is 'q’ strongly suggests that the next

PP ANA4

letter will be v’ (as in “queen,

S:
A:

A transition matrix is square and has inputs
coming in along the rows, and outputs totalled
up for each column. This sum-of-products form
appears frequently in math and engineering.
The first subscript of each transition matrix ele-
ment indexes the input, and the second indexes
the output. The total for each row is unity.

quadrant,” “question,

(A4,7)

{al,ag, c.

PR3

quick,” “quiet,” etc.).

(3.1a)
(3.1b)

G}

gobobooboboboooonoooooooo
gbboooobbouooobbboooaon
gbobobboooooboobobobbuoooon
gbobobobouoooouooobbboooaon
gogoobobodgd



Think of a matrix as a cross-bar that distributes flow.

tin tiz ... lim
t t .. tom

T — 2'1 2'2 . 2 (3.2a)
tml th e tmm

tiy = plasla;) (3.2b)
plaifar) plazlar) ... plamlar)

aila asla . amla

_ ( 1_| 2) P 2.| 2) . P( .| 2) (3.20)

p(a1|am) p(a2|am) e p(am|am)

3.4 Transition Diagram; [ [0 [

oooo
Shannon state diagram: Each node represents O0OO0O0O0O0 ODOOO0OOOOO0OOODOOO
the current information source output. gd

Example: transition matrix corresponding to 00O 3.1000000000O
Figure 3.1.

11 3
5 5 5
_ |11
T_442
11 1
3 3 3
1/5

/ 3/5

1/4

1/5 13

1/2
1/4/\ N 1/3
T~ 1/3 ™~

O 3.1: State Diagram: Ergodic (Hidden) Markov Chain/Model; 0 0000 OO (repeated from
§1.9)
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3.4.1 Trellis Diagram: Markov Information Source (Process); 00 [

oooo (2)

p(ala)

p@ O

)@ 2 PP

p(alc)

p(b) O
b

O p(b)
b

p(c) O

O p'(0)

C p(clc) C

0 3.2

We can obtain the following equation, as illus-
trated by Figure 3.2.

P=pT (3.3a)

Equations 3.3 are shorthand (abbreviations) for
applications of the Markov chain rule, using
square matrix T' to represent all the transitions.

=3
M~ o~

/
Py =

In a 3-dimensional case, point p’ is mapped (cal-
culated) from point p in a triangle embedded in
3-space, as illustrated by Figure 3.3.

For repeated applications of the transition,

ﬁn = ﬁOTn

Trellis Diagram of 3-State Markov Process:
p(e)p(alc); p'(b) = p(a)p(bla) + p(b)p(blb) + p(c)p(ble); p'(c)

p'(a) = pla)p(ala) + p(b)p(alb) +
= p(a)p(cla) + p(b)p(c|b) + p(c)p(c|c)

g32000000000boo

,Pm)T

ooobobobooooooooo ThOoog
eqn. (3.3) 00 0O0OD0OODOOOOO

(D) Doy ) = (P1,D2, - -+ (3.3b)

= pitir + pator + - ..+ Pimtmr = pip(ar|ar) + pap(ai|az) + ... + pmp(ai|an,)
= pitia + Patos + . .. 4 Pmtme = pip(as|ar) + pap(aslas) + . . . + pmp(as|a,)

pltlm +p2t2m + ... +pmtmm - plp(a'm|a'1) +p2p(a'm|a2) + ... +pmp(am|am)

subugboooobob33boob3goon
0000000000 p00 p0O00O0OODO
gbooboooon

gobobbooogoobooooon

(3.4)



0 3.3: 3-Dimensional Probability Transition; D0 O00000000O (p, + pp + pe = 1)—
(pzwpgﬁp;) = (paapbapc)T

That is, the n'" transition can be represented as OO0 00, 00000 7000000
T, the transition matrix 7" raised to power n
(equivalent to successive matrix dot products).

The outer product of two matrices yields an- 2000000000000000O00O0OOOO
other matrix (of necesarily the same size): oobdodooooogn:

a b e f ae bf
(c d><g h>:<cg dh) (3:5)

but the inner or “dot” product (scalar product 000000 (00000)00000000O0O
for vectors) yields a different matrix: Oooo:

a b e f\ [ ae+bg af+0h 5.6
cd] \g h) \cetdg cf+dhn (36)

3.5 Ergodic Markov Process; U 0O OO0 ODOOOOOO

It grows impossible to predict the future (after 00000000000 0O000O0O0O00O0OO
a few generations), except for general steady- 0000000000 COOO0O0OCOOOO
state probability distribution. In an ergodic OOOOOOOOOOOOOOOOOOOOO
Markov process, any state can be reached from O0OO0O000OO0O0O0O

any other state, and in time the system settles

down to a limited description, independent of

the initial state.
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1
2
T 12
010
0 0 1
1 1
03 3
(a) Transition
Matrix

./

(b) Transition Graph

O 3.4: Reducible Graph; “Leaky Flip-FLop”

irreducible Excepting itself, there is no closed
member (“transitive closure” of the set is
the same) of power set. Every point can
eventually (in finite time) be reached from
any other point.

recurrence time the minimum time to return
to an original state. For example, if auto-
transition is possible, 7 = 1. For two-state
system (like even/odd) without such re-
flection, 7 = 2.

periodicity When the recurrence time is di-
visible by integer k and k is the largest
divisor, it is periodic with period k.

non-periodic when k = 1;
Ergodic process irreducible and non-periodic

normal possibility of reaching all nodes: there
is some n such that p7™ > 0.

-

A sufficient condition for an Markov process
being ergodic is that there exists an integer r
satisfying the condition below, where tg;) are
the (7, 7) elements of T"

Theorem; 0 O

00 000000000000000000
0 ([0 93,0 3.3 (a),(b)]); = 0000
00000000000000 [0 93,0
33 (0){1,2,3} 000 ({1,2,3}000)

gboob boboooogogbobobdood
gooboogooboood

000 oobobooobbooobobog kd
guogguoobbobbodooogoon
OoooboOdbO f000b000boon

Oodo0 k=100
goobod booooooboo

00 : 37000000 >0(0O0000)

~

00000000000000000000
00000000000000000 »O0
0000000000000 )0 77 04,j
0ooooo

(r) S
tiy >0 (Vi,j=1,...,m)
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Each state is generated by its immediate ances-

tor (predecessor).

An ergodic Markov process will eventually set-
tle into a steady state, independent of initial

conditions.

For py = (1,0) and transition matrix M = (

This sequence converges, to limits which can be
determined analytically as well as numerically.

Recalling that the identity matrix is (sparsely)
populated by unity along its main diagonal,

and solving the eigenequation,

o= O o= O o= O
N = (G [ — N =

= O
= =

PE =
ﬁ:

O000000000oooooo(oooo)o

gbooboogod

ﬁn = ﬁn—lT

(3.7)

gobobooobobbooobbbouoooon
HEN

= O

(0,1) =po M

= w0

N[= =

VLm0 2
272 = Do - ) i
Gh=mw =00
474 = Do - ) %
31 35

z Y= MA
56,5, (51
16’ 16 -~ 16716
11 5+ )_(11 21
32716 132732

Wl W=
[SSI] ROV )

oUW =W N

S|l
S|= olen

—) =po M° =

32

(3.9b)

(3.9¢)

(3.9d)

(3.9¢)

(3.9f)

gbbobolugooobbooogbbbod
HEN

(3.10)

gbobobouooogboboooooboboo
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pT
FT —M\p =
DY

where A is the eigenvalue (which can be unity),
I is the identity matrix, and p'is the eigenvector.

This homogeneous equation (right-hand side is
zero vector) has non-trivial solution only if the
matrix is singular. A singular matrix is one
whose determinant is zero, which means that
there is a linear dependency of the rows and

columns.

For example, a non-singular matrix yields only
a degnerate solution to the homogeneous equa-

tions:

=\ (3.11a)
0 (3.11D)
=0 (3.11c)

A0D0O0O0D0/OO0O0CO00poOoDoboOOOn

gboboboooobbboooobbobooan
gobobooogoboboooogobbbod
gboboboogoobboood

gboobooobbboooobobboooan
gobooobooogn

1 2 .
(p1,p2) [ 3 4 ] =0
p1+3pe = 0
b1 —3p2
2p1+4p, = 0
o= —2p
Equations linearly dependent | independent
Singularity singular non-singular
Determinant; det M = || M|| =0 #0
Solution non-unique unique

0 3.1: Algebraic Equation System Comparison

The degenerate p = 0 (corresponding to a vec-
tor that is identically zero) is a solution, but
an eigenvector must be non-zero. Such a sys-
tem has a unique solution only if its determi-
nant det(7" — AI) is non-zero, so the existence
of both a zero solution and an eigenpair (eigen-
vector and eigenvalue) means that the solution
is non-unique, the system is singular, and the

determinant vanishes (is zero).
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For the original 2D example above,

T = \pf (3.12a)
PT—1))=0 (3.12b)
0—-1 1
T—]:( L ;_1> (3.12¢)
2 2

(Of course, this matrix no longer has the property that the rows total unity.) Note that T'— I has
linear dependency of rows and columns.

11 -
Pl . | =0 (3.12d)
2 T2
1 1 P2
_pl + §p2 — O (and pl — 51)2 g O) = pl et 5 (3126)
3
% —1 (3.12g)
2
p=3 (3.12h)
1 (3.121)
P1=3 el
1 2
y= (= = 3.12j
Confirming...
1 2
T = (g, §) v (3.12k)

For the more complicated 3D example further OOOO0O0O0OOeqn.(3.11a)00000000
above, eqn. (3.11a) is a compact way of express- 00000000 0OOO:
ing these equations:

(paapbapc)T /\(paapbapc) (3133)
plala) p(bla) p(cla)

(paaplhpC) p(a|b) p(b|b) p(C|b) :/\(paapbapc) (313b)
plale) p(ble) plcle)

(Pas Pbs D) = MDa> Db, De) (3.13c¢)

Ol i = Ot =
Ol i = Ot =
Wl— N~ ot

So, for the example,

BBl =y,
BB LE =
BB E =
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1 e
pa(g—)\)+%+% =0
AT =) =0 Pa 1 3\ o Pe 0
gﬂLpb(Z— )+§ =
3pa Do 1
— 4+ = (=—A) = 0
i +2+p(3 )
Let A =1:
—1—1 —1—1 0 (3.15a)
Pyt S .15a
51? 4pb 3]9
1 3 1
Dy — = =0 3.15b
Do = (Po+ 3D ( )
3 1 2
e+ =pp— =p. =0 3.15
Dot 5Py — 5P (3.15¢)
As foretold above, for this sytem, the determi- 000000000000 0OOOODOOOOO
nant of the matrix does indeed vanish: ooooQoon
_4 1 1 _4 1 1
0 I A O
det| 5 -3 3 |=] 5 -1 3|=0
3 1 _2 3 1 _2
5 2 3 5 2 3

Note that this 7" — I matrix also has a linear dependence of its rows and columns. (The top
row is the negative of the sum [additive inverse| of the second and third rows, etc.)

Since these equations model a Markov process, OO 0O0O0O00O0O0OO0OO0OOOOOOOOOOO
they are not independent. The T'—I matrixhas O00O0O0O00O0 OO00OO0OOOOOOOOOO
a linear dependency of the rows and columns. 0000 (O0)00O0

(The top row is negative of the sum of the sec-

ond and third rows.) Combining (subtracting)

the first two of these yields

—Patpp =0 (316)
but combining (twice) the second and third O0OO002000 3000000000000
yields such a redundant equation: Ooooboooooboo

Pa—Ppb =10

Likewise, twice the first added to the third also 000 2000000 30000000000
yields the redundant equation. obhoobooboobon

However, solving any two of them, combined 00 200000) ,p;,=1000000000
with side-condition ) . p; = 1, yields the unique O0000O00000O00000OO
steady-state solution.

Pa + Db+ De = 1 (317)

Continuing to solve the system (thrice the first 00000000000 (DOO0OOO0OOO 30
equation minus the side-condition), 0ooo)
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125 3

(—g - 5)% + (1 —Dpp=—1.
Also, since, as in eqn. (3.16), p, = pp,
17 1
_gpa - Zpb =-1
—68 —5
o0 Pa= 1
_ 20 33
Pa = Pb = 737 Pec = 73
ﬁ = (pavpbapc>
20 20 33
= (55550 5) & (0.27,0.27,0.45)
Confirming...
pr=p (3.18)
11 3
20 20 33 [ 3 5 3 20 20 33
g 1 1 1 = (= = = 3.19
Hmn|i1: | " mmn Vv (3.19)
3 3 3
3.5.1 Formal Consideration
- Theorem; 0O O ~

If a finite state Markov process is ergodic,
the steady-state probability distribution p'=
(p;) that satisfies the characteristic equation

is unique and

0000000000000000000
00000000000000000000
F=(p) 00000000000

y

p; >0 (221,,7’”)
N
e Vinitial states, there is a constant probability VOUOUOUO —= 0000000000000
distribution limit. The initial state doesn’t O0O0OOO0O0O(00O0O00OOO)O
matter (since there is no recurrence period).
r Theorem; 0O O

If a finite state Markov process is ergodic,
an arbitrary initial probability distribution
¢ = (¢;) converges on a final (stable station-
ary steady-state) probability distribution af-
ter the transient behavior dies away.

lim ql-(”) =i

n—o0

gbobogobogobooboobboon
000000000000 ¢=(¢) 0000

~
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- Markov Rule; O O

A transition matrix T of a Markov process

has unity as eigenvalue, and

Pn =

P = (p1,p2,.-.,Pm) is an eigenvector of T
with eigenvalue unity, and there is only one

that satisfies > p, = 1,p, > 0.

ggoboooogg

N

oobooboobooboobogb T4
1ugggobooouoogoon

|G|

> laxl

000 7= (p,pa....pm) 0 TOODOD 1
00000000000 p,=1,p,>00
00000000 O000000

y

Proof: The sum of each of the rows of transition
matrix 7" equals unity. Therefore, det(7T — 1) =
0, and T'— I is singular. This implies that unity
is an eigenvalue of T', and a vector ¢ # 0 satis-

fies the following equation:

qT -

To write each element of the matrix, note that
for t,1, = p(ax|a,), and each output state k has
probability gy.

0D0: 0000 700000000 10000
D000det(T—1)=000000 T—100
0D00000000 10 700000000
0000000000000 D0000D000O
00 ¢£0000000
=0 (3.20)
000000000000 0000000t,, =
plagla,) OO OO

n=1

The sum of absolute products is no less than the
absolute sum of products. (The absolute SoP is
bounded by the absolute series.)

O000000000O0o0ooooooooo(@o
O000000000oooooooooon)

m m
Z |Gntnk| > |ZQntnk| = |l
n=1 n=1

N[

For instance, ¢, = (1,1),T

)

Sum up, with k as an index, m outputs

N N~
N

yields [1] + | — 1| > |1 —1].

(columns):

k=1 n=1

Since T is a transition matrix, the sum of ev-
ery row is unity. Since for any input (row)
> e [tak] = 1, equality is achieved, and

gooo

EOODOODODOOOO

k=1

S |tw/=100000000000000
OoOoooOoooooo
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n=1

Therefore, ¢ = (|gn|) is a eigenvector of T. It OO00O¢ = (l¢,)) O T OOOOOOOOO
is still a eigenvector if uniformly scaled (multi- 000000000000 O00O0O0O0COOO
plied) to normalize, oooooood™

]
> e lawl’

and p = (p,) is a unique eigenvector corre- OOO0O0Op = (p,) OOOOO TOOODO 1
sponding to eigenvalue unity of transition ma- 000000000000 D0O0O0ODOOOOO
trix T gooogo

3.6 Source Coding of (First-Order) Markov Process (In-
formation Source); 000000000000 ODOOOO

Let a; be the current output. Make Huffman O0O0O00 o, 0000000000 OCDOOOO
coding C; while taking the probability of next 0000000 (p(ai]a;), plas|ai),. .., plam|a;))
symbol (p(ail|a;), p(az|a;),...,planla;)) intoac- 0000000000000 C; 00000

count.

L;: mean code length of Huffman coding Cj: L 000000 ;000000
Mean code length of Markov process is: O00b000o0o0ooboboooooboooon
ooogo

L =p(a1)Ly + plaz) Lz + ... + p(an) L

L: mean code length when Huffman coding with ~ L: (p(a1),p(as),...,p(a,)) 000000000
(p(a1), p(az), - .., plam)) 00000000

L<L

3.7 Run-length encoding (RLE); 00000000

RLE is especially useful if the data is naturally OO0O0O0O0O0O0O00O0OO0O0OOOO0OOOOOOO
sparse (mostly zeros) or has been filtered by a 0000000000 RLeO0DOOODOOOOO
predictive filter.

ptg=1leg=1—p
01
S —
p q
memoryless information source Oo0o0oooon
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n

— .
If p =~ 1, we can expect long runs of zeros, 0100...01..., using n to count the number of zeros

=p'q, Y p(n)=
n=0

Confirm that the sum of the probabilities is OO0 O0O 100
100%:

in each run.

S = qu
ZQZP

= q"+p" +0°+..)
pS = ¢q( prpi )
S1-p) = @’

q
S = —
I—p

=1 \/
Arbitrarily long run length is impossible tohan- OO0O000O0O00O0O0O0OOCOODOOOOOOO
dle practically, so block it into finite chunks no 0O = 0000 run length M 0000 (M O
longer than length M. oooo)

ptq f0<n<M-1,
pin) =19 ., .
P if n =M.

(This is similar to the optimization of comma codes such that a codeword is terminated by a

(3.21)

designated symbol or upon reaching a maximum length.)
M-1
S = > g
n=0
M-1
= q> p'
=0

= qg@"+p'+p*+...+pMh
pS = q(  p+p+.. +pM T 4pM)
(

S(1=p) = q(* —p")

1—pM
S =
ql—p

Example: 001010001000000100000011" would be parsed (counting zeros) as 2,1,3,4,2,4,20,
which is distributed as p(0)=3, p(1)=g, p(2)=32, p(3)=g, p(4)=2. So the information would
be sent as 00—010—011—10—00—10—00—11 (separators shown just for clarity; they’re not
transmitted). In this simple example, the coding factor is only 24/18, but a larger example would

show a higher compression ratio.

Then Huffman code the M-piece blocks. MOOOOOOOOOoooooooO.-ooo0d
Ooooooood
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3.8 Source Coding and Algorithm; 0O OOOOOOOO

0O

2-pass Huffman coding
unknown occurrence probability

need to find occurrence probability

goobooodgooo

goooood

gboobobooooogoboo

a az ... Qap

First pass measure the occurrence possibility

Second pass make a Huffman code

gbo gbbooogodgn
gbob gboboboogoooboo

(093, p.53] 0000

H‘ symbol ‘ fraction ‘ prob. H comma codes H‘

HEN gooo

16
32
8
32
4
32
4
32

O Qwm =

g gobooo
0.5 0 1

0.25 10 01
0.125 || 110 000
0.125 || 111 001

O 3.2: Sample 2-Pass Huffman Coding [0 93, p. 53]

Make a Huffman code based on the
observed probabilities.

Exercise:

3.9 Ziv-Lempel Coding; ZL

Basic strategy: create and reference dynamic
dictionary by incrementally scanning the input

source.

Parse source sequence into strings that have not
yet appeared:  After every break, look along
the input sequence for the shortest phrase not
previously observed. As it’s the shortest such
string, all of its prefixes must have occurred ear-
lier. Encode as the location of its longest prefix

and its last bit.

g 0bootoudduoooooooon
gobod

HEN

goboboobobobboooobbobooon
gboboboogoobobood

goboboogoboboboooobbobooaon
gbobobooobbooobbbbouoogon
gobobooooobbboooooboboo
goooobobbobboooooooooon
godbdobgbobobouooobbobo
gbogbobouboboooooboobago
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Example:

0100010010111101000101000101101000

0/1/00/01/001]011|11]010/0010]10]00101]101|000

There being 13 phrases, [log, 13] = 4 bits are
needed to describe a dictionary index (location)
without optimization.

0 1 00 01 001 011 11

wo w1 w2 w3 w4q ws we wr
(wo3)0  wo3l w130 wisl  wszl  wasl wasl
0 0;1 01;0 01;1 011;1 100;1 01051

Bobobogoboooboooboobboo
obooobooboobooboob40000d
goooo

010 0010 10 00101 101 000
ws w9 w10 w11 w12 w13
w30 w530 w230 wo3l w1031 w330

100;0 0101;0 0010;0 1001;1 1010;1 0011;0

0/01]/010]011|0111|1001]|0101]1000]01010[00100]10011|10101]|00110

00101001101111001010110000101000100100111010100110

In this short example, the output stream is
longer than the input stream (negative compres-
sion!), but as the source stream lengthens, the

mean code word length approaches the entropy.

3.10 Arithmetic Coding

gboboboooobobbbouooooooboo
gboboboooobbboooobbobooan

(Paraphrased from http://www.fags.org/faqs/compression-faq/part2.)

Arithmetic coding works by representing a mes-
sage as an interval of real numbers between 0
and 1. As the message becomes longer, the in-
terval needed to represent it becomes smaller
and smaller, and the number of bits needed to
specify that interval increases. Successive sym-
bols in the message shrink this interval in accor-
dance with the probability of that symbol. The
more likely symbols reduce the range by less,
and thus add fewer bits to the message.
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Fmm— Fmm— o ——— +
| 18/9 YY | YYY | <-
| Fomm - + YYX +<-
| Y | | YXY | <-
12/3 | YX | YXX |<-
Fo————————— Fo————————— Fo————————— +
I I 116/27 XYY |<-
| | o ———— +
| | Xy | |
| | | XYX | <-
| 14/9 | |
| F————— F—————— +
| | | |
| X | | XXY | <-
I | 18/27 |
| | t———— +
| | XX | I
| | | | <-
| | | XXX |
| | | |
|0 | | |
Fomm Fmm— Fmmmmm————— +

31/32
15/16
14/16
6/8

10/16

4/8

3/8

1/4

Codewords

.100

.011

.01

0 3.5: Arithmetic Coding Example; 0000 OO
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As an example of arithmetic coding, illustrated
in Figure 3.5, consider an example of two sym-
bols X and Y, with probabilities 2

1
2 and 3, re-
spectively. To encode a message, examine the

3
first symbol: If it is an X, choose the lower left-
most partition; if it is a Y, choose the upper.
Continuing in this manner for three symbols,
we get the codewords shown to the right of the
diagram — they can be found by simply taking
an appropriate location in the interval for that
particular set of symbols and turning it into a
binary fraction. (In practice, it is also neces-
sary to add a special end-of-data symbol, not

represented in this simple example.)

3.11

Gray Codes are lists of all binary numbers of a
certain length such that any two adjacent num-
bers in the list differ by exactly one bit.* A
natural instance of such a code is the binary re-
flected Gray code, since it can be generated in
the following manner: Take the Gray code [0,
1]. Write it forwards, then backwards: [0, 1, 1,
0]. Then append Os to the first half and 1s to
the second half: [00, 01, 11, 10]. Continuing,
write [00, 01, 11, 10, 10, 11, 01, 00] to obtain:
[000, 001, 011, 010, 110, 111, 101, 100], etc.

%http://mathworld.wolfram.com/GrayCode.html

Gray Codes; U0 00O

000000350000000000000
002 i00000XYOOOOoooooo
000000000000000000000
00000 X000000000yooooo
000300000000000000000
000000000000000000000
000000000000000000000
000000002000000000000
000000000000000000000

gbobobooooobboboogo

gboboboooobbboooobbooan
guobgboboobobobodoboobn
gbbboooougobobooooboo
O00000D0ODODOOObinary reflected
Gray Code 000 O OODOOO0,1]00000O
goboboodgboobbooboobonbo
0,1,1,0) 0000000000000 0000
00000 100000(00,01,11,100 0000
goo

3.11.1 Baguenaudier, Patience Puzzle, Chinese Rings, Devil’s Needle

Known variously as the “Patience Puzzle,”
“Baguenaudier,” or the “Chinese Rings,” this
commercially available puzzle is related to the
“Towers of Hanoi” puzzle. In emacs or mule,
type M-x hanoi (M-x is the same as Esc x).
One can specify the number of rings with a
numeric argument with Ctrl-u (Control4u).
Example: Ctrl+u 7 Esc x hanoi (followed by
RETurn).
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Describing a ring on the shuttle as ‘1" and off
as ‘0’ (and remembering the natural conven-
tion that the fastest-changing position is the
LSB, the starting position for a 6-ring patience
puzzle would be 111111, or 634g.
sponding decimal Gray Code sequence is: {0,
1, 3,2, 6,7, 5,4, 12, 13, 15, 14, 10, 11, 9, 8§,
24, 25, 27, 26, 30, 31, 29, 28, 20, 21, 23, 22,
18, 19, 17, 16, 48, 49, 51, 50, b4, 55, 53, 52,
60, 61, 63, 62, 58, 59, 57, 56, 40, 41, 43, 42,
46, 47, 45, 44, 36, 37, 39, 38, 34, 35, 33, 32},
where the starting point is the peak 63 (43/64
of the way through the sequence); the goal is 0
(at the beginning); and the dead end is 32 (at
the end). This sequence can be visualized as a

The corre-

“fractal (self-similar) asymmetric wing,” as in

Figure 3.6.

60

50

40

30

20

10

000000000000 °00000000
‘0000000@O000000000000
Dwse000000000600000000
0(00000)000000 111111,0000
63,00000000 100000000000
{0,1,3,2,6,7,5,4, 12, 13, 15, 14, 10, 11, 9, 8,
24, 25, 27, 26, 30, 31, 29, 28, 20, 21, 23, 22, 18,
19, 17, 16, 48, 49, 51, 50, 54, 55, 53, 52, 60, 61,
63, 62, 58, 59, 57, 56, 40, 41, 43, 42, 46, 47, 45,
44, 36, 37, 39, 38, 34, 35,33,32) 000000
000000000 63(43/64)0000 000
00000000 32000000000 3.60
000000000000000000000
0ooooo

30

40 50 60

O 3.6: Gray Code Sequence

As seen in that figure (63—61, 31—30, 15—13,
7—6, 3—1), if the number of rings in the puzzle
is odd (1, 3, 5, etc.), the correct first move is to
take off the first ring, but if the number of rings
is even (2, 4, 6, etc.), the correct first move is
to take off the second ring
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140 4: Information and Entropy; U U
Jooooodgd

4.1 Information quantity; O O [

4.1.1 Logarithms; [ [

\

0 1/x 1

0 41 {9 1 ey () = Lin(e) = [F(Dd = I(}) = ~I(2); L logy0(r) =

) t 1)
p 10%2,6,10(6)

Table 2.13 reviewed the common logarithmic 0 4.10000000000000000O
bases. Figure 4.1 illustrates the definition of
the natural logarithm, juxtaposed against anal-

ogous scaled inverse hyperbolas for other bases.

Recall (§2.7.1) that “e,” the base of the nat- §2.7.100000000e000000000O0O
ural logarithm can be defined by the following 0O OO

equations:
= lim (1+ Ly 4.1
e=tm (1+2) (4.1)
’ 1+ +$2+ LTy (4.2a)
e’ = T+ —+...+—+... 2a
2 n!
o l’n
n=0
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Table 2.13 showed conventions used when the
logarithmic base isn’t implicit. But since digital
computers use two-state logic, unless otherwise
stated, we usually will use binary logarithms,
normally just written “log”, with an implicit
base 2.

(0213)0000000000000O0OOOO
goobobogobboboouobbooobboo
goboboogobobooooobbooaon
OO0O000obooboooobooooodlogd
goboboooooboobooogo

4.2 Equation which follows information quantity; [0 O [ [

Joogn

Any measure of information must be invariant
across its format. The information of a joint
source should be equal to the sum of the infor-
mation contents of the individual sources.

parallel

——
UMN) =TU(M) + U(N)

The logarithmic function has this quality. For
example, being informed of someone’s birthday
as a month and date together (“in parallel”)
should have the same amount of information as
being notified of those separately (“serially”).

logab = loga + logb
log 365 =~
26 ~ 11415 4/

goooguoobbobbiooooooobobbobn
goboboobobobogobobooooooo
gbogobobooboobuodgboobonbo

serial

(4.3)

godbdbdbobooobobobobada
gboboboogobobbbouoooobobbod
gobobobooooooboboooooobooo
gboboboooobobobbooooobobon

log 12 + log 30 (common logs, base 10)

4.3 Complexity and program length; 00O OO0 OO OO

Joodn

4.3.1 Kolmogorov Complexity; 00000000000 OOONO

Kolmogorov, Chaitin, and Solomonoff devel-
oped the idea of complexity of a pattern (string,
2D image, ...) as the length of the shortest pro-
gram for computing it. Kolmogorov complexity
is the minimal descriptive length.

The computer, the most general form of data
decompressor, will use such a description to ex-

hibit desired object after finite computation.

Occam’s Razor:
best.

the simplest explanation is

38

goobog,0obbbdod,b oogogb d
gbbobood 2000000000000
gboboogoobobboooobbboooan
godbobobobobuaboooogbaoo
gobobooobodooobbooobooboo
gobobooogogoo

goboboboboouoboboobobdoogn
gbobooooooobboooooboboboon
gbobobooooobbobooooobobob

godbbodgogobooobobooboo
goo



| complexity; 00O | computational; 00000000000

algorithmic; O O 0O 0O OO

domain; [ [J time, space; U

goog descriptive; O O 0

metric; 0 OO0

program execution; 0000000000

program length; OO0 000000

O 4.1: Complexity; O 0O O

The Mandelbrot set (Figure 4.2), even though
it seems very complicated, has a very simple
description and hence, a low Kolmogorov com-
plexity.

2 224+ C 200 < 00

For example,

000000000 (042) 00000000
gboobooogboon
gobobobooooobboobobooooobooo
gog

(4.4)

C=1:0,1,2,5,26,...,00

C=i:0,i,(—141),

—i, (=1 +1i),—

4.4 Characteristics of Entropy; U U 0D OOUOOOOOOO

HEN

Entropy is a measure of the

uncertainty (disorder)

of a system. Infor-

surprise
mation is reduction in uncertainty.

Before learning the value of a random variable,
like tomorrow’s weather, we are uncertain about
it. When the value is revealed to us — a fore-
cast or prediction of rain, for instance — we are
to some extent surprised. And we use this re-
duction in uncertainty as information, say by

carrying an umbrella.

If X is a random variable with values x, each of
probability p(z),

goo

goooodan gooooboood

gbobobooogooo

gboboboooobobbbuooooboboo
goboboogoboboboooobbobooaon
gbbogoobbboooobobbboooan
gobboooogoobobboboboba
gbbouooobbooooobooooboo
goobooon

00 XOOp(x) DO xOOODOODOOOOO
HEN

H(X) = —Zp ) log p(x (4.5a)
= Z p(z 1og (4.5b)

1
= FE,[log @] (4.5¢)



0 4.2: Part of the Mandelbrot Set, which has low algorithmic (Kolmogorov) complexity; 0 O O
ddddododooouoooouooooouoouououooo

where E,[f(x)] means the expected (average) E,[f(z)]0 f(z)0000000O
value of f(z) with probability distribution p of
.

Note that entropy is a function of the probabil- OOO00000O0O0O0O00O0DOOOO p(z) 00O
ities p(z), not of the actual values or meanings ODOO0O00 00000000
of x.

Also note that O0000O00Ooooo
Y plz) =1 (4.6)

xT

since every trial yields a result (event), per §1.2. 0000000000000 O0O0O (§1.2)0

Unless otherwise stated, units of entropy are 00000000000 0OODOOODOOOOO
bits. Conversion between bases is straightfor- OO0OOO0O0O0O0O0O0OOOOOOOOOOOO
ward, since (via chain rule for logarithms) Oo0ooooooooog
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log,p = log,a log,p (4.7)

(4.8)
For example, to convert from nats to bits, 0000000 (00000e¢ 00000 (OO
000 2)000ooooood
bits bits/nats ~1.4 nats
~— ~ =
logop=log,e Inp (4.9)

(This resembles the chain rule for joint proba- 0000000000000 00ODOOCOO
bility: p(z,y) = p(z)p(y|x).) 00m

4.4.1 Equiprobable Distribution; ] [J 0 0 0O [

A fair die can land in any of M states withequal OOO0O0000O0OOO0OOMOOOOO 1/M
probability 1/M. Using eqn. (4.5a), theentropy 0000000000000 DOOOCOOOOO

of a toss of such a die can be calculated: O00000Oeqn.(4.52) 00000000000
M
1 1 1 1
H—,—,...) = — — log — 4.1
(M’ M’ ) — M Og M ( Oa‘)
! E 1 ! (4.10Db)
= —— 0g — .
M £« 800
1 1
= ——Mlog— 4.1
37 M log 57 (4.10¢)
1
= —log— 4.10d
g 77 (4.10d)
= logM (4.10e)

4.4.1.1 Trivial Example: Computer Memory

billion
- million
%6% thousand
~
H(1GB) = log, 22 2" =233 = (23)11 bits (actually 8,589,934 7592 )

binary
4.4.1.2 Example: Fair Coin; OO O OO00O0O
A coin is like a 2-sided die: O00d0Oo0O000ooOoooooooooo

Table Table 4.2 shows some equiprobable distribution entropies.

1 1 1 1 1 1
1
— _log-—
Og2

= 1 bit
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object equiprobable states entropy
0o ooooo Oooood
fair coin; 0000 O 2 H(3, %) = log 2 = 1bit
fair cubic die; 00 O O 6 H(g, 8.8 8:8:8) = log 6 ~ 2.6 bits
months; [ 12 H(3,...) = logl2=1log6+log2 = 3.6 bits
deck of cards; 0O 00O 52 H(z,%5,...) = log 52 ~ 5.7 bits

O 4.2: Entropies of Some Common Equiprobable Distributions; 00 000000000000
OO0

4.4.2 Nonequiprobable Two-State Distribution: Unfair Coin; [0 0 0O O
00

The toss of an unfair coin can be modeled asa 0000000 OC0OO0OOOOO xOOOO
random variable X such that godoOoooooog

) heads; O probability p
] tails; O probability 1 —p

Alternatively, using [0 93|’s notation, gobobboogobobobuooooobon

X:(l 0 ) (4.12)
p l—p

H(X) = H(p,1—p) = —plogp — (1 —p)log(1 — p) = Hy(p) (4.13)

That is, “Ha(p)” is special notation fora2-state 1000000000 Hy(p) DO OO OODO
system, since there is only a single degree of OOOOOO0OO0OOOOOOOOO
freedom.

4.4.3 Diversion: Zero Probabilities; OO0 OO 00O

When we write the probability distributionofa OOOOOOOOOOOOOOOOOODOOO
random variable, we don’t bother with impossi- 0000000000000 OOOOOOO0O
ble states, i.e., those states with zero chance, 0000000000 O0OOOOOOOOOO
like a coin landing on its edge. Extending O00O0O0O0O00OO0O eqn.(4.12) 000000

eqn. (4.12) above, Oo0000OO0O0ooooooo
X = 1 (heads) 0 (tails) ? (edge)
- p 1—p 0
How would the inclusion of such zero probabil- OOO0O0000OO0O00 0o0O0OOODDOOOO
ity states affect entropy calculation? O00D0Oo00oooooooooooon
H(p,1—p,0) = —plogp— (1 —p)log(l —p)—0log0 (4.14)
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But what is 0log0 (since log0 = —o0, as seen 0Olog0) DO 000000 (logh = —oo OO,
in Figure 2.9)7 0 2.9)0

By looking at the graph (Figure4.3) of —plogp 0000 (043) 0O0O0OO0OOO0OOO
—plogp, we can observe by continuity that lim, ,o(—plogp)=000000000

lim,_,o(—plogp) = 0.

O 4.3: [p, log(1/p), and] plog(1l/p) = —plogp. Note that lim, ,o(—plogp) = 0 as the linear
function overpowers the logarithmic.

A more rigorous approach invokes I'Hopital’s 0 2.6.1000000000000000000
rule, which confirms that linear functions ‘over- 0000000000 DO0O0O0OODOODOOO0O
power’ logarithmic functions, as anticipated by OO OUOOO0OOOO O OO 'Hopitald O OO
Table 2.6.1. oooooo

[ f

lim —= 4.15
ia g(t) t=ag(t)’ (4.15)
where o/ (t) = Lo(t).

Applying this rule to find —plogp at p =0, p=00 00 —plogpOO0D00OO0ODOOOO

goobooogod
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NIF —
[EEY

O 4.4: Dyadic entropy Hs(p) = H(p,1 —p)

. . —logyp
Ilgr(l)—plong = Il)lg(l) p

~ lim %(—logzp)
=0 2 (p7h)

ip (= Inp)(log, e))

= lim
p—0 -—p72
—ptlog,e
p—0 —p~

2

I P
= tim(® (log, )

:0\/

4.4.4 Properties of Entropy; U0 OO OOO OO

e Since p is within closed unit interval, 0 < e 0<p(x)<1,000 log(ﬁ) >0,00
p(zr) <1, log(ﬁ) >0, so Hy(x) > 0. O Hy(z) > 00
. nooo
e Hy(p) is convex. e Hy(p) DODOODO
o Hy(0) = Hyo(1) =0. Whenp=0orp=1, o Hy(0)=Hy(1)=00p=0orp=100
the variable is not random, and there is no 00000000000 0o00ooooaon
uncertainty. “The constant complainer is 000000 M0O0000oOooOooOoaon
soon ignored.” doooooom
e The dyadic entropy function is symmetric, e 100000 DOODOOOOOODODODON
with maximum in middle: ooooooooon:
1 11
Hy(=)=H(=,=)=1 4.17
2(5) = H5.5) (417)



dp

@b&p+ﬂ—mﬂ%xl—m:p%+b&p+0fww—%gﬂ—n+b&ﬂ—mX—D

1

=1+logyp—1—logy(1—p)
= log, p — logy(1 — p)

logy p — logy(1 —p) =0
p=1-p

P:§

4.4.5 Example: 4-state Random Variable; 00 ODOOOO0OOOOOO0O

HEN

QU O o e

Alternatively, using [0 93]’s notation,

The entropy (in bits) of a random variable
corresponds to the minimum expected num-
ber of (binary) questions (diamonds [¢s] in the
flowchart of Figure 4.5 below) required to re-
solve or determine its value. To calculate the
expected number of yes/no questions needed to
determine a random variable, sum the products
of the respective probabilities for each value and
the number of questions needed to determine
that value.
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with probability1/2
with probability1/4
with probability1/8
with probability1/8

gbobbobouooobbbobuooooobon

gobobooooobbbouooooooooo
gboboboooobbboooobbobooan
O0(0450000000000 000 )O Yes
O NoUOUODOODOOOODOOoDOOoOooDOooo
gobobooooobbbooooooooo
gboboboooobobbbouoooobbboo
goobobooogoog



avg. number of questions to determine s =

For this particular example (in which the prob-
abilities are powers of %), the entropy can be
achived by Huffman coding, but other distribu-

tions generally require more complicated encod-
12

3:3)
would use a single bit to distinguish the codes,

ing. For instance, a first-order encoding of (

but higher-order extensions could use Huffman
coding to approach the bits/symbol limit set by
the entropy.

(s = a) (number of questions to reach a)

+ o+ =
S|

—_ —~ —~
V2)

s = b) (number of questions to reach b)

= ¢) (number of questions to reach c)

»

= d) (number of questions to reach d)

S

~—~

question)

+ ool 4

(2 questions)
+— (3 questions)

+= (3 questions)

OO H |

7
1 questions 4/

0000000000 1/2000000000
000000000000000000000
000000000000000000000
000000000000000000000
000(s,3)000000000000000
000000010000000000000
000000000000000000000

gbobobobouooogboboooogboboo

ooooooo

4.5 Conditional Entropy; OO U0 OOOOOO

oooo

4.5.1 Joint Entropy; OO 00O 00O

Entropy can be generalized for systems of mul-
tiple variables or dimensions. Usually there will
be some relationship (correlation) between the
variables, as shown Table 4.4. (Note that the

joint distribution is not a transition matrix.)

4.5.1.1 Joint Distributions; 0 0 0O [

Q. When does p(z,y) = p(x)p(y)? A. Only
when p(2)p(ylz) = p(y)p(zly) = p(z)p(y): ie.,
when X and Y are independent, like separate
tosses of a coin or rolls of a die. Otherwise, each
variable serves as a hint for the other, as in Ta-
ble 4.4, and the joint probability is given by the
chain rule for conditional probability.

goboboogoboboboooobbobooaon
gbbobooogbbboooobooboo
Ooo0oO0o0oO0oO0O0O0 (Dooo)oooooo
(044)000000000DODOOODODOOO
gooboogom

Q. 00 p(x,y) = plz)p(ly) OODOOOOA.
p(@)p(yle) = p(y)p(zly) = p(z)p(y) 0000
gobodbod XO0yYUouooboooooo
goodoooobobbbbooooooogg
guoodobubbogooooooooooon
0000000000000 000 (O 44)00
goodooooooobbbbbooooog
goooooooboogo
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‘H Dimensionality Space Data Structure Example Measure ‘H

0D point scalar: primitive | magnitude, speed, duration
1D line vector velocity, v = (z,y, 2) length; O O
plane, sur- mi; Mz ... Mk
face, face, Mo1 Moy ... Moy
2D polygon matrix table, M = : _— : area; O
mj1 Mja ... Mg
3D solid, poly- volume; O [J
hedron,
volume
array

0 4.3: Dimensions and Arrays. (Note: “primitives” in modern programming languages are types
like int, float, enumerated, ...); 00000 (DOODO00OO0O0O0OO0OOOOO0O0OOOOOOO
int, float, enumerated 00O 00O O ONO)

marginal distribution;
oood
uncloudy cloudy
not rainy 5 .25 .75
rainy 0 .25 .25
marginal
distribution 5 D 1

0 4.4: Example of Dependent Variables (cloudiness is hint about rain); 00 0000 (0 OO

0): rainy = cloudy and uncloudy = not rainy: H(rain) = H(3, 3) ~ 0.8; H(Rain|Cloudiness) =

5-04.5-1= 3 bit; H(Cloudiness|Rain) = 2H(3,2) + 1H(0,1) ~ 2 - 0.9 ~ 0.7 bits
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()

yes

no yes

S ()
no yes

no

)

O 4.5: Flow Chart for Determining Value of Random 4-state Variable; OO0 000000000
guooooooobobod

p(x,y) = py)p(xly) (4.18a)
= p(z)p(y|z) (4.18Db)

4.5.1.2 Joint Entropy; 0 00 0O0OODOO

H(X7Y> = _Zzp<xay) logp(x,y) (4.19&)
= —Ellogp(z,y)] (4.19Db)
. E[m] (4.19¢)

4.5.1.3 Example: Joint Distribution; 0000 OO

Let X and Y both take on values drawn from {&,$, 0,6} 000000000 X0O Y OO
{&, $, 0, d}, according to this probability diss 0000000000000
tribution:



H(X))

equivocation mutual irrelevance
Hgﬁﬂet;% information IR
HOAY) HEERE H(Y1X)

106G Y)

H(X) H(Y)

O 4.6: Venn Diagram: Joint Entropy and Mutual Information; OO 0O: OOO0O00OO0O00OO0O0O

Oo0od
marginal
X distribution
& % Q o

& | 1/8 | 1/16|1/32|1/32 1/4

% Sl 1/16 1/8 |1/32]1/32 1/4

©11/16|1/16 | 1/16 | 1/16 1/4

& 1/4 0 0 0 1/4

marginal
distribution 12| 1/4 | 1/8 | 1/8 (1)

Since the two variables X and Y can bethought OO0O0O0 X O Y ODOOOOOOOODOOO
of as forming a composite variable, thisisequiv- OOOOO0O0OOO0OOOOOOODOOODOOOO
alent to: goooo

bd O Vb b0h &O OO0 0O M0 &0 00O MO SO 06646
1/8 1/16 1/32 1/32 1/16 1/8 1/32 1/32 1/16 1/16 1/16 1/16 1/4 0 0 0

The respective entropies for X, Y, and (X,Y) 0000000 X,Y,0 (X, Y)OOOGooOo
are easily calculated (from the marginal proba- 0000000000000 0C0OO0OO
bilities):

=
o)
I

H(1/2,1/4,1/8,1/8) [using the marginal distribution of X]
= 7/4 bits [remembering 4-state example above in §4.4.5]
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H(Y) = H(1/4,1/4,1/4,1/4) [using the marginal distribution of Y]
= 2 bits [using eqn. (4.10e) above]

H(X,Y) = H(1/8,1/16,1/32,1/32,
1/16,1/8,1/32,1/32,
1/16,1/16,1/16,1/16,
1/4,0,0,0)

— —1/8log(1/8) — 1/161og(1/16) — 1/321og(1/32) — 1/321log(1/32)
—1/161og(1/16) — 1/8log(1/8) — 1/321og(1/32) — 1/321log(1/32)
—1/161og(1/16) — 1/16log(1/16) — 1/16log(1/16) — 1/16log(1/16)
—1/41log(1/4) — 0log(0) — 01log(0) — 0log(0)

— 3/8+4/16+5/32+5/32
+4/16 + 3/8 + 5/32 + 5/32
+4/16 4+ 4/16 + 4/16 + 4/16
+2/4+0+0+0

= 27/8 bits

4.5.2 Conditional Entropy and the Chain Rule; 00O 0O0OOOOOOO
aood
A chain, such as a MIDI (computer <> keyboard MIDI (computer <+ keyboard <+ sound module

< sound module <+ mixer ...) “daisy chain,” < mixer ...) O000000O0000O00OO
makes a linked list by tying each element toits 0000000000 OODOOOOOOOOO

neighbor. OO0oooooooooo
Conditional entropy is the entropy of arandom O00000000000O000O0O0OODOO0O
variable, given another random variable: O00D0O0000oooboooooooon
“given” A
H(Y|X) =2 ) p@)HY|X =) (4.20a)
TEX
= =) @) plylr)logp(ylz) (4.20b)
zeEX yey
= — Y pla,y)logp(ylr) (4.20¢)
TEX yeYy

The joint entropy of a pair of random variables 000000000000 OODOOOOOOO
does not generally equal the sum of the respec- 00000000 O0O0OOOOODOOOOO0O
tive entropies.

H(X,Y) £ H(X) + H(Y) (4.21)
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Chain rule for entropy: the entropy of a pair 000000000000 OODOOOODOOO
of random variables is the entropy of one, plus 0000000000000 OOOOODOOO
the conditional entropy of the other. (See Fig- 000000000000 0O00O0O0OOOO
ure 4.6.) 000000 4.60

HX,Y)=—= > plz,y)logp(z,y) (4.22a)

zeX yey

Bayes’ rule (eqn. (1.36)), chain rule for probability

==Y plx,y)log (p(y|z)p(x)) (4.22b)

log of product is sum of logs

== pla,y)logp(ylz) — > plx,y)logp(z) (4.22¢)

definition of conditional entropy (eqn. (4.20c))

=HYI|X) - Zp (x,y)logp(x) (4.22d)

split summation: separate variables

=HYI|X) - ZZp x,y) logp(x) (4.22¢)

zeX yey

log p(x) doesn’t depend upon y

HY|X) - Z log p(x Zp z,Y) (4.22f)
TEX yey
>, py)=1
= H(Y|X) =) (log p(x)) p(x) (4.22g)
rEX
definition of entropy
=HY|X)+ H(X) (4.22h)
commutative (symmetric)
=H(X|Y)+H(Y) (4.221)

4.5.2.1 Example: Conditional Entropy; 00 O000O0OOO0OO0OO0O

(continued from §4.5.1.3)

Normalize the rows (or columns) of the joint 000000000000 0O00OOOOOOO
distribution to calculate the case-by-case en- O0OO0OO0000O0OOODOOOO0OO
tropies.
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HX[Y) = Y pY =yHXY =y)
y{d, 0,0, M}
H(X|y=4) H(X[y=0)
! H( 1/8,1/16,1/32,1/32 )+1 'H( 1/16,1/8,1/32,1/32 )‘
1/8+1/16+1/32+1/32) "4 =~ \1/16+ 1/8 + 1/32+ 1/32
H(X[y=9) H(X|y=#)

1 1/16,1/16,1/16,1/16 17 1/4,0,0,0 \
(A6 Y 1 (_TL00D

+= H

4 7 \1/16+1/16+ 1/16 + 1/16 1/4+0+0+0
H(X |y=4) H(X[y=0) H(X|y=0) (Xl

1111117 1111, 1" 1111, 1 —"—
-1 Gy et Hpppp Ty ALLO00)
_ 22—1 T2108(1/2) — 1/41og(1/4) — 1/810g(1/3) — 1/8log(1/3))

%2—1/4 log(1/4) — 1/2108(1/2) — 1/810g(1/8) — 1/81og(1/3))

2 bits
%2—1/4 log(1/4) — 1/41log(1/4) — 1/41log(1/4) — 1/4log(1/4))
0 bits

—1—2,(—1 log(1) — 0log(0) — 0log(0) — Olog(O)y

= 1/4[(=1/2)(=1) + (=1/4)(=2) + (=1/8)(=3) + (=1/8)(=3)]

+1/4 [(=1/4)(=2) + (=1/2)(=1) + (=1/8)(=3) + (—1/8)(-3)]
+1/4 [4(=1/4)(-2)]
+1/4[0—0—0—0]

= 11/8 bits

This result is consistent with that obtained by the chain rule:

H(X|Y)=H(X,Y)— H(Y)
=27/8—16/8=11/8 /

Exercise: calculate H(Y'|X) directly, and show 000 H(Y|X)DOOOOOOOOOOOOO
that it confirms the chain rule, H(X,Y) = O0O000000H(X,Y)=H(X)+ H(Y|X)O
H(X) + H(Y|X).

4.5.2.2 Conditioning reduces entropy on the average; 000D 000O0O0O0OOOOOO

>7

HX|Y = ) =7 H(X) (4.23)

but goo
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H(X|Y) < H(X) (4.24)

with equality iff (if and only if) X and Y are 0000000000 XO YO OOOOOO
goooooood

independent.
Knowing another random variable Y reduces OUO0O0O0O0O YOOOOOOOOODOOODOOO
the uncertainty in X on the average. 00 XOOoOooooooooooooooo

For example, in a court case, specific new ev- 0000000000000 OOOODOO0O
idence might increase the uncertainty, but on O00O0O0O00000O0O0OOOOOO0OO0OO
the average evidence decreases uncertainty:. O00D00000ooooboooooooa

4.5.2.3 Example: Joint Distribution and Conditional (Relative) Entropy; 00 00O
gdooooooouooooooon

marginal
p(,y) X (precipitation) distribution
rainy dry
y | not cloudy 0 clear: 3 p(y = not cloudy) = 2
cloudy rainy: overcast: 3 p(y = cloudy) = 1
marginal
T = rainy) = % r=dry) =1
distribution Pl =35 ol =5 (1)
1
0.8
|| | | | ||
11 1 3 61
87 4 2 4 78

H(X|y = not cloudy) = H (
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H(X|y = cloudy) =

1 1
5 5 11
i) - (33)
8 8 8 8

= 1bit [> H(X) :entropy increased; 00000000000

H(X|Y) = p(y =not cloudy) H(X |y = not cloudy) + p(y = cloudy) H(X|y = cloudy)
3 1
— 20)+-(1
0+ 10

= .25 bits [< H(X) : overall entropy decrease; D0 0000000000 0O] /

4.6 Mutual Information; U0 O O [

Recall that entropy is defined as

Zp

Mutual information I(X;Y’) is the reduction
in the uncertainty of X due to knowledge of
Y. (Note: [0 93] uses the equivalent notation
“UX)Y)” for “I(X;Y)”.) If X and Y are inde-

pendent, p(z,y) = P(z)p(y) and I(X,Y) = 0.

p(x)p(y)

Bayes’ rule (eqn. (1.36)); note that if X and Y are unrelated, p(z,y)

=> plz.y) )log 27 g

¥) =3 pla.y) log L

log of fraction is difference of logs
Tk

definition of entropy and conditional entropy

log p

= H(X) -

Mutual information is the reduction in entropy
due to conditioning. In general, one variable’s
value is a hint about another’s. For particu-
lar instance, we are generally less unsure about

the input of a channel if we have observed its

output.
If Y is unrelated to X, H(X|Y) = H(X),
H(Y|X) = H(Y), and I(X;Y) = 0. IfY

unambiguously indicates X, H(X|Y) = 0 and
[(X;Y) = H(X).

H(X]Y)

gboboboooobbboooobbobooan
gooobod

log (4.25)
goood ](X;Y)D Y oooooooodo
0000 XO0OoOoooooooooooo
00MO0[093000LKX,Y)D00L(X;Y)D
O0oooooooooboboboOoonDnO XO0Y
000000000 0p(x,y) = P(x)p(y) OO
0 I(X,Y)=0000000

(4.26a)

= p(z)p(y) and I(X;Y) =0

(z]y) (4.26b)

)

(= p(x,y) logp([y)) (4.26c)

T,y

(4.26d)

gboboboooobbboooobbobooan
gboboooooooboobobbbuoogon
gbobobogbboboooobbobooboo
gboboogoobobboooobbboooan
gboboboooobbboooobbon

000YO XOOOOOOOO0O0O0H(X|Y) =
HX)OH(Y|X)=H(Y)00 I(X;Y)=00
000000 YOOOO X00000000
HX|Y)=000 I(X;Y)=H(X)0DO0OO
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4.6.1 Entropy and Mutual Information; OO OO OO0O0O0O0OO0O

Mutual information is symmetric in X and 000000 X 0O Y OOOODOOOOO
Y (by eqn.(4.26a)), and non-negative (by 00O eqn.(4.26a) 000000000 OOOO
eqn. (4.24) and eqn. (4.26d)). eqn. (4.24)0 eqn. (4.26d) O O O

I[(X;Y) = H(X)— H(X|Y) (4.26¢)
H(Y) - H(Y|X) (4.26f)
H(X)+H(Y) - H(X,Y) (4.26g)

= I(Y; X) (4.26h)

If X is thought of as the input, and Y the output, then the idea of channel-conveyed information
is best captured by H(X) — H(X]Y), the reduction in uncertainty by the conditioning. However,

it is often easier to calculate the equivalent H(Y) — H(Y|X) [Mac02, p. 149].

I(X;X) = H(X) - HEAX] (4.27a)

= H(X) (4.27Db)

Therefore entropy can be called “self- OO00O000D00O0O0OO0OO ‘0000”000
information.” Oo0o0Doooooo

To maximize information flow, you should “say
what you mean” (avoid ‘economies of truth’)
and “mean what you say” (don’t fib).

gbooboboobooboomobooo
gboboboogooobobbboooobbon
goobooogooo

4.6.2 Example: Two Coins; U0 OOOOO0O

An experiment is performed with two coins:
1 unbiased (fair), 1 with two heads (unfair).
One of these coins is chosen randomly (X) and
tossed twice, recording the number of heads
(Y), as shown in Figure 4.9.

Clearly the number of heads gives a hint (in-
formation) about the chosen coin: |heads| <
2 = fair coin chosen; |heads| = 2 = probably
double-headed coin chosen, but maybe the fair
coin.

{ 0 unbiased coin chosen

gbbobooogbbboooobobbod
goobbooobbooouobbobbooon
gbobobooooobbbouobooooboo
gbgobobogboboboobooban
ooboboooooooobboooo4900
goooogo

gobobobooooooooobboboooan
gbbboooobbmbobbodood<2d
gooouoobbbbiboooo™uooooo
gb=2000000000000000o04a0
gboboboogoobuoooobbbuoooon
goo

ggboboboooogoobooo

1 two-headed coin chosen OOOOOOOOOOOO
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irrelevance; R

(due to noise or masking)
H(YIX)

“output” entropy; T~ h A E—
mutual information; A A5 E H(Y)

“input” entropy; T k[ E— I(X;Y)

H(X)

H(XIY)
equivocation; FEBR7R £

(lossy compression)

O 4.8: Information Flow; D 0000 : Irrelevance; D00 (00000 O000OOO), Equivocation;
0000 (0O0000)

ooo ooo
Y= |heads|= |0 OO0OODO]|

11

H(X]Y) = p(

Q

I(X;Y) = H(X)- H(X]Y)
~ 0.55 bits
This is the maximum channel capacity, the 00000000000 ODOOOOOOOOO

amount of bidirectional information that each 0000000000000 DOOODOOO
variable suggests about the other.
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X: Y:
choice of coin number of heads

in 2 tosses
pix=f)=1/2 f § 1721 —» 0 ply=0)=1/21/4=1/8 px=fly=0)=1
1/4 T 1 py=1)=1/21/2=1/4 px=fly=1)=1
p(x=u)=1/2 u 1—»2 ply=2)=1/21/4+1/21=5/8 p(x=fly=2)=1/5

p(x=ul y=2) =4/5

(a) A coin-tossing experiment; 00000000 —X: 000000 YV:2000000000000

marginal
plx,y X
(@) distribution
f u
0 : 0 ply=0) =3
vy i 0 ply=1) =g
2 ; 3 ply=2) =3
marginal
distribution | P( = f) = 3 pla=u)=; (1)

(b) Joint Probability Distribution

O 4.9: Example of Conditional Entropy

HY) = H(= -, =~ ,—-—+%.1)

1.3 bits

Q

HY|X) = p(X =f) HY[X = f) +p(X =u) HY|X = u)

1 111 1
— ZH(=. . Z)+-H(1
5 (4,2,4)+2 (1)
1 1. 1 1. 1 1. 1. 1
— (—Zlog-—=log= —~log =)+ =(— 1
2(40g4 51085 40g4)+( og1)
_1[ 1 1
2

1)+ 5(0) + 1(2)
bits

4

I(V;X) = HY) - H(Y|X)
~ 0.55 bits

confirming the value obtained previously. +/ O00000Oooooooooogg
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The variation, or unpredictability, in theoutput OO0 (1.3000)000000000000O
(1.3 bits) is partly (0.55 bits) due to the input O0OOO00O0O0 (0.55000)00 (D0O0OOO)
(choice of coin), but more due to randomnessof 0000000000000 00O0O00OCOOO
the coin flips (0.75 bits). OO0 (0.75000)00000000000

Y|X)=07
H(X, Yy=1.7
— HY)=13
(Y]X) =07 [(X,Y) = 0.55 )
(X,Y)=0.55 H(X)=1

(XI¥) = 04 \
X)=1 HY="1.3 m(XW):o.

(a) Information Containment (b) Information Flow

O 4.10: Information in Coin-tossing Experimental Channel
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150 5: Channel Coding; U U 00O 0O

HREEN

5.1 Channels; 0000

Model memoryless (stateless) channel as in Fig-
ure 5.1. The output depends only on the input
at the time, independent of previous inputs and
outputs.

The channel is causal, so future events don’t af-
fect the present, but statelessness also prevents

history from affecting the present.

gbggbogobuoobobobobodog sl
gbobobobouooobboboooobboo
gboboooooooboobobbbuoogon
gooo

gbobobboooooboobobobbuoooon
gbobobooobobuooobbbuoooon
gboboboogooboboooonbo

message — W > encoder — XN >

channel
P(yIx)

— yn -» decoder — "W —» estimate

O 5.1: Channel Model: z € input alphabet X', y € output alphabet ), p(y|z) probability mass
function; 000000002z e 000000000 X,ye000O0O0O0ODOOO Y, p(ylx) OO

HEN

Noise: snap, crackle, and pop (impulsive) and
static and hiss (continuous) on audio line,

“snow” in video signal.

Channels communicate over space (transmis-
sion) and/or time (storage). Examples of me-
dia that can be modeled as channels include
CDs, CD-ROMs, DVDs, BDs, phones, ethernet,
paper, conversation, photographs, .... Noise in
a channel is modeled by p(y|z), the conditional
probability of seeing output y given input x.

gboboboobouooogbbbbouooooboon
gobboboooooboooboooonbooboo
gboobobooooogoboo

00dd0d0o0o0ooooooooooooon
Odddooooooooooooooooon
0000doooooo0oooobobooOooa
U OcpUcp-roMUODVDOBDOO O OOOOOO
O0000oobOoOo...000o0b00ooon
plylz) 0000000000000 yOOOO
0000000 00000000 oooooon

P = [py] (5.1a)
pij = py;lzi) (5.1b)
pys) = > p(zp(ysle:) (5.1c)
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These transition probabilities somewhat resem-
ble Markov transition matrices, but express not
a finite state automaton, but input/output cor-
relation, so that it wouldn’t make any sense
to exponentiate (raise to a power) such ma-
trices, since the model channel gets used only
once/source symbol, and there is no feedback or
recursion (cascading, serial composition). Since
the ps are probabilities,

1> p(ylz) >

If something goes in (input is written), some-
thing comes out (output is read):

> plylo)

)

so the sum of each row of a transition matrix
will be unity.

5.2 Channel Capacity; 0 O [

The channel capacity C' is the highest rate, in
bits per channel use, at which information can
be sent with arbitrarily low probability of error:

c2 max [(X;Y),
P

where p is the vector of input distributions,
pi = p(z;) > 0 for all i, S p; = 1, and the
maximum is taken over all possible input distri-
butions p.

There is a duality between problems of data
compression and data transmission. During
compression, redundancy is removed; during
transmission, redundancy is added in controlled

fashion to compensate for errors in channel.

goboboogoboboboooobbobooaon
gboboboboooobouooobboboooan
godbdbobobobobbonoooooo
gubgbouoboboobobooodabod
0000000000 (0Doooooooon)
gbbogoobbboooobobbboooan
UbOb0DpsO OO0

0 Vaz,y. (5.2a)

gobobooooobbboobooooooo
HEN

1 Va (5.2b)

gogbobooboobobooboobooobn

HEN

Oooboo cooobooooboooobooo
gooboobbobuoooobbbuoooon
gbobobooooobbobbbbouoogon
gobobobooogooboood:

(5.3)

pO000D0O0O0O0O0O00000O00O00O0DDOO 4
000O0p =plx;) 200X p,=1000
ogooooooooobooooboooooon
OO00000O0D0O00 poO0bOOoOoonoooon
oog

gbobobobouoooouooobbboooaon
goboboogoooobobooooobooboo
gboboboobbobuooobbobuoooon
godbobobobobobonoooooon
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O— 0

1

(a) Channel Tran-
sitions

L P=lpylr) = [

10
01

(b) Transition Matrix

O 5.2: Noiseless Binary Channel; O 0000000000

5.3 Noiseless binary channel; 000000000000

Consider a noiseless (deterministic) two-state
channel, as shown in Figure 5.2.

Recalling eqn. (5.3), C 2 max; [ (X;Y), and
the graph of entropy Hs(p) = H(p,1 — p), ob-
serve that one error-free bit transmitted per
use of the channel implies a capacity of 1 bit,
achieved when = (p(z = 0), p(z = 1)) = (3, 3)
(as shown in Figure 4.4).

H(X) =
equivocation; 0000

Xly) =
I(X;Y) =

Note that an “always lying” channel, as seen in
Figure 5.3,

0 0

=<

(a) Channel Transi-
tions

gboboboobobobooobbbbouoooon
goboboogoad s.20

00O000eqn. (5.3) C 2 max; [(X:Y) 000
00000000 Hy(p)=H(p,1—p) 00O
000000000000000000000
000000000000000000000
0000p=(plr=0),plr=1)) = (3,3) OO

0000000000000 (0 44)0

10
01

pP

11
<5,5><
11
(53

1 bit
0 bits

H(X) - H(X]Y)

1 — 0 bits

1 bit
O0MoO0d0oooooooboooooooa
OooOdds.3

ple) = [f é]

(b) Transition Matrix

0 5.3: Always Lying Channel; 0000000000

also has the same capacity, 1 bit per channel
use, since the receiver, assumed to know the
transition matrix, can simply invert the read
data.

gboboboogobbobuboooooboo
gbobobboooooboobobobbuoooon
gbobobodgboboooobbbbouooaon
goooogo
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HIXAA= 1

ifrelevance; 000

H(Y|X) =0
) ) [(X,Y):l
CH(X]Y)=
X)=1 H(Y =1

(a) Information Containment

irrelevance; 000

w\
H(Y)=1

I(X,Y)=1
H(X) =1

eqm

CHX]Y) =0

(b) Information Flow

O 5.4: Information in Noiseless and “Always Lying” Binary Channels; 000000000000

goobooogn

5.4 Noisy channel with nonoverlapping outputs; 0 [ 0 [
Jooooooooooooo

]
127

12 -
2

2,,1/2"3
\1/2\
4

(a) Channel Transi-
tions

p(ylz) = [

= O
o= O

O NI

1
2
0
(b) Transition Matrix

|

0 5.5: Noisy Channel with Nonoverlapping Outputs; 0000000000000 O0O0OOO

If the input distribution is & = (1,0), the joint
11

distribution is | 2 2 00 ,and H(X) =
0 0 0 O

0, HY) = 1, HX,)Y) = (2 ) =1,

H(X[Y) =0, HY[X) = 1, and I(X,Y) =

bits.

The capacity of the channel in Figure 5.5 is also

p(z =
Even though the outputs are non-

1 bit/transmission, when p(x = 0) =
Y
deterministic, since they don’t overlap the input

can always be determined unambiguously.

If the input distribution is # = (3, 2), the joint
L1 09 9

distributionis | ¢ ¢ | and H(X) =
00 3 3

H(3,2) =~ 9, HY) = H(%,3.5,3) ~ 19,

H(X,Y) = H 111 ~ 19, HX|Y) = 0,

HY|X)=3-1+2-1=1,and I(X,Y) ~ 0.9

bits

D000000000p(z=0)=plz=1)=1
000000000000000000000
0000000000000000000000

gbobboooobbobodago
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marginal distribution;
O0oodd
1 2 3 4
1{1 2 00 :
210 0 1 1 :
marginal
distribution i i i i 1
H(X) = 1bit
irrelevance; 000 1 1
HY|X) = 5(1 bit)+§(1 bit)
= 1 bit
.)Olntent}r})_p(y:,)(@jD}BDDDDD _ H(i,i,i,i)
= HY|X)+ H(X)
= 2 bits
HIX|Y) " = 0bits
1111
HY) = Hp 307
= 2 bits
I(X;Y) = HY)—- H(Y|X)
= 2 —1 bits
= 1 bit
Confirm via chain rule: Ooooooooo:
H(X,Y) = HX)+ H(Y|X)
= HY)+ H(XI|Y)
HY) = HX,Y)—- H(X]|Y)
= 2 bits /
I(X;Y) = HY)—- H(Y|X)
= H(X)—-H(X]Y)
= 1—0 bits
= 1bit +/

5.4.1 Noisy typewriter; D 000000 OOOOO0O

In the noisy typewriter (Figure5.7(a)), the OO0O0OO0OO00O0O0O0OOO0OOOSL.7(a)00 OO
channel input is either unchanged, or trans- OUOOO0OO0OO0OO0OO0OO0OOO0OODOOOOO
formed into the next letter. Oobooboboobooooooooooo
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(Y]X) =1
HX Y] =2 .
H(Y|X)=1 H(Y) =2
I(X,)Y)=1
I(X,)Y)=1 H(X)=1 &Y)
H(X|Y) =0 \
X)=1 H(Y =2 S HX]Y) =
(a) Information Containment (b) Information Flow

O 5.6: Information in Noisy Channel with Nonoverlapping Outputs; D 00000000000
OO00oO0oooogo

H(X,Y) # H(X) + H(Y)
H(X,Y) = H(X) + HY|X)
= H(X)+ H(Y) - I(X,Y)
log 26 — log 13
log2 + log 13) — log 13

=2
2

~~

We can imagine disambiguating the channel by O O00OOOO0OOOOOOOOO0ODOOODOO
choosing a subset (alternate letters) of the in- OO0O00000000C0O0OOOOOOOOO
puts, so that the outputs do not overlap (Fig- 0000000000000 OOOOOO0OO
ure 5.7(b)). 00000000000 5.7(h)m

Since 13 symbols could be transmitted with- 00000000000 O013000000000
out error each transmission, the capacity OOOOOOOOOOOOOOOOOOO logl3
of this channel can be calculated as logld OOOOOOOOOOO

bits/transmission.

c 2 max [(X;Y)
P
= max[H(Y) — H(Y|X)]
= maxH(Y)—1
= log26—1
= log13

This capacity can be achieved by choosing puni- 000000000000 O0O0O0OOOOOOO
formly distributed over all the odd inputs: 00000 pOO0000OOD0O0ODOODOODOO
OO0000ooo
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A » A A » A
BQ \B
c c c » C
DQD \D
E > E E > E
F\L>F \F
G\/\>G G > G
H\'/\>H \H
I\g}l I > I
J\KgJ \J
K\/\>K K » K
L\g}L \L
M\/\>M M » M
N\/\gN \N
oxo 0 » O
PNP \P
Q\/\>Q 0 > 0
RH\>R \R
SNS S » S
TNT \T
U\/\>U U > U
V7\>v \V
w7\>w W > W
x7\>x \x
Y/\Y Y » ¥
z\>z \Z

(a) Overlapping Outputs (b) Non-overlapping Out-
puts

O 5.7: Noisy Typewriter; 0D O0UO0O0O0OOO0OOOODODODOOODOOODOOODOOOO

L letter = A, C,E, ...

p(letter) = { 13

5.4
0 letter =B,D,F,... (54)

(Of course the information theoretic symbols OOOOH O /0000000000 0OOOO
such as H and I are completely different from OOOO0O HOIOOOOOOODOOOOOO
typewriter letters H and I.)

Note that

I(X;Y) = H(X)—- HX|Y)
= log13 -0
~ 3.7 bits

5.5 Binary symmetric channel (Bsc); DO00O0O00OO0

A BscC has the structure shown by Figure 5.10, Bsc (00O OOO0O0O)0O051000000
where p is the probability of a “crossover” error. DO OO0 0O0O0pO0O00O00D0ODODOOO
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H(

H(X,Y)=Tog52

I(X,)Y) =1log1
HX[Y)=1

H(Y|X) =

= log 26

H(Y ) =Tlog2

(a) Information Containment

YIX)=1
J&\
H(Y) = log 26

I1(X,Y) =log13

H(X) =log26
\mr

(b) Information Flow

O 5.8: Information in Noisy Typewriter with Overlapping Outputs; 000000000000
OO00D0DO00O00oooog

H

H(X,Y)=Tog 26

I(X,)Y) =1log1
H(X|Y)=0

H(Y|X) =

=log13

H(Y ) =Tlog2

(Y[X)=1
@
H(Y) = log 26

I(X,Y) =log 13

H(X)=1log13
\%

(a) Information Containment

(b) Information Flow

O 5.9: Information in Noisy Typewriter with Non-Overlapping Outputs; D00 0000000
O0O000O0OO0bOOb0bOObOO: Equivocation eliminated by restricting input symbols; O O 0

gbobobouoooobboboooon

definition of conditional entropy

symmetric = conditional probability independent of input

notational convention

2. p(x) =1

[(X;Y)=H(Y) - HY|X) (5.5a)
—H(Y)— ;p(x)H(Y|X = 1) (5.5b)
=H(Y)-> p(z)H(p,1-p) (5.5¢)
= H(Y) = p(z)Hs(p) (5.5d)
= H(Y) — Hy(p) (5.5¢)
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00— 1-p—3»0

P I—-p p

p 1-—p
1 p"1
_1_p_>

0 5.10: Binary Symmetric Channel (BSC) with crossover probability p; 20000000
max H(Y) =1

<1— Hy(p) (5.5f)

where the inequality at the end follows because Y OOOOO (DOOOO0OOOOOOH(Y) =
Y is a binary random variable (with maximum 1)0000000000000000000O0O
entropy H(Y) = 1). Equality is achieved when 00000000000 (5= (3,3) < plz =
the input distribution is uniform (p'=(3,3) < 0)=px=1)=3)00000
pa=0)=plz=1) = }).

L=p p
(1—ma)[]? 1_p]Z(G—aﬂl—m+%wil—am+aﬂ—pn (5.6a)
1
1—oz—p—|—ozp+ozp:§ (5.6Db)
1
a(l—2p)=1- 5P (5.6¢)
1
s P _ 1
= = = 5.6d
CT1 T 2 (5.6d)
Hence the information capacity of a Bsc with OO0 pOQO000000O0O
parameter p is
C' =1 — Hy(p) bits/transmisson (5.7)
noiseless “always lying” goooog
—~ = ~ —~
If Hy(p) =0 (ie,at p=0or p=1),the OO Ho(p) = 0000 ( p=0 O0OOO
oooooo

capacity is 1 bit/transmission. If Hy(p) =1 (at .
p=1) 0000000 10000000 1bit

000000 Hy(p)=1000 (p=0.5)000
000010000000 0it0000000
000000000000000000000
0oooo

p = 0.5), the capacity is 0 bits/transmission,
since the input can’t be guessed from the out-
put.

5.6 Symmetric Channel and Maximum Liklihood Decod-
ing; 0O QO0OO

Consider a channel with transmission matrix: gO0O0O0OO0OO0O0O0U00OoUoUoUoUoUooooo

117



P =p(ylz) =

th th ol

where an entry in the z** row and y
umn denotes the conditional probability that y
is received when x is sent. In this channel, all
the rows of the probability transmission matrix
are permutations of each other, and so are the
columns. Such a channel is said to be symmet-
Tric.

If 7 is a row of the matrix,

I(X;Y

< log |V

with equality if the output distribution (across
output alphabet )) is uniform. Choosing a uni-
form input distribution p(z) = ﬁ yields

H(Y) -
H({Y) -

H(Y) -

H(Y) -

0.3 0.2 0.5
0.5 0.3 0.2
0.2 0.5 0.3

(5.8)

Mhooyhoooooors0000oODOOy
000000000000000000000
0000000000000 00000000
000000000000000000000
00o0oooo

OO0 00000000

H(Y|X) (5.9a)
> p@)H(Y|X = 1) (5.9b)
ZP@)H(F) (5.9¢)
ﬁm (5.9d)
— H(7) (5.9¢)

0000 (Do0ooooooooooy)oooo
00000000000000000 p(z) = =

1]
gboobooogbbbod

Mw=:%¥@MM@ (5.10a)
:E%Eywm) (5.10b)
:k&T (5.100)
:T% (5.10d)

where £ is the sum of the entries in any column
of the probability transition matrix. Then, for
the example above,

In general, for a symmetric channel conditional
probability transition matrix,

C =log|Y| — H(any row of the transition matrix)

log 3 —
1.6 —1.5

FOOooboobbooooobobobboooo
gboobogoobobodg

max [(X;Y)
P

H(0.2,0.3,0.5)

0.1 bits/transmission

gubgbouboboooboboboobon

(5.11)
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5.6.1

The system capacity C of a channel perturbed
by additive white Gaussian noise (AWGN) is a
function of the average received signal power
S, the average noise power N (so S/N is
the mean-square signal-to-noise ratio), and the

(one-sided) bandwidth B:

S
C = Blog,(1+ N) = Blog,(

This kind  of
analog<>digital B has
units of Hz (cycles/s) while C has units of bps

(bit/s).

For example, an ordinary analog phone line has
a bandwidth of about 3,400Hz, and a ratio
of signal power to noise power of about 1000

equation  represents a

conversion,  since

(equivalent to 30dB). So its capacity would be

Shannon-Hartley Capacity Theorem

Ooobooocooobooooboooon so
oooooobo  NDOOobobh pOoboog,d
gbooboooooboog.

S+N)
N )

(5.12)

CObpsOODOODOODOBO HzODODOOODO
gbobooobodbdoidb«tudbobad
goobooo

ooo0,0b0dn 3,400Hz0, 000000
000 1000 (30dBOO)0D0O0O0OOOOOOO
gooo,g0boo

C ~ 3400 1og,(1 + 1000) = 3400 x 9.97 ~ 34,000 bps = 34 kbps.

Decibels corresponding to any ratio r of energy
or power are calculated as 10log;, 7.

SNR/dB 2

S

N

For another example, if it is required to transmit
at 50 kbps, using a bandwidth (on, for example,
radio spectrum) of 1 MHz, then the minimum

signal-to-noise power ratio required is given by

S
N

gooboooooobo-roogbbbod
0000 10legrd00nonoonon

S

101og;, N (5.13a)

SNR/dB
10

(5.13b)

00000000,00 1MHz00000000
000,50kbps 00000000000, 00
000000000000000000000
oooo

— 925 1

50,000

— 91,000,000 — ]

~ 0.035
~ —14.5dB

This shows that it is possible to transmit using
signals which are actually much weaker than the
background noise level, as in spread-spectrum
communications, such as CDMA used in mobile
telephony.

gboboboooobbboooobbbadan
goboboogoboboboooobbobooaon
Oo000oO00ooOooo(oooooooo
CDMA )0
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Note that if there were no noise in a channel,
then its capacity would be infinite even with
low bandwidth. For instance, a real (infinite-
precision floating point) number could represent

an arbitrary sequence of code words.

For small ratios,

eqn. (5.12) can be approximated.

large or signal-to-noise

5.6.1.1 Large S/N

For signal-to-noise ratios (“S/N” for power ra-
tios or “SNR” for deciBels) > 1,

go,tb0odugdudduogoouooaao
Oo0000000o00ooooouoDoo (Doo
0000000O0)Dooooooooooo
gooon

00000000000000000000
eqn. (5.12)0000000

000000 (@OS/NOOOOOMmMsvrOOO0
OO)s> 1000,

S
C = BlogzN (5.14a)
sNrR/dB
= Blog, 1010 (5.14b)
— B sNR/dB log, 1010 (5.14c)
~ 0.332 B sNr/dB (5.14d)

To repeat the above telephone example,

goobooogooboobod

O ~ (0.332 bit/s/Hz) (3.4 kHz)(30) = 34 kbps /

5.6.1.2 Small S/N

For signal-to-noise ratios < 1, if the (additive
white Gaussian) one-sided noise power spectral
density is P(f) = n watts (or volts®, normalized
to 1 OSth) per Hz, assuming that noise power is
proportional to bandwidth,

bbb k1bogbobobouoboooogo
000000000000 0go P(f)=n0O0
OO00oO00o01Qooooooo DDDQD/HZ
gbboooobbouooobbboooaon
goooood
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noisedensity (f) P (f)

watts/Hz ~ W/Hz

fi

: f/Hz
fh = f| +B

0 5.11: AWGN: power spectrum density of Additive White Gaussian Noise

S nB
lim C = lim —log, (1l + —) 5

The log, e (~ 1.44) is the “exchange rate” from
nats to bits, calculable by the chain rule for log-

arithms:

(log, x [nats])(log, e) = log, = [bits].

The channel capacity C' is the maximum num-
ber of bit/s. Since the average bit duration is
1/C seconds, the average signal power per bit
[in W/bit] is E, = S/C, and bandwidth effi-
ciency [in bit/s/Hz]| is

) [W/He
fe*fs‘f'B, S
= / noise density(f) df (5.15a)
= nB (5.15b)
S

SnB S

S S nB

n OgQ( _'_nB) s (5 56)
= —log,e (5.15g)

n
~ 1442 (5.15h)

n

— 144 B % (5.151)

logee (= 1.44)0 nats 00 bitsD OO OO OO0
gobobooooobboboooon

(5.16)

00000 CObit/sOODDODDOODOOO0O0OO0O
0000 1/c000000010o0o0o0oo0o0o
0000000000k, =5/C0000000
gooboooan
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S

~ N

C E,C
N

% is normalized average power/bit, where the % oo0oO0oO0oOOoOoOoOooo/opooooo
normalization is with respect to one-sided power O0O0ODO0O0O00O00O0OOOOO0OOOO0OO
spectral density of the noise, a sort of signal-to- OOOOO0O00O0OOO0OOOOO0O0O

noise ratio:

E, B, ¢
— = —(2B -1 5.18
L= e (5.18)
20 -1 5.19
Note that
de”
e 5.20
=€ (5.20)
def @ df (z)
— of(@)
. e . (5.21)
d2® d(€1n2)$ d(e(1n2)z>
— = 22
dx dx dx (5.222)
d(e(an)x)
= 7 5.22b
- (5.22b)
) (5.22¢)
=2"In2 (5.22d)

The limit of the ratio £ as bandwidth efficiency 0000000 G - 000000 220000
% — 0 exists and can be found, for instance, by O0O0000D00000008443000000
I'Hopital’s rule (as in §4.4.3) (with the above OO0O00O0O0O0O0OOO

reminder):

lim —2 i 201 (5.23a)
1m — = 1m —F———— stk
S0 1 €0 C/B
d (QC/B —1)
= lim 45) (5.23b)
520 qCO/B) (C/B)
2¢/B1n 2
- lim =~ (5.23¢)
%HO 1
- In2 ~ 0.69 (5.23d)

Since this is a ratio of energies, it may mean- OO0 00O000O00O0O0OO0OOOOODOOO

ingfully be expressed in decibels, 10log0.69 ~ OO0O0O0OOO0D0O0OO0DO0O0ODO10log0.69 ~
—1.6 dB. This is the so-called “Shannon- —-1.6dBO0O0O0O0O0O0O0OOO0OOOOOOO0O
Hartley limit.” goooono
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100

Ep
n
H
o
T

Practical systems

20

1
In2~.7

normalized energy/bit, —

4 -16
Unachievable

0.01 0.1

C/B [bits/s/Hz]

0 5.12: Shannon-Hartley Limit: normalized energy/bit vs. bandwidth efficiency (eqn. (5.19));
0000000000 0000000000O0/000000000 (eqn. (5.19))

This asymptotic convergence is graphically dis-
played if the normalized power per bit % is
plotted against bandwidth efficiency %, as in
Figure 5.12.
less than —1.6 dB, the Shannon-Hartley law can

If the normalized bit energy is

never be satisfied, however inefficient (in terms
of bandwidth efficiency, bit rate/Hz) we are pre-
pared to be. Above the curve (to the left) gives
values of % which satisy the law for a given
bandwith efficiency: any bit error rate, however
low, can be achieved in theory. Below the curve
(to the right), the energy/bit is too low (in re-
lation to n) for any given bandwidth efficiency:

certain bit-error rates become unachievable.

gs1200000000000O %DDDDD
DDDDDDDDDDD%DDDDDDDDD
gbogbooobobbobogbuoobaonobo
OO0 bo0ooooobooogb-1.edBOOO
gboobobbooogbboobbogbobda
0000000 (@00o0o0o0ooooo)oooo
gbobogobooboobogoobds.aaobd
gboboboobuoogobobobooooboboo
oooo.CB.O000O0O0OMOODOODOD
gbobobooobbobooobooooboo
gboogdds.l2zoggoooobooodgoo
000/000000000000000000
gobobooobboooobbobboooan
gobooo

O 5.13: Quantized Gray Scale; DO D OOO0O0OOO
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A final example: a black and white television O0O00000O00000000 3x10°0000
can be considered as having a display of about 00000000000 OOOOOOOOOO
3 x 10° pixels. Assuming that each pixel'sinten- 000 1000000000000000000
sity is equiprobable among ten distinguishable OO0OO0OOO0OOO0OOO0OOOOOOO 30fps
brightness levels (as in Figure 5.13), that the OO0OO0O 30dBO SNROOOOOOOOO
refresh rate is 30 fps (frames/s), and that 30dB OO OO00000O0O0O000O0OOOOOOOO
SNR is required for satisfactory picture repro- OO 0O0O 00O

duction, what is the minimum channel band-

width?

SNR =30dB = S/N = 10T = 1000

C = Blogy(1+S/N)
(30 fps) (3 x 10° pixels/frame)(log, 10 bits/pixel) = Blog,(1 + 1000)
B ~ 3x10°Hz

5.6.2 Z-channel

Xxq4=0 1 » y1=0
1 0
/p/ (1_@70‘)[19 1_p]_(1_a+ap,a(1—p))
X2—1 — 1 -p—>y2—1
O 5.14: Z-Channel
p(X =x2) =p(r2) = (5.24a)
pX=x1)=pr1)=1—« (5.24b)
HY)=H(l—-a+ap,a(l—p) (5.24c¢)
=—(1-—a+ap)log(l —a+ap) —a(l —p)loga(l —p) (5.24d)
HYI|X)=px1))HY|X =21) + p(x2) HY|X = x3) (5.24e)
= —(L=ej)tlogl — (1 =a}01og0 — aplogp — a(l — p) log(1 — p) (5.24f)
I(X;Y)=H(Y)—- H(Y|X) (5.24g)
=—(1—a+ap)log(l —a+ap) —a(l —p)loga(l —p) + aplogp + a(l — p)log(l — p)
(5.24h)
=—(1—a+ap)log(l —a+ap) —a(l —p)loga+ aplogp (5.24i)
C = mOE}XI(X;Y) (5.24j)
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By the chain rule for derivatives,

d 1 d
By the chain rule for logarithms,
d d d
o lg f(z) = e log, f(x) = o In f(z)log, e (5.25Db)
1 d
= (lg e)—f @ G (5.25¢)

0.2 0.4 0.6 0.8 10

O 5.15: Z-Channel Capacity; throughput vs. error probability. Even when p = %, some channel

capacity can be salvaged. However, when p = 1, output is constant (y; = 0), so capacity vanishes
completely. This plot shows the capacity, which does what one would expect: full capacity when
error probability is zero, dropping to zero capacity when error probablility is unity.

The maxima or minima of a function occur where its derivative vanishes.

dI(X;Y —1
% = (1—p)log(l — o+ ap) —jl/—a»#»{pfl/_melogze (5.26a)
1
—(1—p)loga —a(l —p)};{log2 e+ plogp
=(1—-p)log(l—a+ap)—(1—p)loga+plogp (5.26b)
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0.0 0.2 0.4 0.6 0.8 1.0

O 5.16: Z-Channel Optimization: optimal fraction of use of noisy side vs. error probability. This
plot shows the optimal a to use for given p, the chance of cross-symbol error in a z-channel. Note
that for zero error probability, highest throughput obtained when 50% use of each side, as for
usual simple noiseless channel, but as error probability increases, use of the error-prone side is
decreased for optimal throughput.

Let the point v at which the mutual information function maximizes be «y.

dI(X;Y)
—_— =0 5.27
do a—ag ( 2)
1
log(1 — ap + ap) — logag + ]91 o_gp =0 (5.27b)
1—
log Qo+ aop _ __P log p (5.27¢)
Qg 1—0p
1 — ag + agp = app?/ @™V (5.27d)
1
ap = (5.27e)
1 — p+ pp/(pfl)
C=—-logag— P 1 log p (5.28a)
p JR—
=log(1 —p + pP/®=Y) — b : log p (5.28Db)
p J—

1— o1
= log (p—fp> (5.28¢)

prt
— log((1 — p)pi=r + 1) (5.28d)
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5.7 (Average Error Rate)

5.8 (Channel Coding)

5.9 (Hamming Distance)

5.10 (Channel Coding Theorem)

5.11 (Lemma for Proof of Channel Coding Theorem)
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060 6: Limits of Coding Theory; [ [
[ O

6.1 Parity Check; 00000000

6.1.1 Binary functions; J 0 0O [

Table 6.17 shows all 16 (22°) dyadic (two ar- 0617 0000000000000 16(2%) 0
gument) binary functions, organized as pairsof 0000000000000 O0O0O0OOOOO
complementary functions. In binary arithmetic, O AND (CO JavaO O0&0)0O0OO (+)0 or
multiplication corresponds to AND (‘&’inCand (CO JavaO O |0)00 mod2, (¢) O xor (C
Java); addition (‘+’) corresponds to (1)or (‘' O Javal O "0)000000O0O

in C and Java); and addition mod 2 (‘@) cor-

responds to XOR (‘"7 in C and Java).

Recalling §1.1.3.5, DeMorgan’s theorem (for OOO00O0O0OOO (NANDO NOR), §1.1.3.5:
NAND and NOR):

B (6.1a)

NAND: A B +
B (6.1b)

Il
SN

NOR: A+ B =

Example (for NOR): We might not want to go O (for NOR):DO0OOODDOO0O0OOO0O0OO0O
outside if it’s raining or if it’'s cold. & Wewant OUO0O0O0O<«< 000000 0OOOOOOOOO
to go out only if it’s not raining and it’s not O0O0OO00OO

cold.

not(raining or cold) = not raining and not cold

Any boolean function can be implemented by O0O0OO0OO0OOOOO NaANDOOOO NorODO
just a combination of NOR or NAND gates. gooooboooogon

0 6.1: Symbols for boolean gates; 00 OO0 OOO0OOO0O



0 6.1: ZERO, RESET, INHIBIT, OFF (0) 0 6.2: ONE, SET, ASSERT, ON (1)

X\Y 0 1 X\Y 0 1

0 |00 0 (11

1 100 1 11

0 6.3: AND, conjunction (XY) 0 6.4: NAND (XY =X +7)

X\W01] . X\Y[0 1

0 00 0 [T1 s

1 101 1 /10

0 6.5: XY (set difference X —Y) 0O 6.6: 1MPLIES (sufficiency): X =
X\Y [0 1 Y, Y+ X

0 100 X\Y[0 1

1 110 0 [11

1 101
0 6.7 X 0 6.8: X

X\Y X\Y

e}
=] )
=
e}
O =IO
O |

*.

0 6.9: XY (set difference Y — X) 0 6.10: X +Y,Y = X (necessity)
X\Y [0 1 X\Y [0 1
0 |01 0 |10
1 100 1 ]11
0 6.11: Y 0 6.12: Y
X\Y X\Y

(@)
O OO
— = =

o
— =
O O =

*.

0 613 (X @YX # YY) xor— 0 614 X =Y, X & Y: EQULV,
exclusive or (inequality, symmetric dif- XNOR (equality, coincidence, mutual im-
ference), same as ¢NOT (controlled not, plication, iff [if and only if], necessity and

used in quantum computing) sufficiency)
X\Y0 1 X\Y|0 1 |.
0 (01 : 0 (10
1 (10 1 101
0O 6.15: (inclusive) OR, disjunction (X + 0 6.16: NOR (X +Y =X Y)
Y) X\Y 0 1
X\Y|0 1 0 |10 »
0 (01 1 100
1 |11
129
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‘H A B H AND: A&B | XOR: A™B ‘ IOR: A|B H‘

0

0
1
1

0

1
0
1

_ o O O

0
1
1
0

0
1
1
1

0 6.18: Bitwise Operations (and C and Java notation); D0 OO0 (O CO JavaO OO O)

X1

NAND

NAND

X2

NAND

NAND

X1X2 X1X_2 +;1X2

NAND

X1%X2

0 6.2: XOR can be implemented with just NAND gates. This circuit is also deployable as a half-
adder, as it calculates the LSB of 1-bit addition. (The MSB is just an AND, or NANDed NAND.);
xorRONANDOOOOOODOODOOODOODDOOO 1000000 LSBOODODOODODOODOO
0000000000000 0000(MssO anpDO NANDO OO NaANDOOODO)
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6.1.2 Magic cards; 0 0 OO QOO0

The magic cards in Figure 6.3 work according to
simple binary arithmetic. C(opy and c)ut out
the six cards and hand them to someone. Have
that friend silently choose an arbitrary number
on any card, and then return to you all the cards
which have that number on them. To discover
your friend’s secret number, add the first num-
bers on each of the cards returned to you.

gedbbbooobbobboouoobobbn
gogbobobdobebuobuonoooodoaa
gbobbooooooobbobooooboboo
gboboboooooboboobooobbod
gboboboooobbboooobbobooan
goobbobbooobbooobbbooa
00000000000 O00oooo(@o)o
gboobboooooboobooao

13 5 7 9 11 13 15
1719 21 23 25 27 29 31
33 35 37 39 41 43 45 47
49 51 53 55 57 39 61 63

2 3 6 7 10 11 14 15
18 19 22 23 26 27 30 31
34 35 38 39 42 43 46 47
250 51 54 55 58 59 62 63

4 5 6 7 12 13 14 15
20 21 22 23 28 29 30 31
36 37 38 39 44 45 46 47
52 53 54 55 60 61 62 63

§ 9 10 11 12 13 14 15
24 25 26 27 28 29 30 31
40 41 42 43 44 45 46 47
26 57 58 39 60 61 62 63

16 17 18 19 20 21 22 23
24 25 26 27 28 29 30 31
48 49 50 51 52 53 54 55
56 57 58 59 60 61 62 63

32 33 34 35 36 37 38 39
40 41 42 43 44 45 46 47
48 49 50 51 52 53 54 55
26 57 58 39 60 61 62 63

0 6.3: Magic Cards; 0O OO0 OO0

6.1.3 Error detection; 0O 00O OO

In a perfect, noise-free world, checks would not
be needed. But reality being imperfect, stor-
age and communication systems need a way of
verifying data.
For example, a checksum (like that calculated
by the Unix sum command) is used in file trans-
fer protocols (like those used by ftp and rcp)
(Checksum is a running
The last digit of an 1SBN

to verify the data.
XOR of the data.)
is a check against incorrect copying. Parity
check bits are like insurance: they are redun-
dant, adding no new information, but instead
re-represent existent information, so that mis-

takes can be caught.

gooooobobobobobbbbbooogoon
gbobobooobbooobbbbouoogon
00000000 (oooooooo)oooo
goboobooggo

gooobbodooooobobbbbboo
gouobbuobboouobboouoobbdo
sspNUOO00gooogooooobobon
guoboguouooooboboguoogoaoao
goboboooobbobuobooooobooo
gboboboooobobbbuoooooobboo
gobobooooboboboooobbobooon
god
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6.2 Modulo Operation; 0 00O

“Even parity” means that the total number, in-
cluding the check bit, of asserted bits (= 1) is
even. A(n even) parity check bit may be calcu-
lated by, equivalently,

e taking the sum mod 2 of the data bits,

e taking the LSB (least significant bit) of

the sum of bits, or

e taking the XOR (exclusive or) of the data
bitS’ “@”

gbooggubboobobbooobobool
gbbobodgobbboooobbobooan
gogoouoboooobobooboobbbon
gboobooogoboon

e IO ODOOOO mod20 00O

e J0O0DOOODODOD LSB (least significant
bit, 00O0O000)0O00O0O

e UOUDDOOOUDLDOOOODO
XOR (exclusive or, 000000 )0000
0 el

6.3 Parity Check Codes; DO OO OOO OO

As seen in Table 2.6, Unicode and kanji codes
such as EUC, JIS, and shift-JIs are two-byte
codes. ASCII is a single-byte code for English,
but it uses only 7 of the byte’s 8 bits.

Example: given a seven bit ASCII character

c1...c7, a parity check bit cg can be calculated

as

cg —

Then

(c1+co+ez+es+ces+c+cer+cg)mod2 = 0
LSB(c1 +ca+c3+eat+cs+c+ertcg) = 0
1D Pes®ea®esDeg®erdeg = 0

The parity check bits are calculated as the data
is being written or transmitted, and then con-
firmed as it is read or received, where if inconsis-

tent, some error-handling procedure is invoked.

Parity checks are the simplest kind of error de-
tection. They don’t work (they fail to detect
errors) when there are an even number of er-

rors, and can not correct detected errors.

(01+CQ+03+C4+C5+C6+C7) mod 2
= LSB(Cl+CQ+C3+C4+C5+C6+C7>
= Db dadede Do

g26000000000000 eucd JsO
shift-JisO Ascu0 0000001000000
gbobooboboboooooobboos8sbbod
govoooogoboobooogn

O:000dd asculll ¢...c; DODOOO
gbooobooboodbdubodbd g0 DO
gooboooood

(6.2a)
(6.2b)
(6.2¢)

goo

(6.3a)
(6.3b)
(6.3¢)

googboooobobogoboooboogo
gbobobooooobbbouobooooboo
gobodobboooooboooooobooo
gboboboooobobobbooooobobon

goobbboooboobobbbbboboboboo
gboboboobuoogoobboboooobobon
gobobobooooooooobboboooan
gobooo
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Forward error correction extends the notion of
a parity check, using multiple check bits to de-
termine the position of an error. The data bits
can be blocked into groups, and then analyzed

as a group.

gooooobobobbobboboboabbobooboo
gobobogbobobooobbbbuogaon
guoboogoboboogoooooooon
gboboogoobobooooooooboo
gooboogo

6.4 Rectangular Codes; 00 0 00O

Rectangular codes add up mod 2 the columns
and rows of a rectangular block of data bits. For
example, say the 10-bit vector 1011011101 is to
be transmitted. The bits can be arranged as a
2 X 5 matrix

gobobobooooooboboooooobooo
OO00D0O0D0000 mod20000OD0OODOOO
gooblobbobbobooddlolioiiiol d
goooobobbobooooouogg 2x5
goo

10110
11101)°

and the parity bits calculated for each row and
column, and transmitted along with the data.
(Of course the logical organization is indepen-
dent of the actual transmission.) Then, upon
retrieval, the parity bits are recalculated and
compared to those originally sent. In the exam-
ple below, the second-last data bit, 0, is cor-
rupted, indicated by the strike-out and over-
write, f 1. The mismatches in the (italicized)
parity bits indicate the position of the (single)
error, which is then correctable (by toggling).

1

1 01
1 11 1
01 0

6.5

Similarly, data can be organized triangularly,
calculating parity bits for a row and column.
This scheme uses fewer check bits, but can still
locate a single error. For example, using the
same data bits as above, each parity bit is cal-
culated for its respective rows and columns to-

gether.

by
140
T

godbgbogbgbobbbobbobobob
00000000 0O0000oO0oooooD (oo
gbbogobobbbooooobboboooan
00)00000o0O00o0ooo0ooooooo
gbboogoobboboobobbouooaon
OO0o0O0DoDOoDbDbOoOobooboOgp1O00O0O
gboooooo 200bboodbgb obd
0000000000000 0 (boooon)
O00000o0o0oooo@moo)oboooo
0000000000000 (0ooo)d

1

0
1 041 «
1

(1 40)

Triangular Codes; [0 0 0O O [

gboboboobobbooooobboboooan
goboooobbbobuoboobboonbod
guobooboboboobuogoooooooban
gbobobooobbboooobobboooada
gbbogoobbbuooobbooodono
gobooboobbboooooboboboooan
gbooboogo
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1 0
0 1
1 pl
1 041
-

1 1 1
1 1
1#0 +

6.5.1 Higher Dimension Parity Checks; 0 000000 OOOO

Besides rectangle and triangle, similar parity
checks can be organized around differently-
shaped or higher-dimension structures, like a
cube, wedge, hypercube, pyramid, etc.

goboboooooboboobbbouooaoo
gobobog200000004000000
gbobobooobbooobbuooobbod
gobobooooobobbooogbbon

6.6 Hamming Codes; 0 0 00O O[O

Hamming codes further generalize the idea of
parity check bits, using a “syndrome” to point
at the location of an error. If m check bits are
used, they must be able to indicate an error in
any of n locations (including both the data and

check bits) as well as the “no error” condition:

2m >

For example, a Hamming (7,4) code has a total
of 7 bits, of which 4 are data (implying that 3
are check bits). Such a code allows the calcula-
tion of such a syndrome that gives the position
of any single error. The three check bits, which
can be labeled c¢q, ¢, and ¢4 for convenience, can
indicate an error in any of the 7 locations plus
the “no error” condition, and are calculated as
below and as illustrated in Figure 6.4:

6 = 3PcsDey (6.5a)
Co = 3P gDy (6.5Db)
4 = ¢5sDegDer (6.5¢)

which are of course equivalent to

(c3 4+ ¢5 + ¢7) mod 2
(c3 + ¢g + ¢7) mod 2
(¢5 + ¢6 + ¢7) mod 2

1 =
Cy =

Cy =

locations
n

godbobobobobuobuobooooaa
guobobbodooooouobbbobibodgo
000000 (booooooooo)oooo
goodbmbogoboooboooboon
‘00000”0000 O0DO00RRDOO(OOO
OO00000O0o0oD)0D00o0ooooooog
goobboooooooo

no error

(6.4)

00000000 (14 000oooooooo
O00000000O00O0O0O (booooooo
O0000)000000o0o0o0ooooooogo
gobobooooboboboooobbbooaon
0000000000, 0,(0000CDO)O0O
gooboggobbbbbobbooooaad
gbobobooooobboobbbbouoogaon
gobobooooogobbooooooobooo
ooobboboboboboobde4bdd

a@ededer =0

®cadeder = 0

C4Besdcegder = 0
googo

(c14+c3+cs+cr)mod2 = 0
(02—|—03+C6+C7) mod2 = 0
(C4‘|—C5—|—C6+C7) mod2 = 0
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(a) Venn Diagram; 0 00O

: 7 1 n .
VATV

\4 : | 4 /A l
Cl C2 C3 C4 C5 C6 C7
001 010 011 100 101 110 111

(b) Parity Bit Calculation; 0000000

0 6.4: Hamming (7,4) Code; D00 00O (7,4) OO

The syndrome is calculated by verifying the
check bits, effectively comparing the write-time
and read-time bits. For instance, for data 1011,
a hypothetical error in the first data bit is cor-
rected as follows:

gooobobobbbogobobobobobobbod
0000000000 (bo)obooooooo
00 ((@O0O)00000000oooooooo
gooooob o111 goobbbbbboo
gboboogoobbboooobbboooan
goobog

positions
Ci C C3 C4 C5 Cg Cr
1 0 1 | data (4 bits)
o 1 1 0 O 1 | encode (7 bits)
/ error
0O 1 0 0 0 1 | receive
syndrome, = ¢ ®c3Dcs D ey
= 060001
syndrome, = ¢y @ c3 B cg P cr
=101l
syndrome, = c4 P c;5 B cg P cr

= 0d0@lel

So the syndrome, written with MSB leftmost
as (syndrome,, syndrome,, syndrome,), is (bi-
nary) 011, or (decimal) 3, implying an error in
location c3, which is then correctable by tog-

gling.

O (MsB) OO  (syndrome,, syndrome,,
syndrome;) 00000000 OOOOO
011(000)000 3(0000)0000¢ 0
gbobobooooboboboooooobooba
gbobobobouooogbbobbooooobo
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6.7 Generator Matrix and Parity Check Matrix; 00 (OO
Oo0O000)0o0oboooooooboobooo

Single error detection parity codes use a single OO0 0O0O00O0OD0O0O0OOO0ODOOOOOOO
parity check over all the positions. If we write 000000000000 0OOOOOCOODOO
a 1 for each position that is checked, and a 0 OOO0OO0O0O0OO0ODOO0ODOO0ODOO 1000
otherwise, we get the (in this case, trivialmx1 0000000 00000000000 mO
row) matrix luggoboouoooobod

M=(1,1,1,....,1)=1

Consider an encoded symbol ¢, a row vector of 0000000000000 ¢c0O000DOOO
n bits (including both data and check bits):

¢=1(0,1,0,...,1)

The transpose of & (¢)T, is the corresponding ¢00000000000 (90 000000

column vector: ood
0
1
@ =0
1
Then oooo
M@ =0 (6.9)
for every encoded word to be sent. O00b000o0o0ooboboooooboooon

gobooobooggo

Suppose a single error is made in sending code 000000000000 OOOODOOOOO
symbol ¢, changing a bit. Since the arithmetic 00 ¢0 1 000000000000000O0O
is mod 2, the received word 7 is 2000000000000DO00O0DOO OO

F=c®é (6.10)

where € is the vector of all Os except a 1inthe 00000000000 100000000

position of the error. Generally, gobobbooooobbobooo
M@ET = M@Eae)" (6.11a)
= M@ @ M(@)T (6.11b)
# 0 (for a single error) (6.11c)
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The syndrome of the erroneous message (the re-
sult of applying the parity checks) in this case is
a 1 whenever there is an odd number of errors,
and a 0 whenever there is an even number of

errors, including no errors.

A Hamming (7,4) code uses the parity check ma-

trix

Il
o O =
O = O
O~

Note that columns of the check matrix are sim-
ply ordinal numbers (because of the choice of
generating matrix, explained in the following
subsection), so that the syndrome becomes sim-
ply the position of the error, simplifying the cor-
rection. Again letting ¢ be a code word, we have

for all code words

M(@T =0

gboobobogooobbuoobboogo
gboboboobobbooooobboboooan
gobobo1goboobogoobbboogn

o000 (74)00000ooooooo

(6.12)

— o O
_ o
_ = O
_ =

goboboogoboboboooobbobooaon
godbobgbobobbooobobobo
000000000000 (@oooooood
0)0cO000000OO0OO0OOODODoooOoOO
gobobboogoobbobooooobobon

(6.13)

since this is really the definition of an encoded O000OO00O0O0OOOOOOOOODOOOOO
word: the matrix M annihilates every encoded 00O M O0OO0O0OO0O0OO0OOOO0O cO000O
word €. A single error € corrupts the received 0000000000 e000D0O0O0DOO0OO

message goodn
r=c@e (6.14)
and we have again ooooooooo
M@ET = M@Eae)" (6.15a)
= M @ M(@)" (6.15b)
= the syndrome; 000000 (6.15¢)

Thus the syndrome of the error depends only on
the position of the error, and not on the code

word sent.

Examination of the check matrix through mul-
tiplication by the error vector (which has a sin-
gle 1 in it) extracts the syndrome that is the
corresponding column of the matrix. Thus the
columns of the parity-check matrix are all the

syndromes that can appear for any single error.

gboboboobbbuooobbbuoooon
goboboogoooobobooooobooboo
gooobog

gobobooloboogoobbbooogo
gboboboooobbboooobbooan
gboboboooobobobooooobobbood
godboboboooouooogoaban
gobobobooooobbobooooobobon
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6.7.1 Example: Hamming (7,4) Encoding and Decoding

One way to encode a message would be touse 00000000000 O0OOOODOOODOO

an explicit dictionary, as in Table 6.19. goobobe19000
(index of) message | codeword (LSB-MSB)
0000 0000000
0001 1101001
0010 0101010
0011 1000011
0100 1001100
0101 0100101
0110 1100110
0111 0001111
1000 1110000
1001 0011001
1010 1011010
1011 0110011
1100 0111100
1101 1010101
1110 0010110
1111 1111111

0 6.19: Hamming (7,4) Codeword Dictionary: Dimension 2% Entries x 7 Bits; 0 O: 2% x 7. Any
two of the code words differ in at least three positions. Note that not all possible codewords are
used, like noisy typewriter with non-overlapping inputs. 0000 (7, 4) 000000000 240
OO0 x7bitsD 00 2¢x7000000000000000000O000O0O0O0OOOOOOO0
000000000000 000000000DO0DO0O000O0D0ODO0oDOoDODOooOOoDOO0n

But this is cumbersome. For instance, a Ham- OO0 0000000 0O0O0O0OO0OOODOOO

ming(15,11) code would need a 2" entry x 15 (15,11)0000 20 1100000 150000

bits dictionary. A better model istouse matrix 00000000000 O0OOOODOOOOO

multiplication, performed in the usual way: gboobobooobooboomobooo
oOoooooogao

C = AB (6.16a)
Cij = Zaikbkj (6.16b)
=1

To encode a message using a Hamming (7,4) 0000 (74)000000000000C0O0O0O
code, it can be multiplied by an appropriate O0O0O0O0O00O0O0O0O0OO0OOOO0OOODOOO
generator matrix. Such an encoding need only OO0000O00O0000O0OCO0OOOO (OO
store n rows of generator matrix G (dimension: O00000:2'x7)02"000000000
4 x 7) instead of 2" vectors of the code (dimen- 000000000 GODO: 4x7)0 n000
sion of codeword dictionary above: 2* x 7). Oooboooobooo
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@ =

I
O O O O =
O O Rk O O

This, or the following equivalent, are the alge-
braic expression of Figure 6.4.

81

c= GT = (ZE11'21'3{E4)

Note that the unity-weighted 3¢, 5% 6% and
7 rows of the generating matrix let the data
bits “pass through.” To decode a received vec-
tor, use the corresponding parity check matrix
to calculate the syndrome, the location of a sin-
gle error. (The LSB of the syndrome is indicated
by the top row, the middle bit by the middle
row, and the MSB by the bottom.)

syndrome

(" = M

For example, if ¥ = (0110) is the message, it is
encoded as above as ¢ = (1100110). If an er-
ror €= (0000100) corrupts the 5™ position, the
received signal vector becomes 7 = (1100010).
The error location can be discovered through
multiplying by the parity check matrix so the
original message can be recovered (by toggling
the bit indicated by the syndrome).

generator matrix

(@)" (6.17a)
01
11
oo™
11| ™ (6.17b)
oo ||™
1o | V™
01

goobbobobooobobbbbobbondedd
gbobobooogooo

(6.18)

—_ = O =
o O O =
— =) = O
[ =)
o O = O
o~ O O
_ o O O

1
1
0
1

oooboboobooooosserooogn
gobobooooobobobooooobooo
gboboboboooooboobbbbouoogon
gooooobbbbobbobbbobobobon
gbobobomugoobboboooobboo
gooboobobobboooobbuoooon
gbobobooogbbboooob

received

(6.19)

00004 = (0110) 000000000000
c=(1100110)00000000O0OOOOOO
¢ = (0000100)0000 /000000000
OoooOOoooOoOoOOooOboOoOoOOobooo ™ =
(1100010)0000000000OODODOOOO
goboboogoboboboooobboboon
gbobboooobooobboooobobon
0000000 (ooooU0ooooooo
Oooooooo)o
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MEse)"
— M@ M@
e=GzT €
— —
1 0
X 1 X 0
1010101 0 1010101 0
= 0110011 011 01100171 0
0001111 1 0001111 1
1 0
0 0
1
0
1

This is simply the 5™ column of the parity check 00 500000000000000000000
matrix.

6.8 (Group-Organized Codes; 00 00)
6.9 Minimum Distance of a Code; UL OO0 OO

The elements of a vector of length n may be OO n 000000000 nO0OD0ODOOO
thought of as coordinates in n-space. The 0000000000 0O0O0OOODOOOOOO
weight of a binary vector is the number of as- OO00O0O000O0O0O0OOOO0OODOOOO

serted positions.
weight(1,0,1,0,1,0) = 3

For two binary vectors ¥ and y both of lengthn, 00000000000 #0 yOOOOODO
the distance is simply the number of positions O n 000000000000 OOOOOOO

that differ between them: Oo0OoooooboOoon
T = (x1,29,...,27,) (6.20a)
g = (yla Yo, ... 7yn) (620b)
(binary) distance(Z, y) = Z |z; — il (6.21)
i=1

where |x;—y;| naturally equals XOR (z;®y;, v; # |z; —y:| 0 XOR (z; ® v,z #y;) D0 0000
Yi)-
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Note that this corresponds not to Euclidian OO0O0O0O0O0O0O0OOOOOOOOOOOOO
(a.k.a. Cartesian) distance, which would be O0(0O000000ooo)ooooooood

—»

Euclidean distance(Z, ¢/) (6.22)

but to “Manhattan distance” or city block dis- O00O“00000000” 000000000
tance, suggesting the impossibility of cuttingdi- 00000000000 OOOOOOOOO0O
agonally through dense buildings, but instead O000O0O0O0O0O0O0OO0OO0OO0OODOOOOOO
having to walk rectilinearly around them, as 0O 6.500

shown in Figure 6.5.

Qo@
g
P

O 6.5: Cartesian and Manhattan Distances; 00000000000 O0OO

For example, the Cartesian distance between O0O000O00D0(0,0,0) +» (1,1,0) 0 00000
(0,0,0) <+ (1,1,0) is /2, but the binary distance 0 000 200000000000 2000
is 2. The binary distance is still a legitimate OOO0O0O0O0O0O0O0O0OO0OOO0OOOOOO
distance function, as it satisfies the three con- O OOO0OOOOO

ditions:

ooa

ooooo
conservative The distance from a point toit- OO0 ODOOOOOOOOOOOOOOO 0O

self is always zero.

T=y=d@y)=0 (6.23a)
oooooo
commutative The distance from one point to 0o0o00obo0obobobobobon
another is the same as the opposite direc- Ooooooooad
tion, and is positive.
d(Z,9) =d(y,Z) >0 (6.23Db)
o000 ooooo
triangle inequality The length of a double- 00O 00o0odbooo20000000
segment path is at least as great as a O0000ooooooooooooo1l
single-segment path with the same end- O0o0o0o0oooooooo
points.
A(F,§) + d(F, 7) > d(7, ) (6.23)

The minimum distance in a code is the small- 0000000000 OODOOOOOOOOO
est distance between any two code words. Ta- 000000000000 OO0O0O0O6.2000
ble 6.20 summarizes properties of different min- OOOOOOO0OO0OOOOOOOOOOOO
imum distances. 0od
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pattern minimum distance detection/correction example
oooo oooo O0/o0 O

singular (not uniquely decodable) 0), (0)}

0), (D}
0), (L1)}

,0,0), (1,1,1)}

uniquely decodable

single error detect

w N = O

single error correct or
double error detect

4 single error correct and {(0,0,0,0), (1,1,1,1)}
double error detect, or

A
N
N\

triple error detect
ANV 5 double error correct. . . {(0,0,0,0,0), (1,1,1,1,1)}

O 6.20: Properties of minimum distance; 000000000

6.10 Vectors and Polynomials; 00000000

Code sequences of 0s and 1s can beregarded as OO0O0O0 00 100000000O00O0OO0OO
vectors. Further, they can be considered poly- O000000O0O0OD0OO0O0OOOOODOOOOO0O
nomials; the digits become the coefficients of OOO0OO000 1000000000000O0O
powers of a variable. So the sequence (withMse 0000000000 O0OOO00OOO
left-most)

(1,0,1,1,0)

could be considered the polynomial O00D0000o0ooboboooooo

Py(z) = 2* + 2% + 2.

Another example is the sequence Oo0o0oOooooooo
(0,1,1,0,1)
which could correspond to the polynomial dooooooooooooo

Py(z) =2 +2* + 1.

The set of all polynomials of a given degree with 000000000000 OODOOOOOOO
binary coefficients permits addition and sub- 0000000000000 OO200000
traction (which in the case of modulo 2 arith- O0O00000000000O00O 200000
metic are the same). For example, using the 0000

above two polynomials,

Px)+Py(z) =2+ 2 + 2+ 1
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Note that addition is associative:

(P + B) + P =

A zero vector 0 = (0,0,0,0,0) corresponds
to the zero polynomial and is identically zero.
Since each polynomial is its own additive in-
verse, and the sum of any two polynomials is
another polynomial of (at most) the same de-
gree, the set of polynomials of degree n forms
an algebraic group. (Remember that the coef-
ficients of these polynomials can be only 0 or

1)

One of the purposes of modular arithmetic is
to ensure that all the numbers that can arise
will fall within a given range. This is accom-
plished in modular arithmetic by dividing all
numbers by a modulus m and using only the m
remainders— 0, 1, ..., m—1— which are all less

than the modulus.

Considering polynomial arithmetic, note that
the product of two polynomials has a degree
equal to the sum of the degrees of the individ-
ual polynomials. To keep the product within
a maximum degree less than n (so that the
polynomial can be identifiable with a code se-
quence), we must similarly reduce the degree.
Thus we need a polynomial to use as a modu-
lus. Just as with modular arithmetic in which
all numbers are divided by a modulus and the
remainder is identified as the result, so we will
now divide all polynomials by a modulus poly-
nomial of degree n. As a result, the reminder
will have n coefficients (the degree is n— 1 since
there is a zero-order coefficient), which can then
be identified as a code symbol.

For a prime modulus, if the product of two num-
bers is zero, then at least one of the two num-
bers is zero. (If the modulus is not a prime, it
is possible that neither number is zero although
their product is.)

Suppose we have numbers a and b respectively
congruent to @’ and ¥ modulo a given modulus
m. This means that

goboboogoboboboooobbobooaon
gboooogo

P+ (P+ P). (6.24)

0000 0=(0,0,0,0,00000000000
000000000000000000000
0000000 20000000000000
00000000000000000 nO00O
0000 0000 000000000000
O0M0O00 00 100000000

00000000000 1000000000
00000000000 0000000000
00000000000000 mOO0O0O0OO
000000OmO000,1,...,m—1000
00000000000 0000000000
ooooooooooo

gbooodgboog 200000000000
gbobobooogbobbboooubbdnOd
gbobobooooobbobbbbouogaon
gobobooooobobboobooooooo
gbobobooooobbobbbodgoboo
gbobobooogbobobooooobobood
gboboboogbbobooobbboooan
gobobooooobbboooooboboo
U0 n0O0000000bOb0O00bOo0O0DO0
gbobogoboboboboobb 000000
n—10000000000000000000
gobobobooogoog

gbobobooogbob200b00b00gond
U0 Jooooooooooob ooogo
gmbgbooboooboboobobaon
goooguooboobbbbooooaooo
gbobobodgogboboboooooboi

d000V000000«000bK00D0O0O0O0O
gogooboobibmmbObOOO0oooooogao
gobooo
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a = amodm (6.25a)
a = d (modm) (6.25b)
b 2 bmodm (6.25¢)
b =0 (modm) (6.25d)
or
a = a+km (6.26a)
b = ¥ +kym (6.26b)

for some integers k; and ky. For product ab,

ab

a't!

For example of the danger of using a composite

modulus, consider

15
= 12
10

Then

a/

b/

ab =d't

But neither a nor b is zero! Only for a prime
modulus does the property hold that if a prod-
uct is zero, then at least one factor is zero.
(Otherwise the factors of the modulus might
separately divide the multiplicands.)

For example, the 1SBN check digit will detect
transposed digits, single digit errors, and most
(90%) other errors.

a't! + a'kom + b'kym + kikom?

(mod m)

=0

o000 KmO000 kKLODO0O00OebOO0OOO
HEN

(6.27a)
(6.27b)

goboboooboboooobboboooan
HEN

(=2 x5, composite; 00O O000).

o Ot

(mod 10).

D000 bOOOOOOODDOODLDOODOO
gbobobooogbbobuoooobbbod
001000000000 OOoOoOooooO
O000000ooooooooooon)

godmssNOgogbogoooogoobobgn
100000000 OooooD (V% o0oooo
gboboboooooboon
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9
T = <Zz xl> mod 11

i=1

x13 = (10 — (21 + 329 + 3 + 324 + - - - + 11 + 32,2) mod 10) mod 10

Similarly, we want a prime polynomial as our
modulus— a prime polynomial being one that
cannot be represented as the product (in the
field of coefficients) of two non-trivial polyno-
mials.

A polynomial of degree (largest exponent) n
might by chance have coefficient 0 of the highest
power so that the polynomial was essentially of
lower degree. Since there are only 0 and 1 in the
field of coefficients, the phrase “monic polyno-
mial” is used to denote a polynomial for which
the coefficient of the highest power of x is 1.

Why would one want to multiply polynomials
together? The answer is simply that we want
to introduce as much structure into the coding
theory as we can. Then the codes finally ob-
tained will be highly structured, and as a result
the encoding and decoding equipment can also
be highly structured (meaning easy to build in

hardware or program in software).

(6.28)
(6.29)

gbobooggbbouooobbboooaon
gbogdgobbbuooooobobbouoooon
gboboboooobbboooobbobooan
god

OO0 n0000000000O00OO0OO00O0 0
Ooboobooboobooooooooooboo
oooboboooooboobo10oobon
Oobooooboooboo1oobbogobooo
000 0D0O0monic polynomial 00 0 OO0 OO0

gbodbobobobobuaboooooobn
goboboogoboboboooobbobooaon
godbobgboboboobobobobg
goboboogoobbbouoooogoobooo
gboboboooobbboooobbobooan
gobobooomoboogbboboooan
gobobouoooobboboogty

6.11 Prime Polynomials and Extensions; U000 0O 0O OO

[]

6.11.1 Prime Polynomials; O O OO

A prime polynomial is a monic polynomial
which cannot be factored into a product of
lower-order polynomials. But since our field of
coefficients uses arithmetic modulo 2, we cannot
be sure of how familiar results will now mani-
fest. Thus we will now experimentally explore
what can happen, avoiding the technical details
of finite (Galois) fields to prove how factoriza-
tion must occur.

For polynomials of degree 0, there is only the
single, trivial polynomial (if one cares to call

such a degenerate case a polynomial), namely

goboboogoboboboooobbobooaon
gbooggboogboo1l1o0obooogboo
gobogdboood 20000000004
gogbdgbobobobobobobaoon
gboobbbouoooobbbooobbbod
000 (o0o0o0ooUopooUoooooooo
O0000)0ooooo
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P

corresponding in normal arithmetic to the num-
ber 1. (Just as we disregard the use of 1 as a
factor when factoring integers, so must we disre-
gard the trivial polynomial “1” as a factor when
factoring polynomials.) For monic polynomials

of degree 1, there are only two,

T

both of which are prime polynomials. For monic
polynomials of degree 2, there are four possibil-
ities (as each of the coefficients of lower powers
z [z'] and unity [2°] may be 0 or 1):

=z (6.32a)

?+1 = (x+1D)(z+1) (6.32b)
??+r = x(z+1) (6.32c¢)
| prime; 00000 (6.32d)

The fact that

=1, (6.30)

gooobobobb 10dddgomiogo
gbooggbooobooobooo 1bbd
gbobogobooobooobob 10bDbda
gboo 1bo0budgoano 2000000
goooood

T

+1,

(6.31a)
(6.31b)

000000000000000002000
000000010000000004000
D0M«z'|0000 [(°)00000000 0
0ooOo 1000

gooo

2+ 1= (r+1)?

might seem surprising at first, but multiplying
out the right side obtains

x2—|—

Since 2 =0 (mod 2),

gboboboooobobbbouooooooboo
gooobod

2z + 1.

000 2=0 (mod2)000000OODOO

22+ 2r+1=2>+1.

Consider the polynomial

gboobooogoboon

24+ 1.

Why is it prime? Try dividing by the two lower-
degree polynomials. If 22 + x + 1 is composite,
these are the only two possible factors. Clearly
x is not a factor. Then try x + 1:

gbbogobooobogbo 2000004d
gbbobooogbbboooobbbobo
02?+2x+1000000000002000
gboobgoboogobon . 00bbogoo
gobobobd z+10000000000
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z+ 0

o+ 1|22+ 2+ 1

24+ x
0+1
0

1

So 22+ z +1 is a prime polynomial. For further

practice, examine the eight possible cubics:

x
3+ 1
24
w2+ +1
z3 + 22
42?1
R e R

2+ +r+1

where the four obvious factorizations have been
given, leaving the others blank as an exercize
for the reader.

If a cubic can be factored, then at least one
Since the
polynomials divisible by = have been factored

factor must be of the first degree.

above, we need only try = + 1. For 2® + 1,

1 1)1
1

Hence,

3 prm—

. ooo
remainder; [J [J

000 2°+z+10000000000000
gb sbu 300obbobouogogg

= zr-x-x (6.33a)
= (6.33b)
= x(z>+1) (6.33c)
= (6.33d)
= 2*(z+1) (6.33¢)
= (6.33f)
= x(x* +z+1) (6.33g)
= (6.33h)

400000000000b0O0DbO0O0bOgo
gboobooogbbobod

00 3000000000000000000
00000 100000000000000¢«
000000000000 0000000oO
0x+1000000002°+100000

1
1

— = = O =
— == O ol —

—_ =

gooo

(x+1)(2*+x+1)=2"+1.

Next try to factor 23 + x + 1:

¥»+2r+100000000000000
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1110
11

—_
—_

1
0

1

O O = =

So we can note that x>+x+1 is prime. Similarly 2+ 2+ 10000000000000000
2% + 22 + 1 is also prime, observing that 000000 22+22+1 000000000
OO00oOooooo

P24 1=(z-2)(xz+1)+1

Finally, try to factor 2 + 2> + v+ 1. From 000 2°+22+2+10000000000
the experience above, one can see how to factor 0000000 OODO0O0O0OOODOOOOOO
directly. One can write goobobobooooobobobod

P4 tr+l=2 e+ D)+ @+ =@ +1)(z+1)=(z+1)°

and observe that it is composite. Therefore, we 0000000000000 OOOOOOOOO
have ooooo

»4+r+1
42 +1

as the only two prime monic polynomials of de- 2000000000000 10 3000000
gree 3. For each particular polynomial, weneed O000O0O000O000O0O0O0OOOOO0OO0O
only try lower-order polynomials, factoring up OOOO0OO0O0O0O0OD0OO0OO0OO0OOOOOOO
to (the floor of) half the degree of the given 0000000000000 O0O0O0OOOOO
polynomial to establish primality, thesameway O OO0OO0O0OO0OO0OOOOOOOOOOO1
at least one factor of an ordinary composite 00000000000 0O0D0OOODOO0O
number will be no greater than its square root.

6.11.2 Primitive Roots; OO 000

The n'" roots of unity are the n solutions of 10 n0000000O0DOOOODOO

" =1 (6.34a)
" —1 = 0. (6.34Db)
The first root is O0O0ooo0oOn
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Degree 1 Degree 2 Degree 3

Degree 4

X 1'2 IL‘3

r+1 P?+1=(x+1)?2 2+l=@+D(*+z+1)
?+r=x(x+1) B+r=x*>+1)
w3422 =2%(z + 1)
Pt +r=z(@*+r+1)
B4+ +r+1l=(x+1)(22+1)

1,4

r+l=(+ D)@ +2>+z+1)
v+ =x(3+1)

ot 2% = 2222 + 1)
4+ 1= (22 +2+1)?
=z +a+1)
4+ +l=@3+22+1)(z+1)
rt4+ 2 =23z + 1)

r+ B+ r=w@®+22+1)

4 +r+1l=(x+1)(23+1)
3+ =22+ + 1)
4B+ + 1=+ )23 +z+1)
B+ +rr=x(@+ 22+ +1)

xt 3 r+1

0 6.21: Prime Polynomials with Primitive Roots

=11

(6.35)

but the explicit form of all the rootsisgiven by 000000000000 OOCOOOOOOO
guooooooon

e?mik/n k=0,1,2,....,.n—1

which uses Euler’s equation,

complex real imaginar,

e’ =cosf+ isind,

where

i =+v/—1,

a special instance of which is Euler’s Identity,

€+ 1=0.
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(6.37)

(6.38)

(6.39)



This equation is often thought of as one of
the most beautiful equations in mathematics,
elegantly containing as it does so many basic
concepts— including the base of natural loga-
rithms (calculus), exponentiation, the ratio of
the circumference of a circle to its diameter
(trigonometry), multiplication, the square root
of —1 (algebra and complex analysis), addition,
unity (arithmetic), equality, and zero (number
theory).

For the unit circle, DeMoivre’s Theorem is:

(cosf + isin )" = cos(nf) + isin(nd)

goboboogoboboboooobbobooaon
gboboboobbobuooobbobuoooon
gbo—ogogogbooooboooboogo
-10b000gobobiligobood

(6.40)

This is easy to understand when polar representation is used:

(eiﬁ)n — em'G — 6z‘(nlﬁ’)

According to the Fundamental Theorem of Al-
gebra, an equation has as many roots as the de-
gree of the equation. The roots of unity always
start on the positive real axis, and are evenly
spaced around the unit circle in the complex
plane (and are vertices of a regular n-sided poly-

gon).

(6.41)

goboboogoboboboooobbobooaon
gboboboobuoogoobboboooobobon
gobodbobbooooobobooooooboo
gboobobmoboobbnbgbagog
gooboogt

Imaginary
o
o
0.5
Redl
-05 0.5 ?
-05
o
o

0 6.6: Fifth Roots of Unity
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Some of these roots, those that are relatively
(mutually) prime (coprime) to n (for example
k = 1), are such that their successive powers
generate all the other roots, and are therefore
called “primitive roots.” Primitive roots are im-
portant because a primitive root can serve as a
generator for a whole set of needed numbers.

As described earlier (Equation6.12, p.137) the
Hamming (7,4) code uses the check matrix

Il
o O
o = O
[ R

Any rearrangement of the columns of the matrix
M does not fundamentally change the code; it
would only affect how and where the column
corresponding to the syndrome that emerges
when a single error occurs is found. Suppose

one uses the prime polynomial

gobobooooobbbuodngoooboo
OO0000b0O k=10000000b00og
gobobooogboboboooooboobbooa
gboboboooobobbooboooooboo
gogdgobobobuooooobobbuoooon
gbooboooooo

00000000 (000 e6.12,p.137) 0000
0(74)000000000000

0
0
1

_ O =
— = O
—_ = =

OO0 MODOOOOOOOoobOOoOoobOoo
gboboboobbbuooobbobuooogn
gobobooooboboboooobobbooon
guooguobbobbiooooaobbbbo
gobooobooodan

2 +r+1

as a modulus. Let a be a root of this polyno-
mial. Then

goobooobbbbbbbbdddibe OO
gobobobouooogoooboo

a+a+1=0
or gogg
ad=a+1.
degree, no. rectangular polar: k=0..(n—1) relatively
of roots: n (Cartesian) degrees: %k ‘ radians: %’rk prime to n
1 {1} {0°} {0} 1
2 {1, -1} {0°, 180°} {0, 7} 1
3 (1, =148, -1 ¥ {0°, 120°, 240°} {0, Zx, 4x 1,
4 {1, 14, =1, —i} {0°, 90°, 180°, 270°} {0, 3, =, 37” 1,3
5 {0°, 72°, 144°, 216°, 288°} | {0, 3¢, °F, O, &% 1,2, 3,4
6 ? ? ? 1,5

O 6.22: Some Roots of Unity: solutions to z" =1
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Powers of a that are 3 or higher can be reduced,
using this equation, to sums of lower powers, so
every polynomial in a can be reduced to a linear
combination of 1, a, and a?. Consider a column
3-vector which has components 1, a, and a?.
Multiplication by a shifts each component one
position, and a®* = a + 1 is used whenever a
cube occurs, so that only 1, a, and a? appear
in the vector. For the various powers of a, the

corresponding 3-vectors are:

a 0000 30000000 0000O000O00O00
gbbobooogbbboooobbibdaed
0000 10 e0 200000000000
00000010 «0 «*000000 300
godobbbbbUled0dooooooon
00 1000000e* 00000006 =a+1
gbobogobobodgbbodgbobodn 1d
a0 ¢*00000000cO0000O0O0OOO
goooon

1
a®=1=10 (6.42a)
0
0
al=a = |1 (6.42b)
0
0
a =10 (6.42c)
1
1
ad=a+1 = |1 (6.42d)
0
0
at=a*+a = 1 (6.42¢)
1
1
a=a"+a*=ad*+a+1 = 1 (6.42f)
1
1
= +ad*+a=a*+1 = |0 (6.42g)
1
1
A" =d*+a=1=d" = | 0 (6.42h)
0

Thus is it shown that a is a primitive root of
the prime polynomial, as its successive powers
generate all seven possible different non-zero 3-
tuples. The concatenation of these vectors,

00 00000000000 00000
gboboggbogobobodbb o bO0onoO
gboboboogoobboboooooboo
gooobod
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a a?
1 0 0
0 1 0
0 0 1
is merely matrix M rearranged. Using this

new arrangement of the columns, compare the
syndrome computed at the receiving end with
the successive powers of a (which can be either
When there
is a match between the syndrome and the col-

stored or generated as needed).

umn, we have that column as the corresponding
power of a that matches. (A slightly different
decoding matrix would result if the other prime
cubic, 2% + 2% + 1, were used.)

a a a

0 1 1

1 1 0],
1 1 1

obooobbooobboo MOOoOooo
goooboboobobobbbbbbbbodd a
gboboboobbbuoooobbbuoogogy
gooboobbobuoooobbbuoooon
gboboboooobooobbobooooboboo
gbbbbddebD0ODOOOOODLDODOO
0000000 30000 #3+22+100
gboobooboboooobbbuoooon
gboboboooob

Check Bits | Syndromes | Non-zero Syndromes | Primitive Polynomials Code
n 2n 2" —1 (culled from Y7 ¢;z’)
1 2 1
2 4 3 2 +a+1 Hamming (3,1), majority
3 8 7 B4+l +22+1 Hamming (7,4)
4 16 15 o412t + 2341 Hamming (15,11)

O 6.23: Check Bits and Prime Polynomials

How does one encode? Since the syndrome
0= 0,0,...,0 should mean no error, we require
that the sent polynomial be exactly divisible by
the modulus polynomial. Therefore the mes-
sage is put into the positions corresponding to

ab, a®

,a*, a®, temporarily putting Os in the other
three positions, corresponding to a?,a, a® = 1.
After this polynomial is divided by the modu-
lus polynomial, the remainder is put into (added
to or subtracted from) the last positions of the
written polynomial, so the result will be exactly
divisible by the modulus polynomial.

This, then, is the encoding process: supply the
last three positions by using the remainder upon
division by the modulus polynomial; thus is the
whole polynomial congruent to zero modulo the
prime polynomial.

To decode at the receiving end, simply divide
the received polynomial by the modulus poly-
nomial. A non-zero syndrome (remainder) that
results when it is expressed as a power of a
matches the column where the error occurred.

Jdoodoooooooooooooooon
dooobooooodgno 6:0,0,...,0 0
dodddoooooooooboobobooood
ddoooooooooooooooooon
0 a%,a%a*,a®* 000000000000 a?,a,
=10 00000000000000000
Jdddoooooooobooooooood
dddooooooooooooooooon
0o0ooboooooooooooboooono
doooooooooooo

gboboboboooobouooobboboooan
gbooogoboboooobbooooooboo
gbooogbog 3buubbuguoobooo
goboboogoboboboooobboboaon
goobg
goboboogoboboboooobbobooaon
gboboboogbbobboooobboooaon
gibddebDO0OO0OODDODOODOOOOOOOO0
gobobooooobobobbboooboboo
goboobooggo
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6.11.3 Example of Coding; 00000 (3*9-degree Polynomial)

Given the code above, let’s encode the message OO0 0O0OO0OOOOOOOOOOO

1001_

which corresponds to the polynomial doddooooooooobobobooooooad
00

a® +a® = (a® + 1)a’.

To encode, divide this polynomial by the cho- OOO0000000000000O0 a®+a-+1
sen modulus polynomial a® +a+ 1 toget the 00000000000 OOOO
remainder:

1010
10111001000
1011
0100
0000
1000
1011
0110
0000
1 1 0 = remainder
That is,
divisor; 00 quotient; O dividend; 000  remainder; O O
——~— ——— ——
(@+a+1) (a®+a) = (@+1a*> + (a*+a)
Therefore the encoded message is O000O00o0oooooooon
(1001110)

As verification, confirm that it divides evenly 0000000000000 ODOOOOODOO
by the modulus polynomial: O0o0o0ooooooooog:

a+a+ad*ta=(®+a+1)(a*+a)

Suppose there is an error at the underlined place 0000000000000 0O000000O0O
(which happens to be the a® place): oooooooo

(1000110)

Divide the received message by the same mod- OOO0OO0O0OO0OO0O0O0OO0OOOOO0OOOOO
ulus polynomial: O000Oo0oooooooboooo
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1 11
10111000110
1011
0111
00O0O
1111
1011
1000
1011
0 1 1 = remainder
But this remainder is oooooooo
1
1| =d?,
0

which is the fourth position from the left (which
is where the error occurred). Toggle this posi-
tion to get the corrected message, and drop the
last three places (LSBs) to recover the original
message.

gboogob 400b00o0obooonoobo
gbbooobougoobboboooobobon
good 1oboboobobb 30ubbbon
gog

6.11.4 Example of Coding; 00000 (4*-degree Polynomial)

210 27 26 24

AN AN AN S
Encode “1234”7 = 1024 + 128 4+ 64 + 16
21

~ =~
+ 2.
check bits. There are two 4"-degree prime poly-

Shift over 4 bits to make space for

nomials with primitive roots, #* + x + 1 and
a2t 4+ 23+ 1.
(z* + 23 + 2% + 2 + 1 is also prime, but its roots

For this example, use the first.

are not primitive since they don’t generate the
other roots.) Let a be a root of z* +x +1 =0,
soa'+a+1=0<« a*=a+1. Generate the
check matrix:

—
[\
w

5 [§

=a a®> a® a* d° a
1 0 0O 0 1 0 O
0 1 0O 0 1 1 0
0 0 1 0 0 1 1
0 0 0O 1 0 0 1

Divide by modulus polynomial and add the re-
mainder.

210 27 26 24 2!
D1234D(:@+72§+f64\+f16\+//2\)
godbgbgbobbouooogogoban
gbodbdb4000bobooboboooon
40000000 2*+2z+10 2*+2*+10000
000001000000z +23+22+2+10
gboboboboooobouooobboboooaon
0000000000000 000000)d a
O2z'4+2z+1=0000000000 a*+a+1=
0<at=e¢+ 100000000000

7 8 9 10 11 12 13 14

Q
S

a
0
1
0
1

_ O = =
o R O
O = =
—_— = = O
e e
— = O
_ o O = Q9

gboboboobooogobo
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1 000010O0O0T1
1001110011 100100000
10011
00O0O0O
00O0O0O
0000O01
00O0O0O
00010
00O0O0O
00100
00O0O0O
01001
00O0O0O
10010
10011
00010
00O0O0O
00100
00O0O0O
01000
00O0O0O
10000
1001
001
That is,
divisor; oo quotient; ik dividend; Too remainder; U O

(a'+a+1)(a"+a"'+1)=(a"+d +a° +a" +a)a'+ (a+1)

Assume an error in a middle bit. Redivide by 0000000000000 ODOODOOOOO
the same primitive polynomial. Oo0ooOoooooooo
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10000011000

1001110011011 0100011

10011

000O0O0
00000

00001
000O0O0

00011
000O0O0

00110
00000

01101
000O0O0

11010
10011

10010
10011

00010
000O0O0

00101
000O0O0

01011
000O0O0

1011

The location of this remainder in the parity 0000000 0O0O0OOOOOOOOOOOO

goobooogooboobod

check matrix corresponds to the location of the

error.
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070 Appendix: Overview

Huffman: successively combine least-probable nodes
Markov process: state dependency

RLE (run-length encoding): useful with sparse data or prediction

ZL (Ziv-Lempel): construct dynamic dictionary
arithmetic: represent as interval in real number continuum

parity checks (checksum, ISBN)
block coding
rectangular
triangular
Hamming
polynomial

information source

source coding
to remove redundancy

KB234

channel coding

to make robust against noise

KE5.¢

character of channel (time and/gr space):

available bandwidth

received power
noise statistics

other impairments (like fading)

4

information sink

expansion N

error correction

Choose coding scheme based on characteristics of desired performance,
like data rate and error performance.
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