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Considerations and future works

A)SSH/Telnet attack 
→ IP-based signature
Brute-force and list attacks, 
Potential threats and attackers

B)HTTP attack 
→ Payload-based signature
Web applications vulnerability

Results
The system has been deployed on LICTiA DC. 
We compared our system with a sole IDPS.
Our system could detect more than 70% 
of likely attacks, while sole IDPS could do 
only about 3%.

l Intrusion Detection and Prevention System(IDPS) has limitations: unknown attacks and tuning difficulties.
l The combination of honeypots, heuristics, and deep learning has the capacity to break through the limitations.
l It is expected to reduce false-positive and false-negative, and create high-precision IDPS with automatic configuration.

Limitations
False-negative and false-positive 
occur. The number of signatures would 
increase and strain IDPS resources.

Combining heuristics and 
Deep Learning.

Background and Motivation
Shortcomings of the conventional method
With the upsurge in cyberattacks, Intrusion Detection and Prevention Systems (IDPS) have become a vital measure for keeping information systems
secure. However, existing IDPSs have the drawback of false-positive and false-negative with the well-known signature-based detection approach. In
addition, they are not capable of detecting zero-day attacks, i.e. previously unknown patterns. Therefore, it is necessary to devise a refined and
feasible method for attack detection.

What’s honeypot and IDPS?
IDPS – Signature Based
A system that detects malicious activity in a network. The detection 
refers to patterns of attack behavior defined as signatures.

Honeypot
This is a trap and observation system of malicious activities 
on the network, i.e., it is used to discover new attack types and methods 
(Zero-Day)

Adversarial Generative Network (GAN)
GAN is a class of deep learning. It uses two networks, generator and
discriminator, to generate elaborate images that are similar to the
learned images.

High-Precision Cyberattack Detection and Prevention System
using Heuristics and Deep Learning

Key Points

Fig.6  System architecture  

Fig.4 ASGS Architecture

Anomaly detection using GAN
The GAN trains on normal traffic and finds unusual traffic 
in the incoming traffic.

The level of anomaly is defined as the sum of the difference 
between the test image and the output image (𝐿! 𝑥 ) and 
the difference between the features extracted 
by the discriminator (𝐿" 𝑥 ).

Fig.5  Overview of the proposed method  

Fig.1 Structure of GAN

GAN-heuristics hybrid method

Fig.3  Difference in detection rate in ASGS (heuristic)

GAN and heuristics
Heuristics and GAN monitor services 
that are good at detection, respectively.

Heuristics

SSH, Telnet 

GAN

HTTP, Mail, SQL

Current Results
We generate and evaluate training models using 256x256 
grayscale images.

Future works
We will examine another GAN 
architectures : DCGAN (Deep 
Convolutional GAN) 

• It can train and generate clear and 
color images by applying a 
Convolutional Neural Network (CNN).

• By introducing Batch Normalization, 
stable learning can be expected.

Fig.7   Images generated from the upper test 
image and their respective anomaly values 

Fig. 7 shows two test images 
from left to right of SSH 
brute-force and the rest are 
SSH traffic images 
for normal traffic.
The higher the value, the more 
abnormal it can be evaluated.

Problems
There is a problem of variation in accuracy 
in test image evaluation.

The reasons for this :

• GANs are unstable in learning compared 
to other models (e.g., classification).

• The accuracy is low because the original 
GAN is used.

Fig.2  ASGS 
Signature generation processes


