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Decentralized Federated Learning for Internet of Things

Anomaly Detection

Method
• We introduce a decentralized peer-to-peer federated learning

method for anomaly detection, using neural networks to improve
accuracy and take advantage of the characteristics of federated
learning to protect local data security.

• The decentralized algorithm avoids the drawbacks of traditional
federated learning such as the single point of failure.

• We conduct simulation experiments on the IoT23 dataset [4],
which verify the superiority of our method.

Method, results and conclusion
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MotivationGeneral Background
• The above detection systems are not perfect.

With the development of artificial intelligence,
machine learning technology has also been
applied to the security field, using neural
networks for detection to improve accuracy
and versatility.

• Federated learning has received extensive
attention. However, traditional federated
learning architectures are highly dependent
on a central server, which also has obvious
drawbacks [3].

• With the improvement of computing power and the development of
network technology, Internet of Things (IoT) devices are widely used
in many industries.

• But it also faces a large number of security attacks, such as common
DDoS attacks [1], as a result of that IoT devices are not sufficiently
targeted in terms of security design and adequate testing.

• Traditional countermeasures such as the application of intrusion
detection systems (IDS) to monitor network traffic, identify suspicious
behaviors, and then defend against security attacks [2].

• Here we consider that there are N IoT devices participating in the
decentralized training process as Figure 1 illustrates.

• The training process is a completely decentralized peer-to-peer mode.
Each client will get the initial model and other participants’ information.

• When training starts, each client first randomly selects a subset of users
for parameter updates. Then perform version comparison, pull model
data with a newer version, and record the user to the set U_i.

• After the model is obtained, the model weights of clients in U_i and that
of customer i are weighted averaged.

• After that, the client i updates the local model via stochastic gradient
descent, and updates the version number, initializes the set U_i.

• The training ends after R rounds. (In general, it is common practice to
specify the number of epochs to terminate the training process. There is
no exact connection between the setting of the number of rounds and
the number of devices. From experience, the more users, the more local
data, the less number of rounds required to achieve the same accuracy.)

Figure 1

Results
We trained for 100 epochs and compared it with non-federated learning
and centralized federated learning. For ease of expression, we denote the
above methods with DFL, NFL, and CFL in the figures below.
• From Figure 2, the performance of CFL and DFL is almost the same,
with an accuracy of about 84%, which proves that our method can
achieve similar results to traditional federated learning methods.

• Compared with non-federated learning (local training on a single
device), federated learning greatly improved the training effect,
achieving an accuracy improvement of about 0.89 times. This is
because it obtains the aggregation of training results from other
clients, resulting in more general and superior model.

• In addition, we also tested the number of people sampled, i.e. m. It can
be seen from Table 1 that when m is larger, the effects of CFL and DFL
are closer and the accuracy is higher. When m decreases, the
accuracy attenuation of DFL is greater than that of CFL.

Figure 2

Table 1
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